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3	GENERAL	CONCEPTS10	For	the	purpose	of	this	guide	the	term	"product"	covers	equipment,	protective	systems,	safety	devices,	components	and	their	combinations.	It	has	to	be	stressed	that	Directive	94/9/EC	carries	obligations	for	the	person	who	places	products	on	the	market	and/or	puts	products	into	service,	be	it	the	manufacturer,	his
authorized	representative,	the	importer	or	any	other	responsible	person.	The	Directive	does	not	regulate	the	use	of	equipment	in	a	potentially	explosive	atmosphere	which	is	covered,	for	instance,	by	Directives	1999/92/EC,	92/91/EC	and	92/104/EC11.	3.1	Placing	ATEX	products	on	the	market	This	means	the	first	making	available	in	the	European
Union,	against	payment	or	free	of	charge,	of	products,	for	the	purpose	of	distribution	and/or	use	in	the	EU	territory.	Comments:	The	concept	of	placing	on	the	market	determines	the	moment	when	products	pass	for	the	first	time	from	the	manufacturing	stage	to	the	market	of	the	EU	or	the	importing	stage	from	a	non-EU	country	to	that	of	distribution
and/or	use	in	the	EU.	Since	the	concept	of	placing	on	the	market	refers	only	to	the	first	time	products	are	made	available	in	the	EU	for	the	purpose	of	distribution	and/or	use	in	the	EU,	the	ATEX	Directive	94/9/EC	covers	only	a)	new	products	manufactured	within	the	EU,	b)	"as-new"	products	according	to	the	section	3.3,	c)	new	or	used	products
imported	from	a	non-EU	country,	d)	new	or	"as-new"	products	labelled	by	a	person	who	is	not	the	original	manufacturer.	The	Directive's	provisions	and	obligations	concerning	placing	on	the	market	have	applied	after	30	June	2003	to	each	product	individually	and	are	irrespective	of	the	date	and	place	of	manufacturing.	It	is	the	manufacturer's
responsibility	to	ensure	that	each	and	all	of	his	products	comply	where	these	fall	under	the	scope	of	the	Directive.	"Making	available"	means	the	transfer	of	the	product,	that	is,	either	the	transfer	of	ownership,	or	the	physical	hand-over	of	the	product	by	the	manufacturer,	his	authorised	representative	in	the	EU	or	the	importer	to	the	person
responsible	for	distributing	these	onto	the	EU	market	or	the	passing	of	the	product	to	the	final	consumer,	intermediate	supplier	or	user	in	a	commercial	transaction,	for	payment	or	free	of	charge,	regardless	of	the	legal	instrument	upon	which	the	transfer	is	based	(sale,	loan,	hire,	leasing,	gift,	or	any	other	type	of	commercial	legal	instrument).	The
ATEX	product	must	comply	with	the	Directive	at	the	moment	of	transfer.	If	a	manufacturer,	his	authorised	representative	in	the	EU	or	the	importer	offers	products	covered	by	the	Directive	in	a	catalogue,	they	are	deemed	not	to	have	been	placed	on	the	market	until	they	are	actually	been	made	available	for	the	first	time.	Therefore	products	offered	in
a	catalogue	do	not	have	to	be	in	full	conformity	with	the	provisions	of	the	Directive	94/9/EC,	but	this	fact	should	be	clearly	advertised	in	the	catalogue.	10	For	general	definitions	see	also	the	"Guide	to	the	implementation	Directives	based	on	New	Approach	and	Global	Approach"	("Blue	Guide"	–	see	footnote	6).	Further	definitions	specific	to	Directive
94/9/EC	are	covered	in	chapter	4	of	this	Guide.	11	See	footnote	7.	The	placing	of	products	on	the	market	does	not	concern:	-the	disposal	of	products	from	the	manufacturer	to	his	authorised	representative	established	in	the	EU	who	is	responsible	on	behalf	of	the	manufacturer	for	ensuring	compliance	with	the	Directive;	-imports	into	the	EU	for	the
purpose	of	re-export,	i.e.,	under	the	processing	arrangements;	the	manufacture	of	products	in	the	EU	for	export	to	a	non-EU	country;	the	display	of	products	at	trade	fairs	and	exhibitions12.	These	may	not	be	in	full	conformity	with	the	provisions	of	the	Directive	94/9/EC,	but	this	fact	must	be	clearly	advertised	next	to	the	products	being	exhibited.	The
person	placing	the	product	on	the	EU	market,	be	it	the	manufacturer,	his	authorised	representative	or,	if	neither	of	them	is	established	in	the	EU,	the	importer	or	any	other	responsible	person,	must	retain	at	the	disposal	of	the	competent	authority	the	EC	declaration	of	conformity.	The	technical	documentation	has	to	be	made	available	on	request	of
the	enforcement	authorities	within	a	reasonable	time	(see	Annexes	III,	VI,	VIII	to	the	Directive).	These	documents	shall	be	maintained	by	such	a	person	at	the	disposal	of	the	competent	authorities	for	ten	years	after	the	last	item	has	been	manufactured.	This	applies	to	products	manufactured	in	the	EU	as	well	as	those	imported	from	a	non-EU	country.
3.2	Putting	ATEX	products	into	service	This	means	the	first	use	of	products	referred	to	in	Directive	94/9/EC	in	the	EU	territory,	by	its	end	user.	Comments:	Products	covered	by	Directive	94/9/EC	are	put	into	service	at	the	moment	of	first	use.	However,	a	product	which	is	ready	for	use	as	soon	as	it	is	placed	on	the	market	and	which	does	not	have	to
be	assembled	or	installed,	and	where	the	distribution	conditions	(storage,	transport,	etc.)	makes	no	difference	to	the	performance	or	safety	characteristics	of	the	product	with	reference	to	the	EHSRs	of	Directive	94/9/EC,	is	considered	to	have	been	put	into	service	as	soon	as	it	is	placed	on	the	market,	if	it	is	impossible	to	determine	when	it	is	first
used.	3.3	Manufacturer	This	is	any	natural	or	legal	person	who	manufactures	a	product	or	has	a	product	designed	or	manufactured,	responsible	for	the	design	and	construction	of	products	covered	by	ATEX	Directive	94/9/EC,	and	markets	that	product	with	a	view	to	placing	it	on	the	EU	market	under	his	own	name	or	trademark.	The	manufacturer	may
design	and	manufacture	the	product	itself,	or	alternatively	may	use	boughtin	items,	third-party	subcontractor	services	or	components,	CE	marked	or	not,	to	assist	in	the	manufacture	of	the	product.	Whoever	substantially	modifies	a	product	resulting	in	an	"as-new"	product13,	such	that	its	health	and	safety	characteristics	(and/or	performance)	are	in
any	way	affected,	with	a	view	to	placing	it	on	the	EU	market,	also	becomes	the	manufacturer.	12	See	Article	2.3	of	the	Directive.	Whilst	the	demonstration	of	such	non-compliant	products	under	the	above	conditions	is	permitted	national	provisions	ensure	that	such	demonstrations	do	not	result	in	unsafe	situations.	13	See	chapter	7	of	this	Guide.	3.3.1
Use	of	subcontractor	services	by	a	manufacturer	The	manufacturer	may	have	the	product	designed,	manufactured,	assembled,	packaged,	processed	or	labelled	by	subcontractors,	with	a	view	to	placing	the	product	on	the	market	under	its	own	name,	and	thus	presenting	itself	as	the	manufacturer,	disregarding	its	involvement	in	the	physical/actual
manufacturing	processes.	Where	subcontracting	of	this	type	takes	place,	the	manufacturer	must	retain	the	overall	control	for	the	product	and	ensure	that	it	receives	all	the	information	that	is	necessary	to	fulfil	the	responsibilities	of	a	manufacturer	according	to	the	Directive.	In	such	cases,	it	cannot	discharge	itself	from	its	responsibilities	as	a
manufacturer,	as	it	is	responsible	for	the	application	of	relevant	conformity	assessment	procedures,	including	engaging	a	Notified	Body	where	required	to	do	so	by	the	Directive,	for	example	to	approve	and	carry	out	periodic	surveillance	of	the	manufacturer's	quality	management	system.	3.3.2	Conformity	Assessment	Procedures	based	on	quality
assurance	(Annex	IV,	Annex	VII)	Due	to	the	use	of	subcontractors,	the	manufacturer	may	not	be	able	to	demonstrate	(to	a	Notified	Body)	that	its	own	quality	assurance	system	ensures	the	product	complies	with	the	requirements	of	the	Directive.	The	production	quality	assurance	(Annex	IV)	or	the	product	quality	assurance	(Annex	VII)	system	at	the
actual	manufacturing	plant	premises,	of	the	manufacturer	itself	and/or	of	subcontractors,	need	to	be	the	subject	of	an	assessment	by	a	Notified	Body,	including	periodic	audit	visits.	The	manufacturer	may	not	rely	on	the	Notified	Body	audits	of	the	third-parties	to	discharge	its	responsibilities	under	the	Directive.	The	Notified	Body	shall	not	issue	the
subcontractor	with	a	QA	Notification	for	this	purpose,	unless	the	subcontractor	holds	its	own	EC	Type	Examination	certificate	for	the	same	product.	In	case	the	manufacturer	uses	a	subcontractor	for	the	production	or	labelling	of	a	product,	which	places	the	same	product	on	the	market	under	its	own	name,	it	is	sufficient	for	the	manufacturer	to	apply
for	a	second	certificate	based	on	the	certificate	of	the	subcontractor.	The	manufacturer	will	be	expected	to	submit	-the	original	certificate,		a	declaration	by	the	original	manufacturer	that	the	equipment	to	be	produced	under	the	name	of	the	trade	agent	will	be	identical	with	the	originally	certified	equipment,		a	declaration	by	the	trade	agent	that	the
equipment	brought	to	the	market	will	be	identical	to	that	originally	certified,	and		a	copy	of	the	contractual	agreement	between	A	and	B.	See	also	the	Consideration	Paper	by	the	ATEX	Standing	Committee	"Certificates	and	CE	marking	without	the	name	of	the	original	manufacturer"	(	�committee/ce-marking).	Comments:	The	manufacturer	bears
responsibility	for:	-undertaking	an	analysis	to	conclude	if	his	product	is	subject	to	Directive	94/9/EC	and	which	requirements	apply	(as	further	explained	in	chapter	4);	-design	and	construction	of	the	product	in	accordance	with	the	Essential	Health	and	Safety	Requirements	laid	down	in	the	Directive;	-following	the	procedures	for	the	assessment	of	the
conformity	of	the	product	with	the	Essential	Health	and	Safety	Requirements	laid	down	in	the	Directive	(see	Article	8);	-signing	the	Declaration	or	Attestation	of	Conformity;	-providing	marking	and	instructions	for	safe	use,	maintenance	etc.	as	described	in	Annex	II	to	the	Directive.	The	manufacturer	has	sole	and	ultimate	responsibility	for	the
conformity	of	his	product	to	the	applicable	directives.	He	must	understand	both	the	design	and	construction	of	the	product	to	be	able	to	declare	such	conformity	in	respect	of	all	applicable	provisions	and	requirements	of	the	relevant	directives.	Articles	8	and	10	and	their	associated	annexes	of	the	Directive	94/9/EC	define	the	obligations	incumbent	on
the	manufacturer	with	regard	to	conformity	assessment,	CE	marking,	the	EC	declaration	of	conformity,	written	attestation	of	conformity	(if	relevant)	and	the	arrangements	for	holding	the	EC	declaration	of	conformity,	together	with	the	technical	documentation,	at	the	disposal	of	the	competent	authorities	for	a	period	of	ten	years	after	the	last	product
has	been	manufactured.	3.4	Manufacturing	of	ATEX	products	for	own	use	Whoever	puts	into	service	products	covered	by	the	Directive,	which	he	has	manufactured	for	his	own	use,	is	considered	to	be	a	manufacturer.	He	is	obliged	to	conform	to	the	Directive	in	relation	to	putting	into	service.	3.5	Authorised	representative	This	is	the	person	or	persons
expressly	appointed	by	the	manufacturer	by	a	written	mandate	to	act	on	his	behalf	in	respect	of	certain	manufacturer's	obligations	within	the	EU.	The	extent	to	which	the	authorised	representative	may	enter	into	commitments	binding	on	the	manufacturer	is	restricted	by	the	relevant	Articles	of	the	Directive	and	determined	by	the	mandate	conferred
on	him	by	the	latter.	As	an	example,	he	could	be	appointed	to	undertake	the	testing	in	the	EU	territory,	sign	the	EC	Declaration	of	Conformity,	affix	the	CE	marking	and	hold	the	EC	Declaration	of	Conformity	and	the	technical	documentation	within	the	EU	at	the	disposal	of	the	competent	authorities.	The	quality	assessment	system	of	the	authorised
representative/responsible	person	shall	not	be	subject	to	assessment	by	a	Notified	Body,	but	the	quality	assessment	system	of	the	actual	manufacturer.	It	would	not	be	reasonable	to	assess	a	quality	assessment	system	of	a	facility	that	is	not	producing	the	product.	However,	if	the	authorised	representative	is	carrying	out	tests	and/or	verifications
required	by	the	Directive	to	determine	conformity	with	the	Essential	Health	and	Safety	Requirements,	he	shall	be	subject	to	quality	assurance	assessment.	Comments:	Articles	8	and	10	together	with	Annexes	3	-	9	to	the	Directive	94/9/EC	define	the	obligations	incumbent	on	the	authorised	representative	established	within	the	EU	with	regard	to
conformity	assessment,	CE	markings,	EC	Declaration	of	Conformity	and	the	arrangements	for	holding	this	EC	Declaration	of	Conformity,	together	with	the	technical	documentation,	at	the	disposal	of	the	competent	authorities	for	a	period	of	ten	years	after	the	last	product	has	been	manufactured.	3.6	Other	persons	responsible	for	placing	on	the
market	Where	neither	the	manufacturer,	nor	the	authorised	representative	is	established	within	the	EU,	any	other	person	resident	in	the	EU	who	places	the	product	on	the	EU	market	has	obligations	under	the	scope	of	the	Directive.	The	only	obligation	is	to	keep	available	the	necessary	documentation	at	the	disposal	of	the	competent	authorities	for
ten	years	after	the	last	product	has	been	manufactured.	In	their	capacity	as	"person	responsible	for	placing	on	the	market"	they	are	not	entitled	to	assume	other	responsibilities	which	are	solely	reserved	to	the	manufacturer	or	his	authorized	representative	(e.g.	signing	the	EC	Declaration	of	Conformity).	3.7	Equipment14	Equipment15,	as	defined	in
Directive	94/9/EC,	means	machines,	apparatus,	fixed	or	mobile	devices,	control	components	and	instrumentation	thereof	and	detection	or	prevention	systems	which,	separately	or	jointly,	are	intended	for	the	generation,	transfer,	storage,	measurement,	control	and	conversion	of	energy	and/or	the	processing	of	material	and	which	are	capable	of
causing	an	explosion	through	their	own	potential	sources	of	ignition16.	3.7.1	Potentially	explosive	atmosphere	Equipment	is	only	considered	to	be	within	the	scope	of	the	Directive	if	it	is	intended	(either	in	whole	or	in	part)	to	be	used	in	a	potentially	explosive	atmosphere.	If	a	product	containing	an	intended	potentially	explosive	atmosphere,	for
example	a	vessel,	itself	contains	equipment	as	defined	in	the	Directive,	then	the	latter	equipment	is	in	effect	in	a	potentially	explosive	atmosphere,	albeit	one	which	is	contained	by	the	vessel,	and	is	therefore	subject	to	the	Directive.	If	equipment	containing	a	potentially	explosive	atmosphere	can,	due	to	its	construction,	operation	etc.	create	a
potentially	explosive	atmosphere	itself,	which	wholly	or	partially	surrounds	it,	then	such	equipment	is	in	effect	in	a	potentially	explosive	atmosphere,	and	is	therefore	subject	to	the	Directive.	A	third	scenario	is	that	there	may	not	only	be	a	surrounding	potentially	explosive	atmosphere	but	also	a	process	that	requires	such	a	mixture	to	enter	and/or	be
released	from	the	product.	The	interface	between	the	equipment	and	the	process	input/	output	will	also	require	consideration.	This	may,	in	some	cases,	lead	to	equipment	having	more	than	one	category,	one	(or	more)	for	the	external	atmosphere	and	another	for	the	process	atmosphere.	3.7.2	"Own"	ignition	source	Another	defining	element	of
equipment	in	the	sense	of	the	Directive	is	that	it	has	to	have	its	own	potential	source	of	ignition.	14	It	has	become	evident	that	a	number	of	language	versions	of	the	ATEX	Directives	interpret	some	definitions	in	different	ways.	The	information	provided	here	is	intended	to	inform	interested	parties	throughout	the	EEA	on	the	common	approach	agreed
by	the	Member	States.	It	does	not,	however,	impact	in	any	way	on	the	different	versions	as	implemented	in	relevant	national	legislation,	nor	the	right	of	the	manufacturer	to	choose	this	route	should	he/she	so	desire.	15	Article	1.3(a)	of	the	Directive.	16	Following	discussions	in	the	Standing	Committee	and	the	standardisation	bodies	it	should	be	noted
that	intrinsically	safe	electrical	equipment	is	included	in	the	scope	of	the	Directive.	Potential	sources	of	ignition	could	be:	electric	sparks,	arcs	and	flashes,	electrostatic	discharges,	electromagnetic	waves,	ionising	radiation,	hot	surfaces,	flames	and	hot	gases,	mechanically	generated	sparks,	optical	radiation,	chemical	flame	initiation17,	compression.
In	some	cases	a	product	may	only	contain	a	potentially	explosive	atmosphere	which	is	deliberately	ignited.	It	is	clearly	not	the	intention	that	these	fall	under	the	scope	of	Directive	94/9/EC	unless	other	relevant	hazards	exist.	Most	equipment	made	to	the	Gas	Appliances	Directive	90/396/EEC	will	fall	into	this	category.	Equipment	can	be	said	to	have	its
own	potential	source	of	ignition,	if,	when	operated	as	intended	(including	malfunctions,	etc.	to	an	extent	depending	on	its	category	–	see	Annex	I	to	the	Directive)	in	a	potentially	explosive	atmosphere,	it	is	capable	of	igniting	the	latter	unless	specific	safety	measures	are	taken.	Therefore,	equipment	must	ensure	the	required	level	of	protection.	To
ensure	this	required	level	of	protection	various	techniques	can	be	applied,	e.g.:	intrinsic	safety,	pressurisation,	increased	safety,	etc.	Many	common	items	are	made	from	plastics	(polymers)	with	very	low	electrical	conductivity.	These	can	become	charged,	e.g.	if	they	are	rubbed,	or	if	dust	or	a	liquid	flows	over	the	surface.	However,	in	most	cases	this
may	be	controlled	by	the	user,	and	if	they	are	used	in	hazardous	areas	it	shall	be	assessed	and	controlled	according	to	the	requirements	of	relevant	national	or	community	legislation	(e.g.	Directive	1999/92/EC18).	In	any	case	the	user	of	such	equipment	has	to	consider	these	ignition	sources	when	undertaking	a	risk	assessment	in	the	workplace.
Examples	are	plastic	containers	used	for	transporting	chemicals,	polyethylene	pipes,	buckets	and	chairs.	If	the	only	source	of	electrostatic	charging	comes	from	the	process,	such	items	are	not	considered	to	have	their	own	source	of	ignition,	and	they	are	not	in	scope	of	Directive	94/9/EC.	In	these	cases	they	should	not	be	Ex	or	CE	marked	according	to
Directive	94/9/EC.	If	the	polymeric	item	is	intended	to	be	incorporated	into	ATEX	equipment,	and	could	become	charged	by	the	movement	of	the	equipment	(for	example	a	fan	blade)	or	by	the	intended	use	of	the	equipment,	they	may	be	classed	as	ordinary	parts	of	the	equipment	with	specific	properties	(e.g.	to	be	electrostatically	dissipative)	or	as
ATEX	components	if	they	are	placed	on	the	market	specifically	for	this	intended	use.	3.7.3	Non-Electrical	Equipment	If	non-electrical	equipment	has	a	potential	ignition	source,	in	most	cases	this	is	due	to	moving	parts	able	to	create	a	potential	ignition	risk	either	from	hot	surfaces,	or	friction	sparks.	Examples	are:	gears,	fans,	pumps,	compressors,
mixers,	brakes.	Mechanical	equipment	of	this	type	usually	has	to	be	connected	to	a	power	source,	such	as	an	electric	motor.	Together	placed	on	the	market	in	this	form,	it	might	be	an	assembly,	see	section	3.7.5.	Mechanical	equipment	may	be	fitted	with	a	thermocouple	or	similar	measuring	device	that	generates	only	very	low	voltages	and	currents.	If
these	measuring	devices	can	be	considered	as	'simple	apparatus’	as	described	in	section	5.2.1	and	there	are	no	other	electrical	parts,	the	equipment	should	follow	the	conformity	assessment	procedures	for	non-electrical	equipment.	If	the	equipment	contains	electrical	apparatus	that	can	be	clearly	separated,	the	conformity	assessment	procedure	for
non-electrical	parts	can	be	made	separately	if	the	conditions	under	3.7.4	(e.g.	pump)	apply.	If	the	electrical	equipment	fitted	to	the	non-electrical	equipment	is	not	"simple	apparatus",	the	product	is	usually	considered	as	an	assembly	(see	assemblies	chapter).	17	Account	needs	to	be	taken	of	the	specific	exclusion	at	Article	1	(4)	of	the	Directive
94/9/EC	of	equipment	where	explosion	hazards	result	exclusively	from	the	presence	of	explosive	substances	or	unstable	chemical	substances.	18	See	footnote	7.	All	potential	ignition	sources	should	be	considered	for	equipment	that	is	within	the	scope.	For	a	list	of	potential	ignition	sources,	see	the	relevant	harmonised	standards	for	equipment.	In
many	cases	the	equipment	will	also	be	machinery	within	scope	of	Directive	2006/42/EC,	see	section	6.	Many	mechanical	items	move	very	slowly,	or	have	very	low	power	input.	Such	equipment	may	be	incapable	of	forming	hot	surfaces	or	other	ignition	sources,	even	in	cases	of	rare	malfunction.	The	manufacturer	should	assess	if	such	equipment	is
potentially	capable	of	igniting	an	explosive	atmosphere,	and	if	it	is	not,	it	shall	not	be	classed	as	ATEX	equipment	nor	be	marked	according	to	Directive	94/9/EC	(see	also	chapter	5.2.1).	3.7.4	Electrical	Equipment	Directive	94/9/EC	does	not	define	"Electrical	Equipment".	However,	because	such	equipment	is	subject	to	its	own	conformity	assessment
procedure	it	may	be	useful	to	provide	a	definition,	which	has	been	generally	accepted	by	the	majority	of	Member	States,	as	follows:	Electrical	Equipment:	equipment	containing	electrical	elements,	used	for	the	generation,	storage,	measurement,	distribution	and	conversion	of	electrical	energy,	for	controlling	the	function	of	other	equipment	by
electrical	means	or	for	processing	materials	by	the	direct	application	of	electrical	energy.	It	should	be	noted,	that	a	final	product	assembled	using	both	electrical	and	mechanical	elements	may	not	require	assessment	as	electrical	equipment	provided	the	combination	does	not	lead	to	additional	ignition	hazards	for	this	assembly	(for	further	details	see
section	3.7.5).	3.7.5	Assemblies	From	the	term	‘jointly’	in	the	definition	of	equipment	in	the	Directive	it	follows	that	an	assembly,	formed	by	combining	two	or	more	pieces	of	equipment,	together	with	components	if	necessary,	has	to	be	considered	as	a	product	falling	under	the	scope	of	Directive	94/9/EC	(see	footnote	1),	provided	that	this	assembly	is
placed	on	the	market	and/or	put	into	service	by	a	responsible	person	(who	will	then	be	the	manufacturer	of	that	assembly)	as	a	single	functional	unit.	Such	assemblies	may	not	be	ready	for	use	but	require	proper	installation.	The	instructions	(Annex	II,	1.0.6.)	shall	take	this	into	account	in	such	a	way	that	compliance	with	Directive	94/9/EC	is
ensured	without	any	further	conformity	assessment	provided	the	installer	has	correctly	followed	the	instructions.	In	the	case	of	an	assembly	consisting	of	different	compliant	pieces	of	equipment	as	defined	by	Directive	94/9/EC	which	were	previously	placed	on	the	market	by	different	manufacturers	these	items	of	equipment	have	to	conform	with	the
Directive,	including	being	subject	to	proper	conformity	assessment,	CE-marking,	etc.	The	manufacturer	of	the	assembly	may	presume	conformity	of	these	pieces	of	equipment	and	may	restrict	his	own	risk	assessment	of	the	assembly	to	those	additional	ignition	and	other	relevant	hazards	(as	defined	in	Annex	II),	which	become	relevant	because	of	the
final	combination.	If	there	are	additional	ignition	hazards,	a	further	conformity	assessment	of	the	assembly	regarding	these	additional	risks	is	necessary.	Likewise,	the	assembler	may	presume	the	conformity	of	components	which	are	accompanied	by	a	written	attestation	of	conformity	issued	by	their	manufacturer	(Article	8.3,	see	also	chapter	10).
However,	if	the	manufacturer	of	the	assembly	integrates	parts	without	CE-marking	into	the	assembly	(because	they	are	parts	manufactured	by	himself	or	parts	he	has	received	from	his	supplier	in	view	of	further	processing	by	himself)	or	components	not	accompanied	by	the	above	mentioned	certificate,	he	shall	not	presume	conformity	of	those	parts
and	his	conformity	assessment	of	the	assembly	shall	cover	those	parts	as	required.	Note	that	the	manufacturer's	own	risk	assessment	does	not	necessarily	preclude	the	use	of	Notified	Bodies	in	the	applicable	conformity	assessment	procedure(s).	In	order	to	clarify	the	concept	of	"assembly"	in	the	sense	of	Directive	94/9/EC,	a	pump/electric	motor
combination	intended	for	use	in	potentially	explosive	atmospheres	can	be	used.	1.	For	the	purposes	of	Directive	94/9/EC,	a	split	tube	motor	pump	constitutes	a	single	item	of	equipment	with	respect	to	the	ignition	hazard,	i.e.	the	pump	and	electric	motor	cannot	be	considered	separately	for	the	purposes	of	assessing	explosion	risk(s).	In	this	case,	the
unit	as	a	whole	has	to	undergo	the	conformity	assessment	procedure	of	electrical	equipment.	The	same	applies	e.g.	for	an	electrical	ventilating	fan	where	the	fan	is	an	integral	part	of	the	motor.	2.a)	In	some	cases	the	pump	and	electric	motor	can	be	considered	separately	although	they	form	a	functional	unit.	If	in	this	case	there	is	no	additional
ignition	hazard	as	a	result	of	assembling	the	pump	and	motor,	this	functional	unit	as	a	whole	does	not	constitute	a	single	item	of	equipment	which	falls	within	the	scope	of	Directive	94/9/EC.	It	is	then	to	be	considered	a	combination	of	"individual	items	of	equipment"	in	terms	of	explosion	protection.	In	this	case,	therefore,	the	manufacturer	of	pump
and	electrical	motor	must	supply	an	EC	declaration	of	conformity	for	each	of	both	items.	2.b)	A	manufacturer	may	nevertheless	choose	to	supply	pump	and	motor	as	described	in	2.a)	with	one	declaration	of	conformity	for	the	assembly	as	a	whole.	In	this	case	further	clarification	is	required	as	to	the	obligation	of	the	assembler	where	only	ATEX	CE
compliant	products	(such	as	equipment	and	autonomous	protective	systems)	are	used.	Here	it	is	clear	that	the	assembler	needs	to	undertake	an	ignition	risk	assessment	to	ensure	that	the	nature	of	the	incorporation	and	assembly	has	not	altered	the	explosion	characteristics	of	the	products	with	respect	to	the	Essential	Health	and	Safety
Requirements.	If	the	assembler	is	in	any	way	uncertain	as	to	how	to	undertake	such	an	assessment,	technical	advice	should	be	sought	and	taken	into	account!	This	might	be	the	case,	for	example,	if	a	manufacturer	of	mechanical	equipment	needs	to	connect	different	pieces	of	ATEX	electrical	equipment	together	as	part	of	the	assembly.	Once	the
assembler	has	successfully	undertaken	such	an	assessment	and	no	additional	ignition	risk	has	been	identified,	the	general	agreement	is	that	he	then	draws	up	a	technical	file,	affixes	the	CE	and	Ex	marking	according	to	Annex	II	1.0.5	of	the	Directive	to	the	assembly,	indicating	intended	use,	signs	the	EC	Declaration	of	Conformity	covering	the	whole
of	the	assembly	indicating	the	technical	specifications/	standards	applied	(for	example,	for	electrical	inter-connection)	and	provide	instructions	for	safe	use.	The	assembler	therefore	takes	complete	responsibility	for	the	assembly.	This	procedure	does	not	require	the	involvement	of	a	Notified	Body.	2.c)	If	there	is	an	additional	ignition	hazard	as	a	result
of	assembling	pump	and	motor,	or	if	one	item	is	not	already	in	full	conformity	with	the	Directive,	the	assembly	has	to	undergo	the	complete	conformity	assessment	procedure	appropriate	for	the	category.	Assemblies	may	be	placed	on	the	market	in	different	ways:	3.7.5.1	Assemblies,	which	are	fully	specified	configurations	of	parts	In	this	case	the
manufacturer	has	already	defined	one	or	more	invariable	combination(s)	of	parts	and	places	them	on	the	market	as	a	single	functional	unit	/	single	functional	units.	An	example	could	be	instrumentation	consisting	of	a	sensor,	a	transmitter,	a	Zener	barrier	and	a	power	supply	if	provided	by	one	manufacturer.	The	above	mentioned	parts	are	put
together	by	the	same	person	(the	manufacturer	of	the	assembly),	and	placed	on	the	market	as	a	single	functional	unit.	This	person	assumes	responsibility	for	the	compliance	of	the	integral	assembly	with	the	Directive.	The	EC	declaration	of	conformity,	as	well	as	the	instructions	for	use	must	refer	to	the	assembly	as	a	whole.	It	must	be	clear	(e.g.	by
enclosing	a	list	of	all	parts	and/or	a	list	of	the	safety	related	data)	which	is/are	the	combination(s)	that	form(s)	the	assemblies.	The	manufacturer	assumes	responsibility	for	compliance	with	the	Directive,	and	must	therefore,	in	accordance	with	Annex	II	1.0.6,	provide	clear	instructions	for	assembly/installation/operation/maintenance	etc.	in	the
instructions	for	use.	3.7.5.2	Assemblies	with	various	configurations	Here	the	manufacturer	has	defined	a	whole	range	of	different	parts,	forming	a	"modular	system".	Either	he	or	the	user/installer	selects	and	combines	parts	out	of	this	range	to	form	an	assembly,	which	serves	the	specific	task.	An	example	could	be	a	modular	system	for	flameproof
switch-	and	control	gear,	consisting	of	a	range	of	flameproof	enclosures	of	different	size,	a	range	of	switches,	terminals,	circuit	breakers	etc.	Although	in	this	case	the	parts	are	not	necessarily	put	together	by	the	manufacturer	of	the	assembly,	and	placed	on	the	market	as	a	single	functional	unit,	the	manufacturer	is	responsible	for	the	compliance	of
the	assembly	as	long	as	the	parts	are	chosen	from	the	defined	range	and	selected	and	combined	according	to	his	instructions.	The	EC	Declaration	of	Conformity,	as	well	as	the	instructions	for	use	must	refer	to	the	"modular	system"	as	a	whole.	It	must	be	clear	which	the	parts	that	form	the	modular	system	are,	and	how	they	are	to	be	selected	to	form	a
compliant	assembly.	Therefore	the	manufacturer	must,	in	accordance	with	Annex	II	1.0.6,	provide	clear	instructions	for	selection	of	parts	and	their	assembly	/installation	/operation	/maintenance	etc.	in	the	instructions	for	use.	The	conformity	assessment	of	such	modular	systems	may	be	done	(as	a	minimum)	by	means	of	the	assessment	of	those
intended	configurations	which	are	the	most	unfavourable	regarding	the	relevant	risks	(worst	cases).	If	those	configurations	are	considered	compliant	to	the	EHSRs	of	Directive	94/9/EC	the	manufacturer	may	conclude	conformity	of	all	other	intended	configurations	as	well.	If	later	on	other	parts	are	to	be	added	to	the	"modular	system"	it	may	of	course
become	necessary	to	identify	and	assess	the	worst	case	scenario	again.	The	table	on	the	following	page	gives	a	condensed	overview	of	the	various	situations	regarding	assemblies.	Table	1:	Summary	of	Requirements	for	Assemblies	(*)	Note:	A	written	attestation	of	conformity	for	a	component	can	not	guarantee,	in	general,	the	safety	of	the	equipment
into	which	the	component	is	to	be	incorporated,	as	for	a	component,	all	possible	use	can	not	be	foreseen.	In	this	case,	further	investigation	and	evaluation	by	a	Notified	Body	shall	be	carried	out	in	the	assembly,	when	required.	3.8	Protective	Systems	Protective	Systems19	means	devices	other	than	components	of	the	equipment	defined	above	which
are	intended	to	halt	incipient	explosions	immediately	and/or	to	limit	the	effective	range	of	an	explosion	and	which	are	separately	placed	on	the	market	for	use	as	autonomous	systems.	Examples	of	autonomous	protective	systems	are:	flame	arresters;	explosion	relief	systems	(using	e.g.	bursting	discs,	vent	panels,	explosion	doors,	etc.);	extinguishing
barriers;	explosion	suppression	systems.	It	is	clear	that	certain	simple	products	used	in	coal	mines	act	as	protective	systems	but	cannot	be	subject	to	the	provisions	of	the	Directive	(e.g.	chalk	dust	on	planks).	From	its	intended	function	it	is	obvious	that	a	protective	system	will,	at	least	partially,	be	installed	and	used	in	a	potentially	explosive
atmosphere.	Because	a	protective	system	has	the	function	to	eliminate	or	reduce	the	dangerous	effects	of	an	explosion	(a	safety	function)	it	is	subject	to	the	Directive	regardless	as	to	whether	it	has	its	own	potential	source	of	ignition	or	not.	In	this	first	case	it	would	have	to	comply	with	the	specific	EHSRs	for	equipment	as	well.	According	to	Article
1.3.(b)	protective	systems	are	placed	on	the	market	separately	for	use	as	autonomous	systems20.	Consequently	their	conformity	with	the	relevant	EHSRs	of	Annex	II	has	to	be	assessed	according	to	Article	8(2)	and	they	have	to	be	marked	according	to	Article	10(2).	Of	course	‘protective	systems’	may	also	be	placed	on	the	market	as	an	integral	part	of
equipment.	Technically	speaking	these	remain	‘protective	systems’	because	of	their	function,	but	are	not	considered	as	autonomous	protective	systems	in	the	sense	of	the	Directive	regarding	conformity	assessment	and	marking.	In	such	cases	their	conformity	is	assessed	in	the	course	of	the	conformity	assessment	of	the	equipment	they	are	integrated
into,	using	the	procedures	foreseen	in	Article	8	according	to	the	group	and	category	of	that	equipment.	They	are	not	separately	marked.	It	is,	however,	important	to	note	that	the	specific	EHSRs	of	Annex	II.3	also	apply	for	integrated	"protective	systems".	3.9	Components	The	two	defining	elements	for	components21are	that	they,	are	essential	to	the
safe	functioning	of	equipment	and	protective	systems	with	respect	to	explosion	protection	(otherwise	they	would	not	need	to	be	subject	to	the	Directive);	with	no	autonomous	function	(see	3.8)	(otherwise	they	would	have	to	be	regarded	either	as	equipment,	protective	system	or	as	device	according	to	Article	1(2)).	A	product	is	considered	to	have	an
autonomous	function	if	it	can	be	safely	used	to	deliver,	or	contribute	towards	the	delivery	of,	one	or	more	of	the	intended	functions	of	Article	1.2	or	Article	1.3.a)	or	b),	without	the	need	to	add	any	further	parts.	This	does	not	preclude	that	specific	instructions	for	installation	and	use	are	to	be	followed.	19	Article	1.3(b)	of	the	Directive.	20	See
Corrigendum	to	the	English	language	version	of	Directive	94/9/EC	(OJ	L	21,	26.1.2000).	21	Article	1.3(c)	of	the	Directive.	Some	kind	of	products	may,	depending	on	the	extent	of	the	conformity	assessment	already	undertaken	before	being	placed	on	the	market	and/or	put	into	service,	be	considered	either	as	with	or	without	autonomous	function.	If	the
function	of	the	product	can	be	delivered	without	further	parts	then,	where	relevant,	it	cannot	be	considered	a	component.	Components	intended	for	incorporation	into	equipment	or	protective	systems	which	are	accompanied	by	an	attestation	of	conformity	including	a	statement	of	their	characteristics	and	how	they	must	be	incorporated	into	products
(see	Article	8(3)),	are	considered	to	conform	to	the	applicable	provisions	of	Directive	94/9/EC.	Ex-components	as	defined	in	the	European	standards	harmonised	under	Directive	94/9/EC	are	components	in	the	sense	of	the	ATEX	as	well.	Components	must	not	have	the	CE	marking	affixed	unless	otherwise	required	by	other	directives	(e.g.	the	EMC
Directive	2004/108/EC).	Examples	for	items	which	could	be	placed	on	the	market	as	components,	if	they	are	explicitly	intended	to	be	incorporated	into	ATEX	products:	terminals;	push	button	assemblies;	relays;	empty	flameproof	enclosures;	ballasts	for	fluorescent	lamps;	encapsulated	relays	and	contactors,	with	terminals	and/or	flying	leads;
machinery	brakes	designed	to	be	part	of	ATEX	equipment;	a	pressurised	container	including	suppressant	powder	forming	part	of	an	explosion	suppression	system;	conveyor	belting	for	a	conveyor	transporting	combustible	dusts;	non-autonomous	protective	systems;	suction	hoses	used	on	vacuum	cleaners;	forks	for	forklift	trucks.	According	to	Article
8.3	the	conformity	of	components	has	to	be	assessed	by	means	of	the	same	procedures	as	the	equipment,	protective	systems	or	devices	according	to	Article	1(2)	into	which	they	are	to	be	integrated.	Some	components	may	be	assigned	a	category,	in	which	case	they	will	always	be	used	in	equipment	of	that	category.	Other	components	may	be	more
widely	used,	and	no	category	can	be	defined.	In	addition,	components	for	e.g.	autonomous	protective	systems	do	not	need	to	bear	a	category	as	the	protective	systems	themselves	are	not	categorised.	It	depends	on	the	detail	that	is	given	in	any	documentation	provided	(e.g.	where	relevant	by	means	of	a	written	attestation	of	conformity).	For	example,
drive-belts,	bearings,	mechanical	seals,	Zener	diodes,	etc.	are	not	usually	placed	on	the	market	with	the	explicit	intention	to	be	incorporated	into	equipment,	protective	systems	or	devices	according	to	Article	1.2	but	for	general	engineering	purposes.	Their	conformity	(i.e.	their	suitability	for	the	intended	purpose	as	regards	safety	of	the	product	they
are	integrated	into)	has	to	be	assessed	in	the	course	of	the	conformity	assessment	of	the	integral	product.	If	components	are	to	be	placed	on	the	market	with	the	explicit	intention	of	incorporation	into	equipment,	protective	systems	or	devices	according	to	Article	1.2	(as	e.g.	increased	safety	terminal	blocks,	flameproof	enclosures,	etc.),	they	shall	be
assessed	separately	according	to	Article	8.3	and	accompanied	by	a	written	attestation	of	conformity	as	referred	to	in	Article	8.3.	Otherwise,	Member	States	can	prohibit,	restrict	or	impede	their	placing	on	the	market	(Article	4.2)	and	cannot	presume	their	conformity	(Article	5.1).	If	a	component	is	subject	to	a	conformity	assessment	procedure	under
which	a	Notified	Body	issues	a	Type	Examination	Certificate,	the	Certificate	must	detail	those	requirements	of	Annex	II	that	have	been	assessed.	3.10	Safety,	controlling	or	regulating	devices	as	defined	in	Article	1.2	Devices	in	the	scope	of	Article	1.2	Safety	devices,	controlling	devices	and	regulating	devices,	if	they	contribute	to	or	are	required	for	the
safe	functioning	of	equipment	or	protective	systems	with	respect	to	the	hazards	of	ignition	or	-	respectively	-	with	respect	to	the	hazard	of	uncontrolled	explosion	are	subject	to	the	Directive;	These	devices	are	covered	even	if	they	are	intended	for	use	outside	the	potentially	explosive	atmosphere.	Those	devices	are	not	classified	into	categories
according	to	Article	1.	Safety	instrumented	systems	(e.g.	a	sensor,	PLC	and	an	actor)	in	the	sense	of	items	1.	and	2..	The	whole	system	must	be	considered	as	a	safety	device	in	the	sense	of	Article	1.2.	Parts	of	this	safety	device	may	be	located	inside	(e.g.	a	sensor)	or	outside	(e.g.	PLC)	potentially	explosive	atmospheres.	For	such	devices,	the	essential
requirements	shall	only	apply	so	far	as	they	are	necessary	for	the	safe	and	reliable	function	and	operation	of	those	devices	with	respect	to	the	hazards	of	ignition	or	-	respectively	-	with	respect	to	the	hazard	of	uncontrolled	explosion	(Annex	II,	Preliminary	observation	B).	Examples:	•	a	pump,	pressure	regulating	device,	backup	storage	device,	etc.
ensuring	sufficient	pressure	and	flow	for	feeding	a	hydraulically	actuated	safety	system	(with	respect	to	the	ignition	hazard);	•	overload	protective	devices	for	electric	motors	of	type	of	protection	Ex	e	‘Increased	Safety’;	controller	units	in	a	safe	area,	for	an	environmental	monitoring	system	consisting	of	gas	detectors	distributed	in	a	potentially
explosive	area,	to	provide	executive	actions	on	one	or	a	small	number	of	equipment	or	protective	systems	in	terms	of	further	avoiding	an	ignition	hazard	if	dangerous	levels	of	gas	are	detected;	controller	units	connected	to	sensors	measuring	temperature,	pressure,	flow,	etc,	located	in	a	safe	area,	used	to	control	(in	terms	of	further	avoiding	an
ignition	hazard)	electrical	apparatus,	used	in	production	or	servicing	operations	in	a	potentially	explosive	area.	For	safety	and	economic	reasons	it	will	be	preferable	in	most	cases	to	install	such	devices	in	a	nonhazardous	area.	However,	sometimes	this	might	not	be	possible.	In	such	cases,	although	the	Directive	does	not	explicitly	say	so,	these	devices
can	also	be	designated	as	equipment.	Two	situations	can	be	identified:	If	the	device	has	its	own	potential	source	of	ignition	then,	in	addition	to	the	requirements	resulting	from	Article	1.2,	the	requirements	for	equipment	will	apply;	If	the	device	does	not	have	its	own	potential	source	of	ignition	then	the	device	shall	not	be	regarded	as	equipment	but,
evidently,	the	requirements	resulting	from	Article	1.2	will	still	apply.	Devices	outside	the	scope	of	Article	1.2	Devices	other	than	safety,	controlling	and	regulating	devices.	All	devices,	including	safety,	controlling	and	regulating	devices,	neither	contributing	to	nor	required	for	the	safe	functioning	with	respect	to	the	hazards	of	ignition	or	with	respect
to	the	hazard	of	uncontrolled	explosion;	Even	safety,	controlling	and	regulating	devices	contributing	to	or	required	for	the	safe	functioning	but	with	respect	to	hazards	other	than	the	hazards	of	ignition	or	-respectively	-	with	respect	to	the	hazard	of	uncontrolled	explosion;	Monitoring	devices	providing	only	an	alarm	signal	to	protect	persons	but
without	control	of	the	equipment	inside	the	hazardous	area.	Examples:	Switchgear,	numeric	controllers,	etc.	not	related	to	any	safety	functions	(with	respect	to	the	ignition	hazard);	see	2.	above;	Water	spray	systems	designed	to	protect	plant	from	fire;	Blast	doors	designed	to	withstand	a	stated	overpressure	(these	are	designed	primarily	as	doors,	and
they	do	no	more	than	the	walls	they	are	placed	in	to	protect	against	an	explosion;	Gas	detector	systems	that	raise	an	alarm	but	have	no	controlling	function	on	the	equipment;	Emergency	ventilation	systems	which	act	when	gas	is	detected.	Page	26	APPLICATION	OF	DIRECTIVE	94/9/EC	ALONGSIDE	OTHERS	THAT	MAY	APPLY	In	principle	if	a
product	is	within	the	scope	of	other	directives	at	the	same	time,	all	directives	have	to	be	applied	in	parallel	to	fulfil	the	provisions	of	each	directive.	6.1	Electromagnetic	Compatibility	2004/108/EC	(EMC)	In	the	case	of	Directive	94/9/EC	and	the	Directive	relating	to	Electromagnetic	Compatibility	2004/108/EC	(EMC),	the	Directive	94/9/EC	has	to	be
applied	to	fulfil	the	requirements	concerning	"explosive	atmospheres"	safety	requirements.	The	EMC	Directive	must	also	be	applied	so	as	to	ensure	that	the	product	does	not	cause	electromagnetic	disturbance	and	that	its	normal	operation	is	not	affected	by	such	disturbances.	There	will	be	some	applications,	where	the	"normal"	level	for
electromagnetic	immunity	provided	by	Directive	2004/108/EC	might	not	be	sufficient	for	granting	the	necessary	immunity	level	for	safe	performance	under	the	scope	of	Directive	94/9/EC.	In	this	case	the	manufacturer	is	required	to	specify	the	electromagnetic	immunity	achieved	by	his	products	according	to	Annex	II	1.2.7	to	Directive	94/9/EC.	For
example,	protective	systems	where	the	performance	of	data	acquisition	and	data	transmission	may	have	direct	influence	on	explosion	safety.	6.2	Low	Voltage	2006/95/EC	(LVD)	Products	for	use	in	potentially	explosive	atmospheres	are	explicitly	excluded	from	the	scope	of	the	Low	Voltage	Directive	2006/95/EC	(LVD).	All	"Low	Voltage	essential
objectives"	have	to	be	covered	by	the	Directive	94/9/EC	(see	Annex	II	1.2.7).	The	standards	published	in	the	Official	Journal	of	the	European	Union	with	reference	to	Directive	2006/95/EC	may	be	listed	in	the	EC	declaration	of	conformity	to	fulfil	the	requirements	1.2.7	of	Annex	II	to	Directive	94/9/EC.	Not	excluded	from	the	scope	of	the	LVD	are	the
safety,	controlling	and	regulating	devices	mentioned	in	Article	1(2)	of	the	Directive	94/9/EC	which	are	intended	for	use	outside	potentially	explosive	atmospheres	but	required	for	or	contributing	to	the	safe	functioning	of	equipment	and	protective	systems.	In	such	cases	both	Directives	shall	be	applied.	6.3	Machinery	2006/42/EC	(MD)	The	relation
between	Directive	94/9/EC	and	the	Machinery	Directive	2006/42/EC	is	different.	The	Directive	94/9/EC,	which	is	a	"specific	Directive"	within	the	meaning	of	Article	3	of	the	Machinery	Directive,	contains	very	specific	and	detailed	requirements	to	avoid	hazards	due	to	potentially	explosive	atmospheres,	while	the	Machinery	Directive	itself	contains	only
very	general	requirements	against	explosion	hazards	(Annex	I,	1.5.7	MD).	With	regard	to	explosion	protection	in	a	potentially	explosive	atmosphere	Directive	94/9/EC	takes	precedence	and	has	to	be	applied.	So	equipment	that	complies	with	ATEX,	and	which	is	also	a	machine	can	be	assumed	to	comply	with	the	specific	essential	safety	requirements
concerning	ignition	risk	with	respect	to	explosive	atmospheres	in	the	Machinery	Directive.	For	other	relevant	risks	concerning	machines,	the	requirements	of	the	Machinery	Directive	also	have	to	be	applied.	See	also	§	4.1.2.3.	6.4	Transport	of	dangerous	goods	by	road	94/55/EC	and	98/91/EC	(ADR)	In	order	to	avoid	possible	overlapping
with	Directives	94/55/EC	and	98/91/EC	on	transport	of	dangerous	goods	by	road	most	means	of	transport	have	been	excluded	from	the	scope	of	Directive	94/9/EC	(Art.	1	(4)).	Generally,	those	vehicles	still	included	in	94/9/EC	do	not	leave	the	user's	premises.	Typical	examples	are	means	of	transport	on	rails	used	in	"gassy"	mines,	forklift	trucks	and
other	mobile	machinery	where	the	internal	combustion	engine,	braking	systems	and	electrical	circuits	may	be	potential	sources	of	ignition.	It	is	possible	for	both	Directives	to	be	applied	in	parallel.	For	example,	where	the	manufacturer	designs	and	constructs	a	means	of	transportation	intended	for	transporting	dangerous	(in	this	case	flammable)
goods	on	public	roads	as	well	as	for	use	in	areas	where	explosive	atmospheres	may	exist.	The	criteria	for	application	of	Directive	94/9/EC	are	that	the	vehicle	would	need	to:	be	defined	as	an	equipment,	a	protective	system	or	safety	device	according	to	Article	1(2)	of	the	Directive;	have	its	own	potential	source	of	ignition;	be	intended	for	use	in	a
potentially	explosive	atmosphere36.	In	order	to	determine	under	which	intended	conditions	both	Directives	will	apply	the	exclusion	at	Article	1(4)	of	Directive	94/9/EC	needs	to	be	considered.	This	exclusion	explicitly	determines	that	"means	of	transport"	except	those	"intended	for	use	in	a	potentially	explosive	atmosphere	shall	not	be	excluded".	The
definition	of	"means	of	transport"	is	given	further	detail	at	Article	2	of	Directive	98/91/EC	and,	in	broad	terms,	is	interpreted	to	be	an	activity	on	a	public	highway	or	space	including	unloading	and	loading	operations.	The	ATEX	Standing	Committee	therefore	considered	that,	as	described	in	the	Commission	guidance,	a	vehicle	under	the	scope	of
Directive	98/91/EC	might	also	be	covered	by	the	ATEX	Directive	94/9/EC.	Where	such	a	vehicle	is	intended	for	use	in	a	potentially	explosive	atmosphere	both	Directives	will	apply.	However,	this	does	not	include	where	such	environments	are	likely	to	occur	solely	as	a	result	of	loading	and	unloading	operations	as	described	in	98/91/EC.	An	example	of
this	is	a	road	tanker	transporting	petrol	when	the	loading/unloading	site	is	such	that	it	is	not	initially	considered	to	have	a	potentially	explosive	atmosphere	because	of	its	location	with	respect	to	the	storage	facility.	As	noted	above,	if	this	environment	becomes	potentially	explosive	because	of	the	loading/unloading	operation,	only	the	requirements	of
Directive	98/91/EC	need	be	applied.	In	addition,	it	was	agreed	that	the	conformity	assessment	and	technical	requirements	of	94/55/EC	as	further	defined	by	98/91/EC	may	not	fully	align	with	those	required	for	compliance	to	Directive	94/9/EC.	In	this	context	the	question	arose	whether	manufacturers	of	internal	monitoring	or	other	devices	attached	to
or	inside	a	vehicle	such	as	a	petrol	tanker	have	to	apply	the	ATEX	Directive	94/9/EC	and	to	affix	CE	marking?	The	following	has	been	concluded:		Based	on	Article	75	of	the	EC	Treaty	and	transposing	the	ADR,	Directive	94/55/EC	fully	harmonises	rules	for	the	safe	transport	of	dangerous	goods	by	road.	Additionally,	based	on	Article	95	of	the	EC
Treaty,	Directive	98/91/EC	provides	for	full	harmonisation	regarding	technical	requirements	for	the	following	categories	of	vehicles	intended	for	the	transport	of	dangerous	goods	by	road	as	follows:	Category	N:	Motor	vehicles	having	at	least	four	wheels	when	the	maximum	weight	exceeds	3.75	metric	tons,	or	having	three	wheels	when	the	maximum
weight	exceeds	1	metric	ton,	and	used	for	the	carriage	of	goods.	Category	O:	Trailers	(including	semi-trailers).	According	to	Article	4,	if	the	requirements	of	the	Annexes	of	this	Directive	are	fulfilled	for	the	completed	vehicle,	Member	States	may	not	refuse	to	grant	EC	type	approval	or	to	grant	national	type	approval,	or	prohibit	the	registration,	sale
or	entry	into	service	of	those	vehicles	on	grounds	relating	to	the	transport	of	dangerous	goods.	3.	Directive	98/91/EC	contains,	by	reference	to	Directive	94/55/EC,	requirements	covering	both	electrical	(e.g.	wiring,	batteries)	and	non	electrical	equipment	(e.g.	heat	protection	of	engine,	Unless	it	is	a	safety	device	as	defined	under	Article	1(2)	of
Directive	94/9/EC.	combustion	heaters)	of	vehicles	designed	for	the	carriage	of	dangerous	goods,	which	may	contribute	towards	the	formation	of	explosive	atmospheres.	4.	Provided	that:	-Such	vehicles	are	not	intended	for	use	in	a	potentially	explosive	atmosphere	other	than	that	caused	temporarily	by	loading	or	unloading.	The	goods,	which	shall	be
transported,	are	substances	and	articles	as	defined	in	Article	2	of	Directive	94/55/EC.	The	exemptions	of	Annex	A,	paragraph	1.1.3,	of	Directive	94/55/EC	and	the	ADR	agreement	are	not	pertinent.	Under	these	circumstances	the	exclusion	at	Article	1(4)	of	Directive	94/9/EC	applies	to	the	WHOLE	of	the	vehicle	including	ALL	associated	equipment
necessary	for	the	carriage	of	dangerous	goods	(e.g.	"breather	valves"	of	manhole	covers,	vehicle	tracking	systems).	In	all	other	cases	Directive	94/9/EC	may	apply.	Note	1:	At	some	sites	tankers	may	have	to	access	a	zone	(e.g.	Zone	1).	In	this	case	users	responsible	for	that	site	may	demand	the	supplier	to	use	tankers	with	ATEX	compliant	products.
Note	2:	Even	if	the	vehicle	or	parts	of	it	are	intended	to	be	permanently	used	in	a	potentially	explosive	atmosphere,	devices	like	"breather	valves"	of	manhole	covers	normally	would	not	fall	within	the	scope	of	Directive	94/9/EC.	Normally	these	devices	have	no	own	ignition	source,	are	no	safety	devices	in	the	sense	of	ATEX	and	are	normally	not
provided	with	a	protective	system,	such	as	a	flame	arrester.	6.5	Personal	Protective	Equipment	89/686/EEC	(PPE)	The	equipment	covered	by	the	Personal	Protective	Equipment	(PPE)	Directive	89/686/EEC	is	specifically	excluded	from	Directive	94/9/EC.	However,	the	manufacture	of	PPE	for	use	in	explosive	atmospheres	is	covered	by	Basic	Health	and
Safety	Requirement	2.6	in	Annex	II	to	the	PPE	Directive.	PPE	intended	for	use	in	explosive	atmospheres	must	be	so	designed	and	manufactured	that	it	cannot	be	the	source	of	an	electric,	electrostatic	or	impact-induced	arc	or	spark	likely	to	cause	an	explosive	mixture	to	ignite.	Following	the	EHSRs	in	Directive	94/9/EC	is	one	way	to	demonstrate
compliance.	6.6	Pressure	Equipment	97/23/EC	(PED)	Pressure	Equipment	Directive	(PED)	97/23/EC	is	a	single	market	directive	similar	to	Directive	94/9/EC.	Relatively	few	items	of	pressure	equipment	have	their	own	source	of	ignition.	There	are	a	small	number	of	examples	of	safety	accessories	which	may	be	autonomous	protective	systems	or,
possibly,	equipment.	Flame	arrestors	have	been	judged	to	be	pressure	accessories	in	the	sense	of	the	PED.	There	are	no	additional	requirements	for	the	flame	arrester	element	under	the	PED.	PED	specifically	excludes	from	its	own	scope	equipment	classified	no	higher	than	Category	I	under	Article	9	of	PED	but	inside	the	scope	of	ATEX.	The	Pressure
Equipment	Directive	deals	only	with	the	pressure	hazard	and	does	not	consider	the	prevention	of	and	protection	against	explosions/inflammations,	which	are	not	triggered	by	pressure.	In	most	cases	it	is	presumed	that	PED	equipment	does	not	have	an	own	ignition	source	when	it	is	properly	installed	according	to	the	instructions	of	the	manufacturer
(including	information	about	maintenance	and	repair	of	the	connecting	devices,	e.g.	valves,	flanges).	If	such	PED	equipment	shows	hot	surfaces	occurring	during	operation	caused	by	the	temperature	of	its	content	solely,	it	is	not	applicable	to	consider	this	equipment	under	the	ATEX	Directive	94/9/EC.	6.7	Simple	Pressure	Vessels	87/404/EEC	Simple
Pressure	Vessel	Directive	87/404/EEC	applies	to	a	limited	range	of	equipment	for	holding	air	or	nitrogen	under	pressure.	ATEX	equipment	may	incorporate	a	simple	pressure	vessel	in	an	assembly,	but	it	is	considered	that	there	are	relatively	few	occasions	when	both	Directives	will	apply	to	the	same	product.	6.8	Gas	Appliances	90/396/EEC	(GAD)	Gas
Appliances	Directive	(GAD)	90/396/EEC	applies	to	equipment	for	domestic	and	non	commercial	use	but	does	not	apply	to	equipment	designed	for	industrial	processes.	Most	equipment	within	scope	of	GAD	is	capable	of	igniting	a	surrounding	explosive	atmosphere	and	cannot	comply	with	ATEX.	It	should	also	be	noted	that	the	Directive	94/9/EC
contains	the	following	exclusion:	"-	equipment	intended	for	use	in	domestic	and	non-commercial	environments	where	potentially	explosive	atmospheres	may	only	rarely	be	created,	solely	as	a	result	of	the	accidental	leakage	of	fuel	gas;"	The	question	has	been	raised	as	to	whether	this	implicitly	conveys	the	meaning	that	such	equipment,	where	the
leakage	is	not	fuel	gas,	are	included	in	the	scope	of	ATEX	Directive	94/9/EC.	It	was	agreed	that,	as	a	general	rule,	such	types	of	equipment	are	excluded	from	the	Directive	as	they	are	not	intended	for	use	in	a	potentially	explosive	atmosphere.	6.9	Construction	Products	89/106/EEC	(CPD)	Besides	the	above	Directives	it	is	necessary	to	mention	the
relationship	between	Directive	94/9/EC	and	the	Construction	Products	Directive	(CPD)	89/106/EEC.	During	the	standardisation	work	for	both	Directives	it	was	identified	that	(in	a	few	areas)	the	scopes	of	both	Directives	could	overlap.	The	areas	already	identified	where:	explosion	protection	systems	and	fire	suppression	systems	using	the	same	media;
both	areas	are	using	common	hardware	for	distribution	systems	such	as	pipes,	pipe	hangers,	nozzles,	etc.	In	general,	it	can	be	stated	that	in	cases	of	doubt	the	Construction	Products	Directive	is	applicable	if	the	subject	under	discussion	is	fixed	to	a	building	and	becomes	then	a	part	of	the	building	or	if	it	can	be	seen	as	a	building	itself	(e.g.	a	silo).	In
such	instances	the	CPD	and	the	ATEX	Directive	94/9/EC	apply	in	parallel.	Compliance	with	the	EHSRs	of	Directive	94/9/EC	will	in	general	show	compliance	with	the	EHSRs	of	the	CPD	regarding	ignition	hazards.	In	this	context	it	is	important	to	note,	that	a	Notified	Body	is	only	allowed	to	cover	aspects	related	to	two	or	more	directives	if	the	Body	is
notified	under	all	directives	with	an	appropriate	scope.	6.10	Marine	Equipment	Directive	96/98/EC	(MED)	The	Marine	Equipment	Directive	(MED)	96/98/EC	is	not	a	"New	Approach"	Directive,	as	it	is	based	on	the	principles	of	the	"Global	Approach"	and	does	not	provide	for	CE	marking.	Directive	94/9/EC	specifically	excludes	from	its	scope	"seagoing
vessels	and	mobile	offshore	units	together	with	equipment	on	board	such	vessels	or	units",	and	equipment	for	use	on	board	a	ship	is	subject	only	to	the	MED	directive,	excluding	all	others.	Nevertheless,	the	constructional	requirements	for	explosion-protected	equipment	at	sea	are	generally	the	same	as	onshore:	this	is	illustrated	by	the	reference	of
the	MED	to	the	same	or	very	similar	standards,	as	harmonised	under	the	ATEX	Directive.	In	fact,	certain	products	(as	gas	detection	equipment)	are	used	offshore	and	onshore,	thus	requiring	certification	per	the	ATEX	Directive	and/or	by	the	MED,	according	to	their	intended	use.	Page	3	ATEX	GUIDELINES	GUIDELINES	ON	THE	APPLICATION	OF
DIRECTIVE	94/9/EC	OF	THE	EUROPEAN	PARLIAMENT	AND	THE	COUNCIL	OF	23	MARCH	1994	ON	THE	APPROXIMATION	OF	THE	LAWS	OF	THE	MEMBER	STATES	CONCERNING	EQUIPMENT	AND	PROTECTIVE	SYSTEMS	INTENDED	FOR	USE	IN	POTENTIALLY	EXPLOSIVE	ATMOSPHERES	4TH	EDITION	–	September	2012	These	Guidelines
are	intended	to	be	a	manual	for	all	parties	directly	or	indirectly	affected	by	Directive	94/9/EC,	commonly	referred	to	as	ATEX	("Atmosphères	Explosibles")	Products	Directive.	Readers'	attention	is	drawn	to	the	fact	that	this	guide	is	intended	only	to	facilitate	the	application	of	Directive	94/9/EC	and	it	is	the	relevant	national	transposition	of	the	text	of
the	Directive	which	is	legally	binding.	However,	this	document	does	represent	a	reference	for	ensuring	consistent	application	of	the	Directive	by	all	stakeholders.	The	Guidelines	are	intended	to	help	ensure	the	free	movement	of	products1	in	the	European	Union2	by	consensus	amongst	Member	States'	government	experts	and	other	parties	concerned.
NOTES	These	Guidelines	have	been	prepared	by	the	competent	services	of	the	Directorate	General	Enterprise	and	Industry	of	the	European	Commission	in	collaboration	with	Member	States,	European	industry,	European	standardisation	and	Notified	Bodies.	The	European	Commission	services	will	undertake	to	maintain	this	Guide.	It	is	our	goal	to
ensure	that	the	information	provided	is	both	timely	and	accurate.	If	errors	are	brought	to	our	attention,	we	will	try	to	correct	them.	However	the	Commission	accepts	no	responsibility	or	liability	whatsoever	with	regard	to	the	information	in	this	Guide.	This	information	is:	of	a	general	nature	only	and	is	not	intended	to	address	the	specific
circumstances	of	any	particular	individual	or	entity;	not	necessarily	comprehensive,	complete,	accurate	or	up	to	date;	sometimes	refers	to	external	information	over	which	the	Commission	services	have	no	control	and	for	which	the	Commission	assumes	no	responsibility;	not	professional	or	legal	advice.	All	references	to	the	CE	marking	and	EC
Declaration	of	Conformity	in	this	Guide	relate	only	to	the	Directive	94/9/EC.	To	place	products	falling	under	Directive	94/9/EC	on	the	market	in	the	EU	territory	all	other	relevant	legislation	must	be	applied.	Further	guidance,	especially	concerning	specific	type	of	products,	can	be	found	on	the	Commission's	website	on	EUROPA:	.	Note	to	the
4th	Edition	–	September	2012	This	4th	Edition	–	September	2012	is	the	last	edition	of	the	ATEX	Guidelines	on	the	application	of	Directive	94/9/EC.	On	21	November	2011	the	Commission	issued	a	Proposal	for	a	Directive	of	the	European	Parliament	and	of	the	Council	on	the	harmonisation	of	the	laws	of	the	Member	States	relating	to	equipment	and
protective	systems	intended	for	use	in	potentially	explosive	atmospheres3,	within	the	New	Legislative	Framework	(NLF)	alignment	package,	in	order	to	align	the	European	legislation	on	ATEX	to	Decision	No	768/2008/EC	establishing	a	common	framework	for	the	marketing	of	products4	.	The	Proposal	is	currently	under	discussion	at	the	European
Parliament	and	the	Council	and	its	final	approbation	is	expected	by	the	end	of	2012	or	beginning	of	2013.	When	the	text	of	the	new	aligned	ATEX	Directive	is	available,	new	adapted	and	restructured	ATEX	Guidelines	will	be	drafted,	in	view	of	entry	into	force	of	the	new	legislation.	1	For	the	purpose	of	this	guide	the	term	"product"	covers	equipment,
protective	systems,	safety,	controlling	and	regulating	devices,	components	and	their	combinations	as	they	are	defined	in	Directive	94/9/EC.	2	According	to	the	agreement	related	to	the	European	Economic	Area	(EEA)	(Council	and	Commission	Decision	94/1/EC	of	13	December	1993	(OJ	L	1,	3.1.1994,	p.	1)	the	territories	of	Liechtenstein,	Iceland	and
Norway	have	to	be	considered,	for	the	implementation	of	Directive	94/9/EC,	in	the	same	right	as	of	the	EU	territory.	When	this	term,	EU	territory,	is	used	in	this	guide,	the	same	applies	to	the	EEA	territory.	3	http://e	ur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0772:FIN:en:PDF.	4	Decision	No	768/2008/EC	of	the	European	Parliament
and	of	the	Council	of	9	July	2008	on	a	common	framework	for	the	marketing	of	products,	and	repealing	Council	Decision	93/465/EEC	(OJ	L	218,	13.8.2008,	p.	82).	TABLE	OF	CONTENTS	1	INTRODUCTION	2	OBJECTIVE	OF	THE	ATEX	DIRECTIVE	94/9/EC.	3	GENERAL	CONCEPTS	3.1	Placing	ATEX	products	on	the	market		3.2	Putting	ATEX	products
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Page	4Annex	8	-	Safety	Validation	of	Complex	Components	-	Validation	by	Analysis	Final	Report	of	WP3.1	European	Project	STSARCES	Contract	SMT	4CT97-2191	Abstract	The	aim	of	the	safety	validation	process	is	to	prove	that	the	product	meets	the	safety	requirements.	Safety	validation	of	complex	programmable	systems	has	become	an
increasingly	common	procedure	since	programmable	systems	have	turned	out	to	be	useful	also	in	safety	related	systems.	However,	a	new	kind	of	thinking	related	to	the	whole	life	cycle	of	the	programmable	product	is	needed	and	new	validation	methods	(analysis	and	testing)	to	support	the	old	methods	are	inevitable.	This	means	that	methods	such	as
failure	mode	and	effect	analysis	(FMEA)	are	still	applicable,	but	they	are	not	sufficient.	Methods	are	needed	also	to	guarantee	the	quality	of	the	hardware	and	software.	The	main	validation	methods	are	analysis	and	tests,	and	usually	both	are	needed	to	complete	the	validation	process.	Analysis	is	very	effective	tool	to	validate	simple	systems
thoroughly,	but	a	complete	analysis	can	be	ineffective	against	failures	of	modern	programmable	electronics.	Large	programmable	systems	can	be	so	complicated	that	a	certain	strategy	in	the	validation	process	is	necessary	to	keep	the	resources	required	reasonable.	A	good	strategy	is	to	start	as	early	as	possible	and	at	the	top	level	(system	level).	It	is
then	possible	to	determine	the	safety	critical	parts	by	considering	the	safety	requirements,	categories	(according	to	EN	954),	safety	integrity	levels	(according	to	IEC	61508),	and	the	structure	of	the	system.	The	critical	parts	are	typically	parts	that	the	system	rely	on	and	which	have	some	properties	which	cannot	be	seen	clearly	at	the	top	level.	A
newly	arising	problem	is	that	large	programmable	systems	are	becoming	difficult	to	realise	and	the	analysis	is	often	difficult	to	understand.	Figures	can	often	illustrate	the	results	of	the	analysis	better	than	huge	tables.	However,	there	is	no	all-purpose	excellent	illustrating	method,	but	the	analyser	needs	to	draw	figures	so	that	the	main	subject	is	well
brought	out.	Preface	STSARCES,	the	Standards	for	Safety	Related	Complex	Electronic	Systems	project,	is	funded	mainly	by	the	European	Commission	SMT	(Standards,	Measurement	and	Testing)	programme	(Contract	SMT	4CT97-2191).	Work	package	3.1	is	also	funded	by	the	Finnish	Work	Environment	Fund,	Nordtest,	and	VTT.	The	project	aim	is	to
support	the	production	of	standards	for	the	functional	safety	sector	of	control	systems	in	machinery.	Some	standards	are	already	available	and	industry	and	research	institutes	have	their	first	experiences	in	how	to	apply	the	standards.	Harmonisation	of	methods	and	some	additional	guidelines	to	show	how	to	apply	the	standards	are	needed	since	the
methods	for	treating	and	validating	safety	related	complex	systems	are	complicated	and	not	particularly	detailed.	This	report	introduces	the	results	of	work	package	3.1:	Validation	by	analysis.	The	final	format	of	the	report	was	achieved	with	help,	discussions	and	comments	from	Jarmo	Alanen,	Risto	Kuivanen,	Risto	Tiusanen,	Marita	Hietikko,	Risto
Tuominen	and	partners	from	the	consortium.	The	following	organisations	participated	in	the	research	programme:	-					INERIS	(Institut	National	de	l’Environnement	Industriel	et	des	Risques,	of	France)	-					BIA	(Berufsgenossenschaftliches	Institut	fur	Arbeitssicherheit,	of	Germany)	-					HSE	(Health	&	Safety	Executive,	of	United	Kingdom)	-					INRS
(Institut	National	de	Recherche	et	de	Sécurite,	of	France)	-					VTT	(Technical	Research	Centre,	of	Finland)	-					CETIM	(Centre	Technique	des	Industries	Mecaniques,	of	France)	-					INSHT	(Instituto	Nacional	de	Seguridad	e	Higiene	en	el	Trabajo,	of	Spain)	-					JAY	(Jay	Electronique	SA,	of	France)	-					SP	(Sveriges	Provnings	–	ach	Forkningsinstitut,	of
Sweden)	-					TUV	(TUV	Product	Service	GMBH,	of	Germany)	-					SICK	AG	(SICK	AG	Safety	Systems	Division,	of	Germany)	The	research	programme	work-packages	were	assigned	as	:	-	Work-package	1:	Software	safety	(leader	–	INRS)	WP	1.1	Software	engineering	tasks	:	CASE	tools	(CETIM)	WP	1.2	Tools	for	software	faults	avoidance	(INRS)	-	Work-
package	2	:	Hardware	safety	(leader	–	BIA)	WP	2.1	Quantitative	analysis	(BIA)	WP	2.2	Methods	for	fault	detection	(SP)	-	Work-package	3	:	Safety	validation	of	complex	components	(leader	–	VTT)	WP	3.1	Validation	by	analysis	(VTT)	WP	3.2	Intercomparison	white-box/black-box	tests	(INSHT)	WP	3.3	Validation	tests	(TÜV)	-	Work-package	4	:	Link
between	the	EN	954	and	IEC	61508	standards	(leader	–	HSE)	-	Work-package	5	:	Innovative	technologies	and	designs	(leader	–	INERIS)	Operational	partners:	Industrial	(SICK	AG	and	JAY)	and	test-houses	(INERIS	and	BIA)	-	Work-package	6	:	Appendix	draft	to	the	EN	954	standard	(leader	–	INERIS)	Operational	partners	:	STSARCES	Steering
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Strategy	for	Modules	and	Systems	3.2.2							Safety	Principles	of	Distributed	Systems	3.3					Complex	Components	3.3.1							Failure	Modes	for	Complex	Components	3.3.3							Safety	Aspects	4								METHODS	OF	ANALYSIS	4.1					Common	Analysis	Methods	4.1.1							FMEA	4.1.2							FTA	4.2					Illustrating	the	Results	of	a	Safety	Analysis	4.2.1							The
Need	to	Clearly	Show	the	Results	of	the	FMEA	4.2.2							Examples	for	Illustrating	FMEA	Results	4.2.3							Conclusions	for	Methods	of	Illustration	5								CONCLUSIONS	GLOSSARY	Bottom-up	method/analysis/	approach	The	analysis	begins	with	single	failures	(events)	and	the	consequences	are	concluded.	CAN-bus	Control	area	network;
communication	method	which	is	common	in	distributed	systems,	especially,	in	mobile	machines	and	cars.	Component	level	analysis	Analysis	is	made	on	level	in	which	the	smallest	parts	are	components.	CPU	Central	processing	unit	FMEA	Failure	mode	and	effect	analysis	FTA	Fault	tree	analysis	Module	level	analysis	Analysis	is	made	on	level	in	which
the	smallest	parts	are	modules	(subsystems).	SIL	Safety	integrity	level	(IEC	61508)	System	level	analysis	Analysis	is	made	on	high	level	in	which	the	smallest	parts	are	subsystems.	Top-down	method/analysis/	approach	The	analysis	begins	with	top	events	and	the	initiating	factors	are	concluded.	1		Introduction	During	the	1980’s,	it	was	realised	that	it



was	not	possible	to	thoroughly	validate	complex	programmable	electronic	components	and	this	resulted	in	complex	electronic	components	not	being	used	in	safety	critical	systems.	However,	complex	components	make	it	possible	to	economically	perform	new	complex	functions	without	using	many	extra	components,	therefore	the	possibility	of	using
complex	programmable	components	to	also	perform	safety	functions	increased.	The	methods	for	validating	complex	systems	have	developed	significantly	and	they	still	continue	to	develop,	and	as	a	result,	there	are	currently	methods	to	validate	control	systems	that	include	complex	components.	Complicated	integrated	circuits	and	programmable
circuits	are	considered	as	complex	components,	however,	small	devices	like	sensors	or	motor	control	units	can	be	called	complex	components	when	the	observer	has	a	system	point	of	view.	The	component	is	usually	a	part,	which	is	not	designed	by	the	system	designer	and	is	bought	as	a	whole;	therefore,	it	is	the	smallest	part	that	the	system	designer
is	controlling.	This	study	is	considering	the	analysis	of	complex	components	from	different	points	of	view	and,	therefore,	the	concept	of	complex	components	has	several	meanings.	Complex	components	within	safety	related	systems	are	becoming	increasingly	common.	One	reason	for	this	trend	is	that	in	general,	systems	are	getting	more	and	more
complex	and	the	monitoring	and	safety	functions	required	are	also	complicated,	therefore	more	complex	control	systems	are	required.	This	results	in	very	complex	systems,	where	the	structures	and	the	functions	are	difficult	to	understand	and	it	can	be	a	major	problem	for	the	validators.	Desired	features	in	safety	systems	are	certain	levels	of
redundancy	and	diversity,	but	they	make	the	systems	even	more	complex	and	difficult	to	thoroughly	understand.	Since	the	components	and	the	systems	are	complex	they	tend	to	include	design	errors	because	it	is	very	difficult	to	verify,	analyse,	and	test	the	complete	system.	Another	problem	is	that	the	exact	failure	modes	of	complex	components	can
also	be	difficult	to	predict.	The	question	is,	‘can	people	trust	the	complex	safety	systems?’	If	a	safety	function	fails	it	often	causes	dramatic	consequences	since	people	take	higher	risks	when	they	feel	they	can	trust	the	safety	system,	and	it	is	therefore	important	for	safety	systems	to	perform	their	safety	functions	reliably.	A	validation	process	provides
proof	that	a	safety	system	fulfils	its	safety	requirements.	This	report	gives	guidance	on	one	part	of	the	validation	process	-	validation	by	analysis,	and	in	particular	considers,	systems	including	complex	components.	Although	complex	programmable	components	can	be	difficult	to	validate,	they	make	it	possible	to	perform	new	kinds	of	safety	and
monitoring	functions,	for	example,	programmable	systems	can	monitor	reasonability	of	inputs	and	complicated	safety	limits,	whereas	normally	these	functions	would	be	laborious	and	expensive	to	perform	with	hardwired	technology.	Therefore	complex	programmable	safety	related	systems	are	becoming	more	common	in	areas	where	they	are
economically	competitive.	The	designer	has	to	decide	whether	he	can	accept	the	risks	programmable	systems	bring	along	whilst	also	utilising	the	possibilities	they	give.	2		VALIDATION	PROCESS	In	general,	a	validation	process	is	made	to	confirm	by	examination	and	provision	of	objective	evidence,	that	the	particular	requirements	for	a	specific
intended	use	are	fulfilled.	When	validation	is	related	to	the	safety-related	parts	of	a	control	system,	the	purpose	is	to	determine	the	level	of	conformity	to	their	specification	within	the	overall	safety	requirements	specification	of	the	machinery.	[prEN	954-2		1999].	Carrying	out	a	validation	process	can	be	a	laborious	task	especially	for	complicated
systems,	which	have	got	high	safety	demands.	However,	although	the	process	can	be	laborious	it	is	also	necessary.	Validation	is	often	needed	for	the	following	purposes:	to	prove	to	customers	that	the	product	is	applicable	for	the	intended	purpose,	to	prove	to	authorities	that	the	product	is	safe	and	reliable	enough	for	the	intended	purpose,	to	prove	to
the	manufacturer	that	the	product	is	ready	for	the	market,	to	prove	the	reasons	for	specific	solutions,	to	provide	documentation	to	help	with	future	alterations	of	the	product,	to	prove	the	quality	of	the	product.	The	validation	process	has	been	growing	to	meet	the	common	needs	as	the	technology	has	developed.	Simple	systems	can	be	analysed
(FMEA)	and	tested	(fault	injection)	quite	thoroughly.	Systems	with	moderate	complexity	can	also	be	analysed	quite	thoroughly,	but	the	tests	cannot	cover	the	whole	system.	Very	complex	systems	cannot	be	completely	analysed	in	detail	and	thorough	tests	are	also	not	possible.	A	number	of	different	methods	are	needed	in	the	process.	Analysis	is
required	in	at	least	the	system	level	and	the	detailed	component	level,	but	also	requirements	related	to	different	lifecycle	phases	have	to	be	fulfilled.	This	means	that	attributes	such	as	quality	control,	correct	design	methods	and	management	become	more	important	since	most	of	the	failures	or	errors	are	related	to	these	kind	of	issues.	Confidence	is	a
very	important	factor	related	to	the	validation	process.	The	user	of	the	validation	documents	has	to	trust	the	validation	quality,	otherwise	the	validation	has	no	meaning.	The	validation	activities	are	actually	carried	out	to	convince	someone	that	the	product	is	properly	designed	and	manufactured.	One	way	to	increase	the	confidence	is	to	perform	the
validation	process	according	to	existing	requirements	and	guides,	and	to	have	objective	experts	involved	in	the	validation	process.	2.2						Safety	Validation	The	safety	validation	process	consists	of	planning	and	the	actual	validation.	The	same	process	can	also	be	applied	for	subsystems.	A	checklist	or	alternative	guide	is	required	in	the	process	to
include	all	the	necessary	actions	for	the	safety	validation	plan.	The	phases	of	the	validation	process	are	presented	in	figure	1	.	First,	the	validation	plan	is	made	according	to	known	validation	principles.	Then	the	system	is	analysed	according	to	the	validation	plan,	the	known	criteria,	and	the	design	considerations.	Testing	is	carried	out	according	to
the	validation	plan	and	the	results	of	the	analysis.	All	the	phases	have	to	be	recorded	in	order	to	have	reliable	proof	of	the	validation	process	and	the	documents	to	help	future	modifications.	Figure	1	Overview	of	the	validation	process	[prEN	954-2	1999].	When	following	the	figure	it	is	possible	to	go	back	from	one	state	to	earlier	state.	2.2.1		Validation
Planning	The	purpose	of	safety	validation	planning	is	to	ensure	that	a	plan	is	in	place	for	the	testing	and	analysis	of	the	safety	requirements	(e.g.	standards	EN	954	or	IEC	61508).	Safety	validation	planning	is	also	performed	to	facilitate	and	enhance	the	quality	of	safety	validation.	The	planning	shows	the	organisation	and	states	in	chronological	order,
the	tests	and	verification	activities	needed	in	the	validation	process.	A	checklist	is	needed	in	the	planning	process	in	order	to	include	all	the	essential	analyses	and	tests	into	the	safety	validation	plan.	Such	a	checklist	can	be	gathered	from	IEC	61508-1,	prEN	954-2	or	the	Nordtest	Method	[Hérard	et.	al.	1999].	Large	control	systems	may	include
separate	subsystems,	which	are	convenient	to	validate	separately.	The	main	inputs	for	safety	validation	planning	are	the	safety	requirements.	Each	requirement	shall	be	tested	in	the	validation	process	and	the	passing	criteria	shall	be	declared	in	the	plan.	It	is	also	important	to	declare	the	person(s)	who	makes	the	decisions	if	something	unexpected
happens,	or	who	has	the	competence	to	do	the	validation.	As	a	result,	safety	validation	planning	provides	a	guideline	on	how	to	perform	safety	validation.	2.2.2		Validation	The	purpose	of	safety	validation	is	to	check	that	all	safety	related	parts	of	the	system	meet	the	specification	for	safety	requirements.	Safety	validation	is	carried	out	according	to	the
safety	validation	plan.	As	a	result	of	the	safety	validation,	it	is	possible	to	see	that	the	safety	related	system	meets	the	safety	requirements	since	all	the	safety	requirements	are	validated.	When	discrepancies	occur	between	expected	and	actual	results	it	has	to	be	decided	whether	to	issue	a	request	to	change	the	system,	or	the	specifications	and
possible	applications.	Also,	it	has	to	be	decided	whether	to	continue	and	make	the	needed	changes	later,	or	to	make	changes	immediately	and	start	the	validation	process	in	an	earlier	phase.	3		SAFETY	ISSUES	RELATED	TO	COMPLEX	COMPONENTS	The	traditional	way	to	analyse	an	electronic	control	system	is	to	apply	a	bottom-up	approach	by
using	Failure	Mode	and	Effect	Analysis	(FMEA,	see	4.1.1).	The	method	is	effective	and	it	reveals	random	failures	well.	The	method	is	good	for	systems,	which	can	be	analysed	thoroughly.	Systems	are,	however,	getting	more	complex	and	so	the	top-down	approach	is	getting	more	and	more	applicable.	A	top-down	approach	like	Fault	Tree	Analysis	(FTA,
see	4.1.2)	helps	to	understand	the	system	better	and	systematic	failures	can	also	be	better	revealed.	The	top-down	approach	also	reveals	well	failures	other	than	just	random	failures,	which	are	better	revealed	by	the	bottom-up	approach.	Another	development	due	to	increasing	system	complexity	has	been	analysis	on	a	module	by	module	basis	rather
than	on	a	component	by	component	basis.	Non-programmable	electronic	systems	with	moderate	complexity	can	and	should	be	analysed	on	a	component	by	component	basis	and,	in	some	cases	(large	systems),	also	on	a	module	by	module	basis	to	cover	complicated	module/system	level	errors.	To	analyse	complex	programmable	systems	at	the
component	by	component	basis	by	using	bottom-up	analysis	(FMEA)	would	require	a	lot	of	resources	and	yet	the	method	is	not	the	best	way	to	find	certain	failures.	The	system	functions	can	be	better	understood	at	a	module	or	system	level	than	at	a	component	level	and	so	the	quality	of	the	analysis	can	be	improved	in	that	part.	The	system	analysis
could	be	started	from	the	bottom	(not	preferable)	so	that	first	each	of	the	small	subsystems	are	analysed	and	finally	the	system	as	a	whole.	In	the	so-called	V-model,	the	system	is	designed	from	the	top	to	the	bottom	(finest	details)	and	then	validated	from	the	bottom	to	the	top.	The	analysis	should,	however,	be	made	as	soon	as	possible	during	the
design	process	in	order	to	minimise	possible	corrections.	Thereby	the	system	should	be	analysed	by	starting	from	the	top	at	system/module	level.	Then	detailed	component	level	analysis	can	be	made	in	modules	which	were	found	critical	at	module	level	analysis.	This	method	reduces	the	resources	needed	in	the	analysis.	Table	1	illustrates	the	analysis
activities	at	different	levels.	Table	1		System,	module	and	component	level	analysis	and	some	aspects	related	to	bottom-up	analysis	and	top-down	analysis.	System	level	·					Bottom-up	analysis	(e.g.	FMEA)	is	useful	and	it	reveals	random	failures	well.	·					Top-down	method	(e.g.	FTA)	illustrates	the	failures	well,	reveals	sequential	failures	and	human
errors.	Useful	when	the	amount	of	top	events	is	small.	·					At	system	level	(without	details)	the	analysis	can	often	be	made	thoroughly.	·					Validated	modules	can	be	used	to	ease	the	analysis.	Module	level	·					Bottom-up	analysis	is	useful	and	it	reveals	random	failures	well.	·					Top-down	method	illustrates	the	failures	well,	reveals	sequential	failures
and	human	errors.	Useful	when	the	amount	of	top	events	is	small.	·					Some	hints	for	analysing	standardised	systems	can	be	found.	Component	level	·					Bottom-up	analysis	can	be	laborious,	but	necessary	for	analysing	low	complexity	systems	and	systems	with	high	safety	demands.	·					Top-down	method	or	a	mixture	of	top-down	and	bottom-up
methods	can	be	reasonable	for	analysing	complex	components,	or	systems	with	complex	components.	·					Usually	the	system	cannot	be	analysed	thoroughly	at	system	level.	The	common	analysing	strategy	is	bottom-up	analysis	on	different	levels,	but	it	has	some	weak	points,	which	have	to	be	taken	care	of	separately.	The	basic	idea	in	FMEA	is	to
analyse	the	system	so	that	only	one	failure	is	considered	at	a	time.	However,	common	cause	failures	can	break	all	similar	or	related	components	at	the	same	time,	especially	if	there	is	a	miscalculation	in	dimensioning.	These	kind	of	failures	have	to	be	considered	separately	and	then	added	to	the	analysis.	If	the	safety	demands	are	high,	also	sequential
failures	have	to	be	considered	carefully	since	FMEA	does	not	urge	the	analyser	to	do	so.	More	and	more	often	the	bottom-up	analysis	tends	to	become	too	massive	and	laborious,	so	tactics	are	needed	to	minimise	the	work	and	amount	of	documentation.	One	strategy	can	be	to	document	only	critical	failures.	Another	strategy	can	be	to	start	the	analysis
on	the	most	questionable	(likely	to	be	critical)	structure	and	then	just	initially	document	the	items	and	effects;	the	failure	modes	and	other	information	are	added	only	to	critical	failures.	The	FMEA	table	may	then	look	rather	empty,	but	it	results	in	less	work.		3.2		Complex	Modules	and	Systems	3.2.1		Analysing	Strategy	for	Modules	and	Systems	Many
complex	components	are	at	the	present	time	too	complex	to	be	validated	thoroughly	(with	reasonable	resources)	and	programmable	components	are	becoming	even	more	complicated	and	specially	tailored	(e.g.	ASIC,	FPGA).	This	means	that,	for	safety	purposes,	the	systems	including	complex	components	have	to	cope	with	faults	by	being	fault
tolerant	or	by	activating	automatic	safety	functions;	this	can	be	achieved	by	concentrating	on	the	architecture.	Architecture	can	be	best	understood	on	a	system/module	level	and,	therefore,	architectural	weaknesses	can	also	be	conveniently	revealed	through	a	system	or	module	level	analysis	.	Additionally,	on	complex	systems	there	are	nearly	always
some	design	errors	(hardware	or	software),	which	can	be	difficult	to	find	at	component	level.	At	module	level	the	analysis	can	be	made	thoroughly.	One	factor	supporting	module	level	analysis	is	the	quality	of	the	analysis.	An	increasing	number	of	components	in	a	unit	to	be	validated	corresponds	to	a	reduction	in	the	efficiency	of	the	analysis.	Although
module	level	analysis	is	becoming	more	and	more	important,	one	cannot	neglect	the	analysis	at	component	level	because	certain	failures	can	be	better	seen	at	the	component	level.	A	resource	saving	strategy	is	to	concentrate	on	critical	failures	at	all	levels	of	analysis.	The	category	(according	to	EN	954)	or	the	SIL	(according	to	IEC	61508)	affects	the
detail	to	which	the	analysis	should	be	performed.	Usually	both	system/module	level	and	component	level	analyses	are	needed	in	validating	complex	systems.	Analyses	on	system/module	level	are	performed	in	order	to	determine	the	critical	parts	of	the	system,	and	component	level	analyses	are	carried	out	for	those	parts	of	the	system.	For	module	level
analysis	there	are	some	references	which	give	hints	for	failure	modes	of	modules	and	for	some	standardised	systems	some	advice	for	analysis	can	be	found,	CAN-bus	is	considered	in	appendix	A	as	an	example.	For	system/module	level	analysis,	failure	modes	resemble	failures	at	component	level,	however,	the	analyser	has	to	consider	the	relevant
failure	modes.	3.2.2						Safety	Principles	of	Distributed	Systems	Distributed	systems	are	increasingly	used	in	machinery.	Distribution	is	normally	realised	by	having	multiple	intelligent	modules	on	a	small	area	communication	network.	Each	module	may	have	several	sensor	inputs	and	actuator	outputs.	The	trend,	however,	is	to	implement	distributed
systems	with	even	smaller	granularity,	i.e.	to	have	a	network	interface	on	single	sensors	or	actuators.	Distribution	helps	to	understand	and	grasp	large	systems	better	as	the	amount	of	wire	is		reduced	[1]	and	the	structure	of	the	cabling	is	more	comprehensible.	Therefore,	the	number	of	mounting	faults	in	a	large	system	is	most	probably	lower
compared	to	a	traditional	centralised	system.	Hence,	in	regard	to	understandability	and	cabling	simplicity,	distributed	systems	introduce	inherent	dependability	to	some	extent.	Furthermore,	in	distributed	systems	it	is	easier	to	implement	elaborate	and	localised	diagnostic	facilities	as	the	system	consists	of	several	CPUs	capable	of	doing	both	off-line
and	on-line	monitoring	and	diagnostics	[2]	The	modularity	of	a	distributed	system	also	gives	possibilities	to	implement	'limb	home'	capabilities	in	case	of	a	failure	in	part	of	the	system.	These	inherent	characteristics	of	distributed	systems	increase	the	dependability	of	the	system	and	therefore	also	affect	the	safety	of	the	system	in	a	positive	way.
However,	distributed	systems	are	always	complex	and	hence	bring	along	new	kinds	of	safety	problems	and	aspects,	like:	communication	sub-system	faults	and	errors	(faults	in	cables,	connectors,	joints,	transceivers,	protocol	chips	or	in	the	communication	sub-system	software;	transient	communication	errors)	communication	sub-system	design
failures	(like	excessive	communication	delays,	priority	inversion	and	'babbling	idiot')	system	design	failures	(like	scheduling	errors	or	the	nodes	in	the	system	may	have	a	different	view	of	time	of	the	system	state	or	of	the	state	variables)	When	designing	distributed	systems	and	busses,	various	safety	techniques	can	be	used	to	achieve	the	required
safety	and	dependability	level.	There	is	not	one	ideal	solution	for	all	applications.	The	analysing	strategy	described	in	section	3.1	can	also	be	applied	to	complex	components	including	distributed	systems.	In	addition	to	this,	distributed	systems	may	have	several	architectural	safety	features	and	techniques	for	detection,	avoidance	and	control	of
failures.	Such	safety	principles	are	described	in	sections	3.2.2.1	and	3.2.2.2.	3.2.2.1												Architectural	Principles	Architectural	principles	crucially	affect	the	safety	performance	of	a	safety	critical	distributed	system.	There	are	already	some	safety-validated	busses,	which	are	used	for	safety	critical	communication,	and	such	systems	always	have
redundancy	and	component	monitoring.	All	fieldbusses	have	some	kind	of	signal	monitoring	to	reveal	most	of	the	errors	in	messages.	In	some	cases	the	bus	standard	forces	the	use	of	certain	architectural	solutions.	However,	on	higher	level	there	are	more	architectural	alternatives	since	large	systems	may	have	several	different	busses	that	are	all
used	for	adequate	signalling.	This	section	lists	several	architectural	safety	principles	or	techniques	for	distributed	systems,	and	brings	out	the	aim	and	description	of	each	safety	technique.	The	architectural	principles	also	have	to	be	taken	into	account	during	the	validation	process.	Distributed	systems	are	so	complex	that	many	kinds	of	undetected
component	failures	are	possible.	This	means	that	the	architecture	of	the	system	has	to	support	fault	tolerance	and	provide	a	way	to	force	the	system	into	a	safe	state	in	case	of	a	failure.	Table	2	lists	some	architectural	principles,	which	should	be	considered	both	in	the	design	and	validation	processes.	Table	2.	Architectural	principles.	Method
Applicability	Hardware	topology	Hardware	topology	affects	the	safe	performance	of	the	system.	It	should	be	chosen	so	that	in	the	weakest	point	the	consequences	are	minimised.	Redundant	hardware	topology	detects	failures	by	comparing	signals	between	busses	(See	IEC	61508-7,	A.7.3)	Star	topology	can	operate	even	if	one	node	is	faulty	except	if	it
is	the	node	in	the	star	point	Ring	topology	can	operate	even	if	there	is	a	failure	between	two	nodes	[Kuntz,	W	et	al.	1993]	Redundant	ring	topology	can	operate	in	case	of	multiple	failures	in	the	communication	system	[Kuntz,	W	et	al.	1993]	Power	supply	cabling	star	topology	can	supply	power	from	the	power	source	to	other	nodes	even	if	one	node	fails
or	it’s	power	cables	break-	provided	that	each	node	is	fused	separately.	Galvanic	isolation	[DeviceNet	specification]	Galvanic	isolation	prevents	different	potential	levels	on	distinct	nodes	to	cause	unwanted	currents	between	the	nodes.	The	communication	lines	and	power	supplies	of	the	nodes	are	galvanically	isolated	with	the	help	of	optoisolators	and
DC/DC	converters.	Use	of	a	dead	man	switch	line	among	the	bus	cables	[M3S	Specification]	Dead	man	switch	provides	information	to	all	nodes	that	the	operator	of	the	machine	or	vehicle	is	still	controlling	the	system.			A	single	wire	passing	information	from	the	dead	man	switch	is	included	in	the	bus	cabling	and	connectors.	A	total	break	in	the	bus
cable	should	correspond	to	the	situation	that	the	operator	is	not	controlling	the	system.	Use	of	power	up/down	line	among	bus	cables	[M3S	Specification]	Use	of	a	power	up/down	line	gives	a	power	up	signal	to	all	the	nodes	simultaneously	and	a	power	down	signal	in	the	case	of	power	down	or	in	an	emergency.	A	single	wire	passing	power	up/down
information	is	included	in	the	bus	cabling	and	connectors.	A	total	break	in	the	bus	cable	should	correspond	to	the	situation	that	the	power	down	signal	is	active.	Single	wire	communication	[Pers	1992]	Single	wire	communication	offers	capability	to	communicate	with	single	wire	in	case	of	malfunction	in	the	other	wire	when	twisted	pair	communication
is	used.	With	the	help	of	special	transceiver	circuitry	communication	can	be	continued	with	reduced	signal-to-noise	ratio	in	case	of	interrupt	or	short	in	the	other	twisted	pair	wire.	Redundant	nodes	[Kopetz	1994]	Redundant	nodes	enable	continuous	operation	in	the	case	of	a	node	failure.	Safety	relevant	nodes	may	be	replicated	to	provide	a	backup
node	in	the	case	of	a	failure,	which	may	lead	to	an	accident.	Global	clock	[Gregeleit	et	al.	1994]	Global	clock	provides	consistent	view	of	time	on	all	nodes.	All	the	nodes	of	the	system	should	keep	an	accurate	copy	of	the	system	time	in	order	to	be	able	to	perform	time-synchronised	operation.	Shadow	node	[Kopetz	1994]	Shadow	node	provides	a
backup	for	services	required	in	the	system.		A	single	node	is	arranged	to	provide	the	services	of	an	impaired	node	or	nodes.	The	shadow	node	works	as	a	backup	for	multiple	nodes.	Time	triggered	communication	system	[Kopetz	1994]	[Lawson	et	al.	1992]	Assures	timeliness	of	state	variables.		To	implement	hard	real-time	control	systems,	an	event
based	communication	system	may	not	be	adequate	to	guarantee	the	timeliness	of	the	state	variables.	In	the	time	triggered	approach,	communication	is	scheduled	in	the	design	phase	of	the	system	prior	to	the	operation.	All	activities	on	the	bus	as	well	as	on	the	nodes	are	triggered	by	time	not	by	events.	Hence,	the	system	is	predictable	and	not
controlled	by	stochastic	events.	3.2.2.2												Detection,	Avoidance	and	Control	of	Failures	This	section	includes	several	failure	detection,	avoidance	and	control	techniques	for	distributed	systems	(Table	3).	The	aims	and	the	main	features	of	each	technique	are	brought	out.	When	the	person	who	analyses	the	distributed	system	recognises	any	of	the
safety	techniques	concerning	failure	detection,	avoidance	or	control,	he	should	observe,	what	the	capabilities	of	each	technique	are	in	order	to	enhance	the	safety	of	the	system.	Table	3.	Failure	detection,	avoidance	and	control	techniques.	Method	Applicability	Cyclic	Redundancy	Check	(CRC)	Errors	in	received	data	can	be	detected	by	applying	CRC
over	the	transferred	data.	The	transmitter	appends	a	CRC	code	to	the	end	of	the	data	frame.	The	receiver	should	get	the	same	CRC	value	as	a	result	when	applying	the	same	CRC	algorithm	(polynomial)	to	the	data	of	the	frame.	If	the	CRC	value	calculated	by	the	receiver	differs	from	that	of	the	one	received	in	the	transmitted	frame,	the	data	is
regarded	as	erroneous.	Communication	error	recovery	by	retransmission	[Kopetz	1994]	[ISO	11898]	Retransmission	ensures	reliable	transfer	of	data	in	case	of	transient	failures	during	transmission.	Messages	that	are	discarded	by	some	of	the	nodes	are	retransmitted.	Note!	This	may	cause	non-deterministic	communication	latencies	if	there	is	no	way
to	control	the	retransmission	process.	Message	replication	without	hardware	redundancy	[Kopetz	1989]	(see	also	IEC	61508-7,	A.7.6)	Replicating	the	message	by	sending	it	twice	or	more	allows	loss	of	N-1	messages	if	the	message	is	sent	N	times.	Always	sending	the	message	twice	or	more	sequentially	over	a	single	bus	allows	deterministic	timing
compared	to	that	of	retransmission	in	case	of	failure.	If	the	message	is	sent	twice	and	the	receiver	receives	the	two	messages	but	with	different	data,	both	messages	must	be	discarded.	If	the	number	of	replicated	messages	is	for	example	three,	2	out	of	3	voting	can	be	used.	Monitoring	shorts	or	open	circuits	of	the	bus	wires	[Pers	1992],	[Tanaka	et	al.
1991]	Monitoring	shorts	or	open	circuits	activates	corrective	or	safety	functions	in	case	of	a	total	communication	blackout.	The	bus	wires	are	monitored	by	hardware	and	signalled	to	software	in	case	of	a	malfunction.	Monitoring	bus	load	[DIN	9684	Teil	3	]	Monitoring	bus	load	enables	bus	traffic	to	be	restricted	dynamically	in	case	of	excessive	bus
load.	The	message	rate	is	monitored	by	software	and	if	the	rate	is	too	high,	the	nodes	are	forced	to	apply	inhibit	times	in	their	transmission	processes.	Monitoring	presence	of	relevant	nodes	[CiA/DS301	1999]	Monitoring	presence	of	relevant	nodes	expose	accidental	drop-out	of	a	node.	Some	of	the	nodes	or	all	nodes	monitor	the	presence	of	relevant
nodes	with	the	help	of	periodic	messages.	Restricting	transmission	period	of	messages	[DIN	9684	Teil	3	]	Restricting	transmission	period	disables	excessive	bus	load	and	thus	guarantees	proper	message	latencies	for	all	messages.	All	the	nodes	of	the	system	are	forced	to	apply	specific	transmission	rate	rules	in	their	transmission	processes.	Babbling
idiot	avoidance	[Tindel	et	al.	1995]	Babbling	idiot	avoidance	prevents	a	single	or	several	nodes	from	sending	erroneously	a	lot	of	(high	priority)	messages,	thus	gaining	exclusive	bus	access.		The	communication	software	of	a	node	should	not	be	able	to	enter	such	a	mode.	Hence	the	software	should	be	carefully	designed	and	analysed	in	order	to	avoid
this	type	of	situation.		Runtime	monitoring	can	be	done		together	with	hardware	and	software.	Priority	inversion	avoidance	Messages	are	controlled	so	that	a	low	priority	message	cannot	prevent	a	high	priority	message	from	entering	the	bus.	This	type	of	situation	occurs	locally	on	a	node	if	a	low	priority	message	enters	the	bus	contest	first	and	blocks
the	higher	priority	message.	The	situation	can	be	avoided	by	software	and	sophisticated	hardware,	or	by	time	triggered	message	scheduling.	Message	scheduling	based	on	inhibit	times	[Fredriksson	1995]	Message	scheduling	based	on	inhibit	times	ensures	timeliness	of	the	relevant	messages	on	the	communication	bus.		Messages	are	scheduled	by
introducing	inhibit	times	to	communication	objects,	thus	guaranteeing	bus	access	for	low	priority	message.	This	method	can	be	used	in	event	based	bus	systems.	Time	synchronisation	[Fredriksson	1995],	[Lawson	et	al.	1992]	[Kopetz	1994]	Time	synchronisation	ensures	timeliness	of	all	the	messages	on	the	communication	bus.	Messages	are
scheduled	by	synchronising	the	transmission	of	a	message	with	respect	to	time.	Time	stamping	Time	stamping	enables	the	evaluation	of	the	validity	of	the	data	or	helps	to	recognise	varying	communication	delays.	The	arrival	time	of	a	message	is	stored.	Consistency	control	of	state	variables	[ISO	11898]	Consistency	control	of	state	variables	ensures
that	there	is	no	discrepancy	between	data	(and	system	state)	on	different	nodes.	The	communication	protocol	should	be	such	that	all	the	nodes	accept	the	correct	data	from	the	bus	at	the	same	time.	If	one	of	the	nodes	receives	incorrect	data,	all	the	nodes	should	discard	the	data.	Configuration	check	Configuration	check	ensures	that	correct	hardware
and	software	versions	are	used	on	the	nodes	of	the	system.	A	single	node	(master)	or	multiple	nodes	may	check	in	start-up,	with	a	help	of	a	request	message,	if	the	relevant	nodes	use	the	presumed	hardware	and	software	and	parameter	versions.	End-to-end	CRC	[Kopetz	1994]	End-to-end	CRC	can	be	used	to	detect	data	errors	beyond	bus
communication	errors	Normal	CRC	checks	the	data	integrity	between	message	transmission	and	receiving,	but	the	end-to-end	CRC	also	checks	data	integrity	from	sensor	measurement	to	message	transmission	and	from	message	arrival	to	actuation.	Message	numbering	Message	numbering	ensures	correct	assembly	of	the	received	stream	of
segmented	data	or	enables	discarding	of	duplicated	messages.	Consecutive	messages	are	numbered,	in	order	to	be	able	to	detect	discontinuities	in	the	data	block	or	replication	of	data	segments.	Numbering	can	often	be	accomplished	only	with	a	single	bit	(toggle	bit).	3.3						Complex	Components	Complex	components	hold	more	than	1000	gates
and/or	more	than	24	pins	[EN	954-2	1999].	The	definition	only	provides	a	rough	estimate	as	to	which	component	could	be	complex.	The	amount	of	potentially	different	random	failures	in	such	a	component	is	large.	Only	the	number	of	combinations	two	out	of	24	is	276	and	this	is	just	the	amount	of	simple	short	circuits	in	a	small	(according	to	the
definition)	complex	component.	Complex	components	have	several	failure	modes.	If	one	blindly	analyses	all	combinations	then	this	would	result	in	many	irrelevant	failures.	Failure	exclusions	are	needed	in	order	to	focus	the	resources	on	the	critical	failures.	3.3.1			Failure	Modes	for	Complex	Components	Table	4	shows	the	random	failures	of	the
complex	components	according	to	prEN	954-2.	The	table	clearly	shows	all	failures	related	to	the	input	or	output	of	the	circuit.	The	exclusions	column	shows	if	it	is	possible	to	ignore	certain	type	of	failures;	so	“No”	means	that	the	failure	mode	has	to	be	considered	in	all	cases.	Table	4.	Faults	to	be	considered	with	programmable	or	complex	integrated
circuits.	[prEN	954-2]	Faults	considered	Exclusions	Faults	of	part	or	all	of	the	function	(see	a	and	b)	The	fault	may	be	static,	change	the	logic,	be	dependent	on	bit	sequences	No	(see	a)	Open-circuit	of	each	individual	connection	No	Short	circuit	between	any	two	connections	(see	c)	No	Stuck-at-fault;	static	”0”	and	”1”	signal	at	all	inputs	and	outputs
either	individually	or	simultaneously	(see	c	and	d)	No	Parasitic	oscillation	of	outputs	(see	e)	No	A	fault	exclusion	can	be	justified,	if	such	an	oscillation	cannot	be	simulated	by	realistic	parasitic	feedback	(capacitors	and	resistors).	Changing	value	(e.g.	in/output	voltage	of	analogue	devices)	No	Undetected	faults	in	the	hardware	which	are	unnoticed
because	of	the	complexity	of	the	integrated	circuit	(see	a	and	b)	No	Remarks	a	-	Faults	in	memory	circuits	and	processors	shall	be	avoided	by	self-tests,	e.g.	ROM-tests,	RAM-tests,	CPU-tests,	external	watchdog	timers	and	the	complete	structure	of	the	safety	related	parts	of	the	control	system.	b	-	The	faults	considered	give	only	a	general	indication	for
the	validation	of	programmable	or	complex	integrated	circuits	c	-	Because	of	the	assumed	short-circuits	in	an	integrated	circuit,	safety	signals	need	to	be	processed	in	different	integrated	circuits	separated	when	redundancy	is	used.	d	-	i.e.	short	circuit	to	1	and	0	with	isolated	input	or	disconnected	output.	e	-	Frequency	and	the	pulse	duty	factor
dependent	on	the	switching	technology	and	the	external	circuitry.	When	testing,	the	driving	stages	in	question	are	disconnected	However,	the	basic	failures	to	be	considered	in	the	analysis	can	be	simple	compared	to	the	actual	failures	that	can	happen	inside	the	component.	Such	component	specific	failures	can	for	example	be,	a	failure	in	the
microprocessor	register	or	a	failure	in	a	certain	memory	location.	In	the	draft	IEC	61508-2,	failures	typical	to	certain	component	technology	(e.g.	CPU,	memory,	bus)	are	considered	instead	of	the	pins	(input,	output	etc.)	of	the	component.	A	single	component	can	include	several	technologies.	Table	5	shows	some	component	dependent	failures.	The
table	is	gathered	from	draft	IEC	61508-2	and	the	listed	failure	modes	need	to	be	considered	when	the	diagnostic	coverage	is	high	[3]	.	Table	5.	Faults	or	failures	of	complex	components	Component	Faults	or	failures	to	be	detected	CPU	Stuck-at	faults,	stuck-open,	open	or	high	impedance	outputs,	short-circuits	between	signal	lines-	all	these	for	data
and	addresses;	dynamic	cross-over	for	memory	cells;	no	wrong	or	multiple	addressing	coding	and	execution	including	flag	register	no	definite	failure	assumption;	no	definite	failure	assumption;	program	counter,	stack	pointer	Stuck-at	faults,	stuck-open,	open	or	high	impedance	outputs,	short-circuits	between	signal	lines.	Bus	time	out;	wrong	address
decoding;	all	faults	which	affect	data	in	the	memory;	wrong	data	or	addresses;	wrong	access	time;	no	or	continuous	or	wrong	arbitration.	Interrupt	handling	no	or	continuous	interrupts;	cross-over	of	interrupts.	Clock	(Quartz)	sub-	or	superharmonic.	Invariable	memory	all	faults	which	affect	data	in	the	memory.	Variable	memory	Stuck-at	faults,	stuck-
open,	open	or	high	impedance	outputs,	short-circuits	between	signal	lines	-	all	these	for	data	and	addresses;	dynamic	cross-over	for	memory	cells;	no	wrong	or	multiple	addressing.	Discrete	hardware	Stuck-at	faults,	stuck-open,	open	or	high	impedance	outputs,	short-circuits	between	signal	lines;	drift	and	oscillation.	Stuck-at	faults,	stuck-open,	open
or	high	impedance	outputs,	short-circuits	between	signal	lines;	drift	and	oscillation.	Stuck-at	faults,	stuck-open,	open	or	high	impedance	outputs,	short-circuits	between	signal	lines;	drift	and	oscillation.	Communication	and	mass	storage	all	faults	which	affect	data	in	the	memory;	wrong	data	or	addresses;	wrong	transmission	time;	wrong	transmission
sequence.	Electromechanical	devices	does	not	energise	or	de-energise;	individual	contacts	welded,	no	positive	guidance	of	contacts,	no	positive	opening.	Sensors	Stuck-at	faults,	stuck-open,	open	or	high	impedance	outputs,	short-circuits	between	signal	lines;	drift	and	oscillation.	Final	elements	Stuck-at	faults,	stuck-open,	open	or	high	impedance
outputs,	short-circuits	between	signal	lines;	drift	and	oscillation.	a	-			Bus-arbitration	is	the	mechanism	for	deciding	which	device	has	control	of	the	bus.	b	-			"stuck-at"	is	a	fault	category	which	can	be	described	with	continuous	"	0"	or	"	1"	or	"on"	at	the	pins	of	a	component.	3.3.3			Safety	Aspects	It	is	obvious	that	the	person	validating	the	system	has	to
decide	which	possible	failures	have	to	be	documented.	Usually	an	expert	can	see	from	the	circuit	diagram	which	failures	can	cause	severe	effects,	but	generic	rules	how	to	neglect	some	failures	can	be	hard	to	find.	For	some	standardised	technologies	it	is	possible	to	find	in	advance	the	critical	failures	to	consider.	This	minimises	the	amount	of	failures
to	be	considered,	and	improves	the	quality	of	the	analysis.	Systematic	failures	related	to	complex	components	and	complex	systems	become	even	more	obvious.	There	are	errors	in	most	commercial	programs	(usually	more	than	1/1000	code	lines),	but	usually	the	errors	appear	relatively	seldomly	[Gibbs	1994].	Hardware	design	failures	are	probable	in
complex	components	and	especially	in	tailored	components.	Consequently,	in	complex	systems,	systematic	errors	are	more	common	than	random	failures.	The	whole	system	has	to	be	validated	and	both	systematic	and	random	failures	have	to	be	considered.	Appendix	A	shows	as	an	example	what	kind	of	failures	are	related	to	CAN-bus.	Most	of	the
described	failures	can	be	used	with	other	types	of	distributed	systems,	but	the	analyser	has	to	know	the	special	features	related	to	the	system	that	is	under	consideration.	4					METHODS	OF	ANALYSIS	Different	analysing	techniques	are	needed	in	different	phases	of	the	design.	At	first,	hazard	identification	and	risk	analysis	techniques	are	useful,	for
example	techniques	such	as,	“Hazard	and	Operability	study	(HAZOP)”,	“Preliminary	Hazard	Analysis	(PHA)”,	and	techniques	which	use	hazard	lists.	There	are	many	techniques	for	software	verification	and	for	probabilistic	approach	to	determine	safety	integrity.	In	software	verification	the	software	errors	are	searched	systematically	by	using	for
example	data	flow	analysis,	control	flow	analysis,	software	FMEA,	or	sneak	circuit	analysis	(see	IEC	61508-7).	In	probabilistic	approach,	it	is	expected	that	the	verification	process	has	already	been	carried	out,	and	statistical	values	are	used	to	calculate	a	probabilistic	value	for	executing	the	program	correctly.	There	are	also	methods	for	verifying
components,	such	as	ASIC,	designs.	This	chapter,	however,	is	concentrating	on	analysis	techniques	which	are	used	in	analysing	control	systems.	There	are	two	basic	types	of	techniques	for	analysing	systems:	Top-down	methods	(deductive),	which	begin	with	defined	system	level	top	event(s)	and	the	initiating	factors	are	concluded.	Bottom-up
methods,	which	begin	with	single	failures	and	the	system	level	consequences	are	concluded.	Both	analysing	techniques	have	their	advantages	and	disadvantages,	but	ultimately	the	value	of	the	results	depend	on	the	analyst.	The	techniques	can,	however,	make	the	analyst	more	observant	to	detect	certain	type	of	failures	or	events.	Bottom-up	methods
tend	to	help	the	analyst	to	detect	all	single	failures	and	events,	since	all	basic	events	are	considered.	Top-down	methods	tend	to	help	the	analyst	to	detect	how	combined	effects	or	failures	can	cause	a	certain	top	event.	Top-down	methods	are	good	only	if	the	critical	events	have	to	be	analysed.	Bottom-up	methods	are	good	if	the	whole	system	has	to	be
analysed	systematically.	The	basic	demand	is	that	the	analysing	technique	must	be	chosen	so	that	all	critical	events	are	to	be	detected	with	the	minimum	duty.	Top-down	methods	give	an	overview	of	the	system,	show	the	critical	parts,	systematic	failures	and	human	factors.	Bottom-up	methods	consider	the	system	systematically	and	many	failures	are
found.	A	combined	bottom-up	and	top-down	approach	is	often	likely	to	be	an	efficient	technique.	The	top-down	analysis	provides	the	global	picture	and	can	focus	the	analysis	to	areas	that	are	most	significant	from	the	overall	performance	point	of	view.	Bottom-up	methods	can	then	be	focused	on	the	most	critical	parts.	Bottom-up	analysis	aims	at
finding	”the	devil	that	hides	in	the	details”.	The	most	important	point	after	choosing	the	analysing	method	is	to	concentrate	on	the	weak	points	of	the	method,	and	this	can	be	done	by	using	strict	discipline.	The	weak	points	of	FMEA	and	FTA	are	described	in	chapters	4.1.1	and	4.1.2.	4.1.1						FMEA	When	the	safety	and	performance	of	a	control	system
is	assessed,	the	Failure	Mode	and	Effect	Analysis	(FMEA)	is	the	most	common	tool	used.	An	international	standard	(IEC	812.	1985)	exists	to	defines	the	method.	FMEA	is	a	bottom-up	(inductive)	method,	which	begins	with	single	failures,	and	then	the	causes	and	consequences	of	the	failure	are	considered.	In	the	FMEA,	all	components,	elements	or
subsystems	of	the	system	under	control	are	listed.	FMEA	can	be	done	on	different	levels	and	in	different	phases	of	the	design	which	affects	the	depth	of	the	analysis.	In	an	early	phase	of	the	design,	a	detailed	analysis	cannot	be	done,	and	also	some	parts	of	the	system	can	be	considered	so	clear	and	harmless	that	deep	analysis	is	not	seen	as	necessary.
However,	in	the	critical	parts,	the	analysis	needs	to	be	deep	and	it	should	be	made	on	a	component	level.	If	the	safety	of	the	system	really	depends	on	a	certain	complex	component,	the	analysis	may	even	include	some	inner	parts	of	the	component,	for	example	this	can	mean	software	analysis	or	consideration	of	typical	failures	related	to	a	certain
logical	function.	In	prEN	954-2	there	are	useful	lists	for	FMEA	on	failures	of	common	components	in	different	types	of	control	systems.	The	standard	gives	probable	component	failures	and	the	analyst	decides	if	the	failures	are	valid	in	the	system	considered	or	if	there	are	other	possible	failures.	If	functional	blocks,	hybrid	circuits	or	integrated	circuits
are	analysed	then	the	list	in	prEN	954-2	is	not	enough.	Additionally,	systematic	failures	and	failures	typical	to	the	technology	(microprocessors,	memories,	communication	circuits	etc.)	have	to	be	considered	since	those	failures	are	more	common	than	basic	random	hardware	failures.	FMEA	is	intended	mainly	for	single	random	failures	and	so	it	has	the
following	weak	points:	It	does	not	support	detection	of	common	cause	failures	and	design	failures	(systematic	failures).	Human	errors	are	usually	left	out;	the	method	concentrates	on	components	and	not	the	process	events.	A	sequence	of	actions	causing	a	certain	hazard	are	difficult	to	detect.	Sequential	failures	causing	a	hazard	can	also	be	difficult
to	detect,	since	the	basic	idea	of	the	method	is	to	consider	one	failure	at	a	time.	If	the	analysis	is	made	with	strict	discipline	it	is	also	possible	to	detect	sequential	failures.	If	a	failure	is	not	detected	by	the	control	system,	other	failures	(or	events)	are	studied	assuming	the	undetected	failure	has	happened.	Systems	with	a	lot	of	redundancy	can	be
difficult	to	consider	since	sequential	failures	can	be	important.	The	method	treats	failures	equally,	and	so	even	failures	with	very	low	probability	are	considered	carefully.	This	may	increase	the	workload	and	cause	a	lot	of	paper-work.	In	a	large	analysis	documentation,	it	can	be	difficult	to	identify	the	critical	failures.	It	can	be	difficult	to	see	which
failures	have	to	be	considered	first,	and	what	the	best	means	are	to	take	care	of	the	critical	failures.	However,	FMEA	is	probably	the	best	method	to	detect	random	hardware	failures,	since	it	considers	all	components	(individually	or	as	blocks)	systematically.	Some	critical	parts	can	be	analysed	on	a	detailed	level	and	some	on	a	system	level.	If	the
method	seems	to	become	too	laborious,	the	analysis	can	be	done	on	a	higher	level,	which	may	increase	the	risk	that	some	failure	effects	are	not	detected.	The	FMEA	table	always	includes	the	failure	modes	of	each	component	and	the	effects	of	each	failure	mode.	Since	the	analysis	is	carried	out	to	improve	the	system	or	to	show	that	the	system	is	safe
or	reliable	enough,	some	remarks	and	future	actions	are	also	always	needed	in	the	table.	Severity	ranking	is	needed	to	ease	the	comparison	between	failure	modes,	and	therefore	it	helps	to	rank	the	improvement	actions.	When	the	analysis	includes	criticality	ranking	it	is	called	Failure	Mode,	Effects,	and	Criticality	Analysis	(FMECA).	The	criticality
and	probability	factor	can	be	a	general	category,	like;	impossible,	improbable,	occasional,	probable,	frequent,	or		exact	failure	probability	values	can	be	used.	In	many	cases	exact	values	are	not	available	because	they	are	difficult	to	get,	or	they	are	difficult	to	estimate.	The	circumstances	very	much	affect	the	probability	of	a	failure.	Table	6	shows	an
example	of	a	FMECA	sheet.	Table	6.	Example	sheet	of	a	FMECA	table	(see	figure	2).	Safety	Engineering																																									FMECA	System:	Coffee	mill	Subsystem:	Page:	Date:	Compiled	by:	Approved	by:	Item	and	function	Failure	mode	Failure	cause	Failure	effects	Detection	method	Probability	&	Severity	Remarks	Switch	Short	circuit	-	Foreign
object,	animal	or	liquid	-	isolation	failure	(moisture,	dirt,	ageing	-	bad,	loose	connection,	vibration,	temp.	changes	-	overheating	(lack	of	cooling)	a)	Coffee	mill	cannot	be	stopped	by	actuating	the	switch.	Someone	may	cut	his	finger.	b)	When	the	plug	is	put	in,	the	coffee	mill	starts	up	although	the	switch	is	in	the	off	state.	Someone	may	cut	their	finger.
Coffee	mill	does	not	stop.	Switch	may	become	dark.	a)	3C	b)	4C	The	coffee	mill	can	be	stopped	by	un-plugging	it.	Switch	Open	circuit	-	The	switch	mechanism	fails	to	operate,	mechanism	jams,	breaks	The	coffee	mill	cannot	start	up.	1D	4.1.2						FTA	Fault	Tree	Analysis	(FTA)	is	a	deductive	technique	that	focuses	on	one	particular	accident	or	top	event
at	a	time	and	provides	a	method	for	determining	causes	of	that	accident.	The	purpose	of	the	method	is	to	identify	combinations	of	component	failures	and	human	errors	that	can	result	in	the	top	event.	The	fault	tree	is	expressed	as	a	graphic	model	that	displays	combinations	of	component	failures	and	other	events	that	can	result	in	the	top	event.	FTA
can	begin	once	the	top	events	of	interest	have	been	determined.	This	may	mean	preceding	use	of	preliminary	hazards	analysis	(PHA)	or	some	other	analysis	method.	The	advantages	of	FTA	are	typically:	It	can	reveal	single	point	failures,	common	cause	failures,	and	multiple	failure	sequences	leading	to	a	common	consequence.	It	can	reveal	when	a
safe	state	becomes	unsafe.	The	method	is	well	known	and	standardised.	The	method	is	suitable	for	analysing	the	entire	system	including	hardware,	software,		any	other	technologies,	events	and	human	actions.	The	method	provides	a	clear	linkage	between	qualitative	analysis	and	the	probabilistic	assessment.	It	shows	clearly	the	reasons	for	a
hazardous	event.	The	disadvantages	of	FTA	are	typically:	It	may	be	difficult	to	identify	all	hazards,	failures	and	events	of	a	large	system.	The	method	is	not	practical	on	systems	with	a	large	number	of	safety	critical	failures.	It	is	difficult	to	introduce	timing	information	into	fault	trees.	The	method	can	become	large	and	complex	[Ippolito	&	Wallace
1995].	The	method	gives	a	static	view	to	system	behaviour.	The	method	typically	assumes	independence	of	events,	although	dependencies	can	be	present;	this	affects	the	probability	calculations.	The	dependencies	also	increase	the	work.	It	is	difficult	to	invent	new	hazards	which	the	participants	of	the	analysis	do	not	already	know.	Different	analysts
typically	end	up	with	different	representations,	which	can	be	difficult	to	compare.	Quite	often	probability	calculations	are	included	in	the	FTA.	FTA	can	be	performed	with	special	computer	programs,	which	easily	provide	proper	documentation.	There	are	also	programs,	which	can	switch	the	method.	The	analysis	only	needs	to	be	fed	once,	and	the
program	shows	information	in	the	form	of	FTA	or	FMEA.	Figure	2.	shows	an	example	of	one	hazardous	event	in	an	FTA	format.	The	figure	on	the	right	illustrates	the	system	(Hammer	1980,	IEC	1025	1990).	Figure	2.	Example	shows	as	a	fault	tree	analysis	sheet	how	some	basic	events	or	failures	can	cause	one	hazardous	top	event.	The	analysed	coffee
mill	is	introduced	on	the	top	right	corner	[Hammer	1980].	4.2				Illustrating	the	Results	of	a	Safety	Analysis	4.2.1						The	Need	to	Clearly	Show	the	Results	of	the	FMEA	Complex	components	are	increasingly	used	in	circuits	and	even	one	complex	component	can	make	the	system	very	complicated.	Complex	components	allow	functions,	which	are
difficult	to	implement	with	traditional	electronics,	and	they	also	make	communication	easier.	Complex	programmable	components	make	it	possible	to	construct	large	and	complicated	systems,	which	are	also	difficult	to	analyse.	When	the	system	is	large	and	an	analysis	is	made	in	the	component	level,	the	analysis	requires	a	lot	of	work	and	produces	a
lot	of	paper.	Control	systems	with	complex	components	are	typically	large	and	so	the	FMEA	project	is	also	large.	When	the	analysis	is	large	it	is	difficult	to	verify	and	to	take	advantage	of,	the	critical	events	can	easily	be	lost	in	the	huge	amount	of	information,	and	it	is	also	difficult	to	find	the	essential	improvement	proposals.	Therefore	a	method	is
required,	which	has	the	advantages	of	the	FMEA,	but	which	does	not	come	with	the	high	level	of	paper-work.	The	method	needs	to	be	simple	since	people	tend	to	avoid	complicated	new	methods.	Something	familiar	is	also	needed	so	that	the	results	are	easy	to	understand.	Quite	often	when	the	FMEA	is	performed	the	analyst	draws	his	markings	on
the	circuit	diagram	to	help	him	to	understand	the	functions	of	the	diagram	and	also	to	confirm	that	all	parts	of	the	circuit	diagram	are	considered.	This	kind	of	method	can	also	be	useful	for	illustrating	results	of	the	FMEA.	However,	since	usually	the	main	purpose	of	the	method	is	to	help	the	analyst,	a	good	discipline	is	needed	to	also	make	the
markings	readable	for	other	people.	VTT	has	studied,	in	parallel	with	FMEA,	some	graphical	techniques	which	can	express	the	key	results	of	the	FMEA	more	effectively	than	text	and	tables.	The	analysis	of	a	power	distributing	system	of	a	large	facility	is	used	here	as	an	example.	A	power	failure	could	cause	severe	damages	in	some	occasions.	Critical
failures	were	found	in	FMEA,	but	since	FMEA	was	quite	large,	i.e.	over	200	pages,	the	key	information	was	lost	in	the	tables.	Therefore	a	technique	was	needed	to	point	out	the	essential	results	of	the	analysis.	The	analysis	was	carried	out	in	the	system	level	and	only	some	parts	were	analysed	in	the	component	level.	Three	different	techniques	were
used	in	illustrating	the	FMEA	results.	First,	a	fault	tree	analysis	format	was	used	for	illustrating	some	top	events;	next,	flux	diagrams	of	the	energy	flows	were	used	to	illustrate	the	critical	paths;	finally,	a	circuit	diagram	with	severity	ranking	numbers	and	colours	was	used	to	point	out	the	most	critical	parts	of	the	system.	The	probability	factor	was
not	shown	in	the	figures,	but	it	would	not	be	difficult	to	add	it	into	the	figures.	The	techniques	were	only	compared	in	this	single	example	case,	but	some	general	results	can	also	be	adapted	to	other	systems.	4.2.2						Examples	for	Illustrating	FMEA	Results	FTA	for	illustrating	FMEA	results	Fault	tree	analysis	(FTA)	was	only	carried	out	for	some	top
events,	and	the	main	purpose	in	this	case	was	to	point	out	the	critical	failures	discovered	in	the	FMEA	(Figure	3).	Only	some	top	events	were	studied	since	the	overall	number	of	such	events	was	large.	There	were	several	facilities	involved	and	there	were	also	several	top	events	for	each	facility,	and	this	meant	that	many	figures	were	needed.
Depending	on	the	operating	mode	some	specific	failures	caused	different	top	events.	Since	some	single	failures	were	needed	in	several	figures	the	amount	of	information	increased.	As	a	result	the	amount	of	information	became	so	large	that	it	was	difficult	to	find	the	essential	information	from	the	FTA	figures.	The	result	was	that	FTA	was	not,	in	this
case,	a	good	method	for	illustrating	the	FMEA	results.	FTA	is	good	technique	when	the	number	of	top	events	is	not	large	and	there	are	no	dependencies	between	the	top	events.	The	advantage	of	the	FTA	is	that	it	is	a	clear,	well-known	and	well-documented	technique.	There	are	also	software	tools	available	for	drawing	the	fault	trees.	If	the	tool	can
convert	(FMEA)	tables	and	(FTA)	trees,	it	is	especially	useful.	Figure	3.	FTA	format	figure	for	one	top	event.	Flux	diagrams	for	illustrating	FMEA	results	Flux	diagrams	were	drawn	to	illustrate	criticality	of	the	energy	flows.	Energy	flow	meant	that	the	power	was	switched	on	and	the	critical	function	was	able	to	proceed.	The	diagram	was	improvised	to
illustrate	the	different	failure	criticality	properties	of	the	energy	flows.	In	a	flux	diagram,	different	arrows	indicated	different	criticality	levels.	The	same	energy	flow	or	facility	did	not	always	have	the	same	criticality	level,	but	the	criticality	did	depend	on	the	system	operation	mode	(processing	activities	with	different	facilities).	Therefore	the	figures
were	able	to	point	out	the	critical	failures	during	a	certain	operation	mode.	One	operation	mode	period	did	last	anywhere	between	a	few	minutes	to	a	number	of	weeks.	It	was	important	to	know	the	risks	during	a	certain	operation	mode,	and	so	several	diagrams	were	needed	to	illustrate	the	criticality	of	a	specific	energy	flow	or	facility.	The	technique
was	new	and	therefore	each	marking	needed	explanation.	The	meanings	of	the	arrows	used	were	not	obvious	and	although	there	were	only	approximately	six	different	arrows	used,	reading	the	results	required	some	experience.	Figure	4	aims	to	show	which	functions	are	needed	during	a	certain	operation	and	the	severity	of	the	failure	of	each	energy
flow	path.	Figure	4.	The	flux	diagram	shows	which	functions	are	needed	during	a	certain	operation	and	the	criticality	of	each	energy	flow	path.	NA	means	not	applicable	and	that	function	is	not	needed	in	the	illustrated	operation.	Circuit	diagrams	with	a	ranking	system	to	illustrate	FMEA	results	The	starting	point	in	drawing	the	circuit	diagram	with	a
ranking	system	was	the	main	circuit	diagram	of	the	system.	The	diagram	was	redrawn	into	a	file	in	order	to	make	quick	changes	easier.	Different	colours	were	then	used	to	indicate	the	criticality	of	each	circuit	or	equipment.	There	were	five	severity	levels,	but	only	the	three	highest	levels	were	assigned	a	distinct	colour	as	the	lowest	levels	were
considered	non-significant.	For	some	parts	of	the	system	a	number	was	also	used,	which	indicated	the	severity	of	failure	in	power	supply.	The	FMEA	did	consist	of	over	200	pages,	but	the	key	results	could	be	put	into	one	colourful	diagram.	The	people	in	the	company	were	familiar	with	the	diagram	since	it	resembled	the	original	system	level	circuit
diagram	of	the	system.	In	this	case	“the	circuit	diagram	with	a	ranking	system”	technique	was	quick	to	use	and	it	was	capable	of	illustrating	effectively	the	key	results	of	the	FMEA.	Although	the	illustration	technique	was	used	here	for	a	large	system,	it	can	also	be	useful	for	smaller	systems,	especially	during	the	design	process.	An	expert	can	quickly
colour	the	circuit	diagram	and	add	reference	numbers	(refers	to	text)	and	criticality	numbers	into	the	diagram.	The	colours	and	numbers	can	be	drawn	with	pencils,	but	the	changes	may	be	messy	to	accomplish	therefore	graphic	files	can	be	more	useful.	Figure	5	shows	an	example	of	this	simple	method.	In	the	figure	a	high	ranking	number	means
high	consequence	severity	and	*	means	that	the	severity	is	low	(i.e.	consequences	of	failure	are	insignificant).	The	numbers	are	related	to	a	certain	operational	unit	and	beside	the	number	is	the	name	of	the	unit.	If	there	is	a	shortage	of	space,	reference	numbers	can	be	used.	The	severity	of	consequences	(max.)	related	to	failure	of	switches	or	cables
is	expressed	by	using	different	colours.	Figure	5.	An	example	of	the	circuit	diagram	representation.	The	advantages	of	the	technique	are:	the	technique	is	simple	and	it	is	easy	to	use	it	is	easy	to	improvise	new	adequate	markings	the	technique	is	quick	to	use	especially	when	the	circuit	diagrams	are	easily	available	the	technique	shows	in	a	very
compact	form	the	risks	of	the	analysed	system	the	technique	displays	well	the	most	critical	risks	electricians	feel	that	the	technique	is	familiar	since	circuit	diagrams	are	used.	The	disadvantages	of	the	diagram	are:	it	is	hard	to	introduce	new	markings	and	all	markings	must	be	explained	each	time	people	have	to	learn	the	technique	before	it	is	useful
the	technique	is	not	standardised	information	is	lost	when	it	is	shrunk	into	one	figure	the	technique	can	only	effectively	show	single	hardware	failures	it	is	difficult	to	express	events	other	than	failures.	4.2.3						Conclusions	for	Methods	of	Illustration	FMEA	is	a	common,	reliable,	but	laborious	method	to	analyse	control	systems.	In	large	systems	the
analysis	work	can	be	more	effective	if	some	other	method,	or	FMEA	in	a	very	high	level,	is	used	to	locate	the	critical	parts	of	the	system.	The	amount	of	reasonable	effort	for	analysing	a	system	also	depends	on	safety	demands.	If	safety	demands	are	high,	then	more	effort	can	be	allocated	to	be	sure	of	the	performance	of	the	safety	critical	functions.
Another	problem	arises	when	the	amount	of	information	in	the	FMEA	is	so	huge	that	the	essential	results	are	lost.	Figure	6	shows	how	the	bottom-up	method	can	be	supported	by	other	techniques.	Figure	6.	Common	methods	to	support	the	use	of	bottom-up	analysis.	Detailed	bottom-up	analysis	is	carried	out	only	to	some	parts	of	the	system.	It	is	not
always	clear	how	to	point	out	the	most	essential	results	of	the	FMEA.	Usually	a	critical	items	list	and	an	improvement	list	is	made	to	demonstrate	the	results	of	the	analysis,	but	often	a	graphical	method	can	show	the	results	better	than	words.	Graphical	techniques	are	very	powerful	in	pointing	out	certain	results,	and	different	graphical	techniques
provide	different	points	of	view	of	the	results,	so	the	analyst	must	decide	which	technique	best	illustrates	the	essential	results.	FTA	shows	well	which	events	or	failures	may	cause	a	top	event.	Flux	diagrams	can	effectively	show	critical	paths.	Circuit	diagrams	with	ranking	information	show	which	parts	of	the	system	are	the	most	critical.	No	single
perfect	method	exists,	which	can	best	illustrate	the	most	critical	failures	or	events;	therefore	the	analyst	has	to	decide	on	case	by	case	basis	which	technique	to	use.	Important	factors	to	be	considered	are:	type	of	results;	should	the	results	consider	failures,	events,	human	errors,	and	software	errors?	extent	of	the	analysis	and	resources	quantity	of	the
results	to	be	illustrated	audience	type	of	figures	the	audience	is	familiar	with.	In	some	cases,	FMEA	is	carried	out	to	find	a	major	critical	failure,	“show	stopper”,	which	ends	the	analysis,	because	the	system	then	has	to	be	redesigned	and	the	analysis	starts	from	the	beginning.	If	no	critical	failure	is	found	then	all	the	documentation	is	important
because	it	provides	a	piece	of	proof	for	safety.	If	a	critical	failure	is	found,	it	must	be	well	documented.	5		CONCLUSIONS	There	does	not	exist	a	single	ideal	approach	to	analyse	complex	systems.	However,	some	guidelines	for	using	top-down	analysis	like	FTA	(Fault	Tree	Analysis)	or	bottom-up	analysis	like	FMEA	(Failure,	Mode	and	Effect	Analysis)
can	be	stated.	FMEA	and	FTA	are	the	most	common	methods	for	analysing	failures	of	control	systems.	One	reason	for	selecting	a	certain	method	is	the	common	practice.	If	a	person	is	familiar	with	a	certain	method	and	he	can	use	all	the	required	tools	for	that	method,	then	the	analysis	can	be	performed	more	effectively	than	with	a	new	type	of
analysis	method.	Both	FTA	and	FMEA	can	be	used	in	the	system	level,	module	level	or	component	level.	The	difference	between	methods	appears	when	certain	types	of	failures	are	sought.	In	FTA,	good	system	specialists	are	essential	and	the	results	depend	very	much	on	what	they	can	find.	Good	system	specialists	can	also	point	out	the	essential
failures	and	so	reduce	the	resources	required	for	the	analysis.	In	FMEA,	it	is	slightly	easier	to	replace	experience	with	hard	work	since	the	system	is	analysed	systematically.	FMEA	is	usually	more	laborious	than	FTA,	but	it	can	reveal	some	new	random	failures.	One	way	to	ease	the	FMEA	analysis	is	to	document	in	the	analysis	table	only	the	most
critical	consequences.	In	comparison	to	more	simple	components,	complex	components	introduce	new	aspects	to	be	considered.	Complex	components	are	indeed	so	complex	that	it	is	difficult	to	analyse	them	thoroughly,	and	it	is	very	difficult	to	predict	the	failure	modes	of	the	components.	Also,	the	programs	related	to	programmable	components	may
contain	critical	errors.	All	these	reasons	cause	some	uncertainty	related	to	the	analysis	of	the	complex	components.	A	single	complex	component	alone	cannot	control	a	safety	function	safely	enough,	because	some	redundancy,	diversity	and/or	monitoring	is	needed.	This	means	that	the	architecture	of	the	control	system	is	important	and	it	can	make
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Idiots,	the	Dual-Priority	Protocol,	and	Smart	CAN	Controllers.	2nd	International	CAN	Conference,	1995.	pp	7-22	..	7-28.	APPENDIX	A:	CAN	bus	FMEA	The	CAN	bus	is	originally	made	for	road	vehicles,	but	increasingly	the	system	is	often	used	in	machine	automation.	Also	some	so	called	“safety	busses”	are	based	on	CAN.	CAN	modules	are	analysed
using	FMEA	at	I/O	level.	In	this	case	the	individual	components	inside	the	modules	are	not	analysed.	The	results	would	depend	on	the	type	of	the	components	and	the	components	are	developing	rapidly.	The	FMEA	is	carried	out	according	to	the	principles	of	IEC	812.	During	normal	operation,	several	bus	failures	may	occur	that	could	influence	the	bus
operation.	These	failures	and	the	resulting	behaviour	of	the	network	are	illustrated	in	Figure	A1	and	described	in	table	A1.	The	possible	open	circuit	and	short	circuit	failures	are	given	by	the	CAN	standard	[ISO	11898].	The	failure	16	is	not	exactly	in	the	ISO	standard,	but	the	failure	differs	from	failure	15	if	the	shield	is	grounded	from	one	point.
These	failure	modes	should	be	taken	into	account	in	CAN	bus	FMEA.	Figure	A1.	Possible	failure	modes	of	bus	line	according	to	ISO	11898.	Failure	modes	10-15	are	not	numbered	in	ISO	11898[4]	and	failure	mode	16	is	not	given	in	ISO	11898.	Failure	modes	10-12	are	interpreted	as	a	single	failure	mode	in	ISO	11898.	Table	A1.	Bus	failure	detection
according	to	ISO	11898.	Description	of	bus	failures	Behaviour	of	network1)	Quality	of	specification2)	One	node	becomes	disconnected	from	the	bus	(10,11,12)	The	remaining	nodes	continue	communicating.	Recommended.	One	node	loses	power	(13)	The	remaining	nodes	continue	communicating	with	reduced	signal	to	noise	ratio.	Recommended.	One
node	loses	ground	(14)	The	remaining	nodes	continue	communicating	with	reduced	signal	to	noise	ratio.	Recommended.	The	connection	to	the	shield	breaks	off	in	any	node	(15)	All	nodes	continue	communicating.	Recommended.	The	connection	to	the	shield	breaks	off	and	all	nodes	lose	shield	connection	(16)	All	nodes	continue	communicating,	but
disturbances	are	more	probable.	-----	(no	reference	to	ISO	11898)	CAN_H	interrupted	(1)	All	nodes	continue	communicating	with	reduced	signal	to	noise	ratio.	Recommended.	CAN_L	interrupted	(2)	-	”	-	Recommended.	CAN_H	shorted	to	battery	voltage	(3)	-	”	-	Recommended.	CAN_L	shorted	to	ground	(4)	-	”	-	Recommended.	CAN_H	shorted	to	ground
(5)	-	”	-	Recommended.	CAN_L	shorted	to	battery	voltage	(6)	-	”	-	Recommended.	CAN_L	wire	shorted	to	CAN_H-wire	(7)	-	”	-	Optional.	CAN_H	and	CAN_L	wires	interrupted	at	the	same	location	(8)	No	operation	within	the	complete	system.	Nodes	within	the	resulting	subsystem	that	contains	the	termination	network	contains	communication.
Recommended.	Table	A1.	Continued	Loss	of	one	connection	to	termination	network	(9)	All	nodes	continue	communicating	with	reduced	signal	to	noise	ratio.	Recommended.	1)	The	example	in	figure	A1	excludes	all	fault	tolerant	modes	2)	The	quality	of	specification	is	defined	as	follows.	Recommended:	If	the	respective	failure	occurs	the	network
behaviour	should	be	as	described	in	the	second	column	of	the	table.	To	exclude	this	specified	functionality	is	the	manufacturer’s	choice.	Optional:	If	the	respective	failure	occurs	the	network	behaviour	may	be	as	described	in	the	second	column	of	the	table.	To	include	this	fuller	specified	functionality	is	the	manufacturer’s	choice.	[1]	At	least	the	total
length	of	the	wires	is	reduced,	but	the	number	of	items	(number	of	wires,	connectors	or	joints,	etc.)	is	not	reduced	in	all	cases.	[2]	It	should,	however,	be	noted	that	not	all	diagnostic	facilities	increase	the	dependability	of	the	system	compared	to	a	less	intelligent	system;	some	diagnostic	facilities	must	be	implemented	only	to	maintain	the	same	level	of
dependability	as	that	of	the	previous	generation	'old-fashioned'	control	systems.	[3]	=fractional	decrease	in	the	probability	of	dangerous	hardware	failure	resulting	from	operation	of	the	automatic	diagnostic	tests	[IEC	61508-4:1998]	[4]	Note	also	that	in	some	editions	of	the	ISO	11898	standard,	the	numbering	of	the	failure	modes	is	not	consistent:	the
illustrative	figure	and	the	detailed	table	of	the	ISO	standard	do	not	match	with	the	failure	mode	numbers.	The	numbering	given	in	Figure	A1	follows	the	numbering	of	the	table	in	the	ISO	11898.	Page	5	EU	Project	No:	SMT4-CT97-2169	-	The	RASE	Project	Explosive	Atmosphere:	Risk	Assessment	of	Unit	Operations	and	Equipment	Report:	Methodology
for	the	Risk	Assessment	of	Unit	Operations	and	Equipment	for	Use	in	Potentially	Explosive	Atmospheres	Project	Co-ordinator:	Dr.	R.	L.	Rogers,	INBUREX	GmbH	Project	participants:	INBUREX							Germany	HSE		England	FSA				Germany	INERIS		France	NIRO				Denmark	CMR						Norway	Date:				17th	March	2000	Important	Information	for	Readers
This	report	has	been	prepared	as	part	of	the	RASE	Project	–	“Explosive	Atmosphere:	Risk	Assessment	of		Unit		Operations		and		Equipment”		A		joint		industry		/		European		Commission		Project		under		the	dedicated	call	of	the	European	Commission’s	Standards	Measurement	and	Testing	programme	concerned	with	subjects	relating	to	the
standardisation	activities	of	CEN.	The	RASE	project	objective	was	to	develop	a	Risk	Assessment	Methodology	for	Unit	Operations	and	Equipment	to	help	manufacturers	of	equipment	and	protective	systems	intended	for	use	in	potentially	explosive	atmospheres	meet	the	requirements	of	the	EU	Directives	89/392/EC	(machinery	directive)	and	94/9/EC
(ATEX	100A).	It	will	also	be	useful	to	satisfy	the	requirement	in	Directive	99/92/EC	(ATEX	137A)	for	users	of	such	equipment	to	produce	an	explosion	protection	document.	It	is	intended	that	the	results	of	the	RASE	project	be	incorporated	into	this	standard	by	the	relevant	working	group	CEN/TC305/WG4.	In	the	project	a	review	of	the	current	status
was	carried	out	in	which	a	questionnaire	was	developed	and	replies	received	from	over	200	manufacturers	and	users	and	a	review	of	existing	risk	assessment	techniques	carried	out.	A	draft	risk	assessment	methodology	was	developed	and	used	in	trials	with	equipment	manufacturers.	These	showed	that	the	basic	framework	of	the	developed
methodology	was	suitable		and		that		when		the		suggested		proformas		were		used		for		recording		the		results,		the		risk	assessment	which	has	been	carried	out	can	be	clearly	followed.	However	it	was	clear	from	the	trials	that	manufacturers	have	extreme	difficulty	in	applying	the	methodology.	as	the	subject	of	risk	assessment	is	extremely	complex
and	it	is	unlikely	that	someone	without	experience	in	the	field	can	simply	take	the	proposed	draft	and	directly	apply	it	to	their	problem.	The	project	team	therefore	developed		and		included		a		‘User-Guide’		which		contains		detailed		examples		of		the		use		of		the	methodology	for	assessing	the	risk	associated	with	different	types	of	equipment	and	unit
operations.	The	completed	draft	of	the	risk	assessment	methodology	is	now	being	widely	circulated	for	comments	and	has	been	passed	to	the	relevant	technical	committees	of	CEN	and	CENELEC	for	further	development	into	a	European	standard.	The	RASE	project	is	co-ordinated	by	INBUREX	in	Germany	with	the	participation	of	FSA	Germany,
INERIS	France,	HSE	England,	NIRO	Denmark	and	CMR	Norway.	The	project	started	in	Dec	1997	and	is	due	for	completion	in	May	2000.	Further	information	about	the	RASE	project	can	be	obtained	from	the	Project	Co-ordinator:	Dr.	R.L.	Rogers	Inburex	GmbH	Wilhelmstr.2,	D-59067	Hamm,	Germany	Tel	+49	2381	271610			Fax	+49	2381	271620
Email		Richard.Rogers@inburex.com	In	the	interests	of	promoting	process	safety	this	document	is	provided	for	open	circulation.	Where	the	document	of	parts	thereof	are	used	the	following	acknowledgements	should	be	made:	The	RASE	project	(Risk	Assessment	of	Unit	Operations	and	Equipment)	is	a	joint	industry	/	EU	Commission	project	carried
out	under	Contract	No:	SMT4-CT97-	2169.	The	project	is	co-ordinated	by	INBUREX	in	Germany	with	the	participation	of	FSA,	INERIS,	HSE,	NIRO	and	CMR.	This		document		can		be		down		loaded		from		the		‘Library		Area’		of		the		SAFETYNET		web		site	www.safetynet.de	RASE	Project	Participants	Prof.	Dr.	S.	Radandt	Mr.C.	Schwartzbach	Niro	A/S
Gladsaxevej	305	DK-2860	Soeborg	Denmark	Tel:	+45	3954	5437	Fax:	+45	3954	5800	email:	cs@niro.dk	Dr.	K.	van	Wingerden	CMR	Fantoftvegen	38	N-5036	Fanthoft	Norway	Tel:	+47	55	57	4316	Fax:	+47	55	57	4041	email:	kees@cmr.no	Contents	0							Introduction	.........................................................................................5	1						
Scope.....................................................................................................10	2							Normative	references..........................................................................12	3							Definitions............................................................................................13	4							Aspects	on	how	to	influence	explosion	risks.....................................14	5							Risk	assessment
procedure.................................................................18	5.1				Determination	of	intended	use...........................................................20	5.2				Hazard	Identification..........................................................................23	5.3				Risk	Estimation....................................................................................29	5.4				Risk
Evaluation....................................................................................32	5.5				Risk	Reduction	Option	Analysis.........................................................33	6							Methods	and/or	techniques	that	could	favourably	be	applied........36	Informative	Annexes	Annex	I															Equipment	characteristics.............................................47	Annex	II													Operational	aspects	and
influences...............................50	Annex	III												Human	factors	and	organisational	aspects...................55	Annex	IV												Risk	estimation	and	evaluation......................................56	Annex	V													List	of	risk	assessment	techniques.................................58	Annex	VI												Examples:	Application	of	risk	assessment
methodology....................................................................93	you	can	download	the	RASE	project	in	PDF	form	0		Introduction	Risks	arising	from	the	hazard	of	an	explosion	are	described	in	the	Machinery	Directive	and	further	developed	in	the	ATEX	Directive	94/9/EC.	In	terms	of	producing	a	safe	machine,	piece	of	equipment	or	protective	system	the



principles	of	Safety	Integration	are	the	core	of	both	Directives	and	should	be	fully	understood	before	any	work	is	started	on	the	design.	The	strategy	gives	the	following	approach:	-												Carry	out	a	risk	assessment	to	identify	and	evaluate	any	relevant	hazard	and	on	the	basis	of	the	risk	assessment	-							eliminate	or	minimise	the	risks	by	Design
measures;	Provision	of	protective	devices;	Provision	of	information	on	residual	risks;	Details	of	any	precautions	needed	to	be	taken.	Essential	Health	and	Safety	Requirement	1.5.7	(Explosion)	of	the	Machinery	Directive	overlaps	the	requirements	of	the	ATEX	Directive	94/9/EC.	However,	Article	1.4	of	the	Machinery	Directive	states	that	where	there	is
another	Directive	dealing	with	a	specific	risk	that	Directive	will	take	precedence	over	the	Machinery	Directive	for	that	particular	risk.	Therefore	in	order	to	comply	with	the	Essential	Health	and	Safety	Requirement	1.5.7	of	the	Machinery	Directive,	it	is	necessary	to	comply	with	the	ATEX	Directive.	If	there	is	an	explosion	risk	which	is	outside	of	the
scope	of	the	ATEX	Directive	then	the	original	Machinery	Directive	will	apply.	The	manufacturer	can	choose	one	of	the	two	ways	of	conforming	with	the	technical	measures	required	by	the	Directive:	-							Interpret	the	technical	measures	directly	from	the	Essential	Health	and	Safety	Requirements	or	-												use	a	Harmonised	European	Standard
produced	by	CEN/CENELEC	under	a	mandate	and	placed	in	the	Official	Journal	of	the	CEC.	For	all	machines,	equipment	and	protective	systems	with	a	potential	explosion	hazard,	compliance	with	the	requirements	of	the	Machinery	Directive	and	the	ATEX	Directive	can	be	achieved	by	following	the	principles	contained	in	EN	292	Machinery	Safety,
EN	1050	Risk	Assessment	and	EN	1127-1	Explosion	Prevention	and	Protection.	This	standard	applies	the	principles	contained	in	these	standards	to	the	specific	requirement	of	carrying	out	a	risk	assessment	considering	the	hazard	of	an	explosion.	This	type	A	standard	describes	principles	for	a	systematic	procedure	for	risk	assessment	of	hazardous
situations	arising	from	explosive	atmospheres	in	the	following	cases:	-						an	intended	internal	explosive	atmosphere	is	present	during	normal	operation	or	when	a	malfunction	occurs,	within	the	equipment	causing	a	possible	release	to	the	surroundings,	-						the	explosive	atmospheres	pre-exist	in	the	surroundings.	Such	being	the	case,	explosion	risks
shall	be	assessed	overall.	This	standard	follows	the	Directive	94/9/EC,	the	so-called	ATEX	100a	-	Directive.	Its	objective	is	to	eliminate	or	at	least	minimise	the	risks	resulting	from	the	use	of	certain	products	in	or	in	relation	to	a	potentially	explosive	atmosphere.	Therefore,	ATEX	100a	Directive	is	a	risk-related	Directive	and	consequently	a	risk
assessment	has	to	be	made.	This	is	a	challenge,	because	the	traditional	approach	to	safety	in	the	process	industries	was	an	ad-hoc	one	of	learning	from	experience.	Compliance	with	the	essential	health	and	safety	requirements	of	ATEX	100a	Directive	is	imperative	in	order	to	ensure	that	equipment	and	protective	systems	do	not	pose	a	hazard	in
explosive	atmospheres.	The	requirements	are	intended	to	take	account	of	existing	or	potential	hazards	deriving	from	the	design	and	construction.	However,	following	the	philosophy	of	ATEX	100a	Directive	the	notion	of	intended	use	is	also	of	prime	importance.	It’s	also	essential	that	manufacturers	supply	full	information	which	is	required	for	the	safe
functioning	of	equipment	and	protective	systems.	To	meet	the	requirements	of	ATEX	100a	Directive	it’s	therefore	absolutely	ne-	cessary	to	conduct	a	risk	assessment.	Due	to	item	1.0.1	of	Annex	II	ma-	nufacturers	are	under	an	obligation	to	design	equipment	and	protective	systems	from	the		point	of		view	of		integrated	explosion	safety.		Integrated
explosion	safety	mainly	refers	to	preventing	the	formation	of	explosive	atmospheres	as	well	as	sources	of	ignition	and,	should	an	explosion	nevertheless	occur,	to	halt	it	immediately	and	/	or	to	limit	its	effects.	Thus	the	manufacturer	must	take	measures	to	deal	with	the	risks	of	explosion.	In	addition,	as	required	in	item	1.0.2	of	the	Directive,	equipment
and	protective	systems	must	be	designed	and	manufactured	after	due	analysis	of	possible	operating	faults	in	order	as	far	as	possible	to	preclude	dangerous	situations.	Bearing	in	mind	these	commitments	resulting	from	the	correct	application	of	ATEX	100a	Directive	requirements,	a	methodology	on	risk	assessment	should	not	only	deal	with	designing
and	constructing	aspects	but	also	identify	the	information	which	has	to	be	supplied	for	safe	use.	Thus	the	risk	assessment	should	cover	all	aspects	of	the	use	of	the	equipment	including,	for	example,	start	up,	shut	down	and	possible	disturbances	to	ensure	that	the	various	safeguards	and	/	or	safety	barriers	are	effective	and	that	the	user/operator	is
aware	of	the	safety	concepts	and	their	operation.	It	is	in	both	the	manufacturer’s	and	user’s	interest	to	establish	a	common	methodology	for	achieving	safety,	reliability	and	efficacy	in	functioning	and	operating	of	equipment	and	protective	systems	with	respect	to	the	risks	of	explosion.	In	this	respect,	risk	assessment	is	a	tool	which	provides	the
essential	link	between	manufacturers	and	users.	Whereas	the	products	must	be	used	in	accordance	with	the	equipment	group	and	category	and	with	all	the	information	supplied	by	the	manufacturer,	often	the	severity	or	consequences	of	an	incident	can	only	be	defined	by	the	users	themselves.	Thus	both	the	knowledge	base	of	the	manufacturer	plus
the	plant	specific	experience	of	users	is	required	to	carry	out	an	effective	risk	assessment.	Detailed	harmonised	standards	cannot	be	developed	for	all	types	of	assemblies,	therefore	this	standard	is	intended	to	help	the	manufacturer	carry	out	a	risk	assessment	and	to	select	one	or	more	appropriate	methods	of	risk	assessment.	The	same	methods	may
also	be	applied	by	the	user,	where	he	is	responsible	for	designing	and	building	a	process	plant,	using	components	bought	from	many	sources.	In	this	case	a	risk	assessment	is	also	required	as	part	of	the	explosion	protection	document	required	under	the	ATEX	137	Directive.	In		this		context		this		standard		is		a		guideline		for		explosion		prevention	
and	protection	by	means	of	risk	assessment.	It	sets	the	structure	of	what	needs	to	be	done	with	respect	to	the	Risk	Assessment	of	Equipment	and	Unit	Operations	for	use	in	potentially	explosive	atmospheres	and	an	indication	of	how	to	do	this.	A	detailed	description	of	how	to	carry	out	a	Risk	Assessment	of	a	specific	type	of	equipment	will	be	reserved
to	Type	C	standards.	It’s	important	to	recognise	that	the	ATEX	100a	Directive	defines	various	categories	of	equipment	which	must	be	capable	of	functioning	to	the	required	level	of	protection	measures	in	conformity	with	the	operational	parameters	established	by	the	manufacturer.	It	follows	that	the	performance	of	the	protection	measures	as	well	as
the	conditions		of		operation		are		aligned		to		the		protection		level		required		by		the	various		categories.		Therefore		there		exists		a		relation		between		categories,	performance	and	conditions	of	operation	(see	table	1).	It	is	clear	that	before	a	risk	assessment	can	be	carried	out,	the	manufacturer	must	decide	which	category	of	equipment	is	to	be
achieved	taking	into	account	the	protection	level	required	and	its	intended	use.	The	way	in	which	the	categorisation	has	been	developed	highlights	one	of	the	main	distinctions	of	Group	I	and	II.	For	Group	I,	the	categorisation	depends	on,	amongst	other	factors,	whether	the	mining	equipment	is	to	be	de-energised	in	the	event	of	an	explosive
atmosphere	occurring.	For	Group	II,	it	depends	on	which	“Zone”	the	equipment	is	intended	to	be	used	in,	and	whether	a	potentially	explosive	atmosphere	is	always	present,	or	is	likely	to	occur	for	a	long	or	a	short	period	of	time.	The	“Zone”	indicates	the	likelihood	that	a	potentially	explosive	atmosphere	is	present	i.	e.	whether	it	is	always	present,
present	for	a	long	period	of	time	or	seldom	present.	The	definitions	for	the	different	zones	for	both	gas	and	dust	atmospheres	is	given	in	EN	1127-1.	LEVEL	OF		PROTECTION	CATEGORY	Group	I	Group	II	PERFORMANCE	OF		PROTECTION	CONDITIONS	OF		OPERATION	Very	High	M1	Two	independent	means	of	protection	or	safe	even	when	two
faults	occur	independently	of	each	other.	Equipment	remains	functioning	when	explosive	atmosphere	present	High	M2	Suitable	for	normal	operation	and	severe	operating	conditions	Equipment	de-	energised	when	explosive	atmosphere	present	Very	High	1	Two	independent	means	of	protection	or	safe	even	when	two	faults	occur	independently	of
each	other.	Equipment	remains	functioning	in	Zones	0,	1,	2	and	20,	21,	22	High	2	Suitable	for	normal	operation	and	frequently	occurring	disturbances	or	equipment	where	faults	are	normally	taken	into	account	Equipment	remains	functioning	in	Zones	1,2	and/or	21,22	Normal	3	Suitable	for	normal	operation	Equipment	remains	functioning	in	Zone	2
and/or	22	Table	1:	Various	categories	of	equipment	in	conformity	with	certain	levels	of	protection	1.			Scope	A	methodology	on	Risk	Assessment	should	consider	the	risk	of	harm	to	human	as	well	as	environmental	and	property	damage	resulting	from	explosion	risks.	In	the	case	of	an	undesired	event	the	effective	range	of	an	explosion	often	depends	on
a	multiplicity	of	factors	some	of	which	are	not	easy	to	anticipate.	This	standard	establishes	general	principles	for	the	procedure	known	as	risk	assessment	when	explosive	atmospheres	are	present	for	any	reason	and	can	create	hazardous	situations.	The	knowledge	and	experience	of	the	design,	use,	incidents,	accidents	and	damage	related	to	these
situations	are	brought	together	in	order	to	assess	the	risks	during	all	phases	of	the	life	of	an	item	of	equipment	or	protective	system.	The	type	of	equipment	that	the	methodology	is	aimed	at	comprises	all	products	covered	by	the	ATEX	100a	Directive.	The	term	“product”	covers	equipment,	machines,	protective	systems,	apparatus,	devices,	components
and	their	combinations.	Products	can	be	divided	as	follows:	1.		Components,	-	these	can	be	considered	to	include	bearings,	terminals,	flameproof	enclosure,	heating	elements	2.		Equipment,	–	this	can	be	considered	to	include	small	discrete	items	such	as	motors,	gearboxes,	brakes,	switches,	lights,	pumps	3.		Complete	machines	or	equipment,	–	these
can	be		considered	to	be	characterised	by	fairly	simple	controls,	such	as	vacuum	cleaner,	aerosol	can	filling	machine,	spray	dryer,	bucket	elevator	4.		Complex	products,	-	these	can	be	considered	to	be	characterised	by	complex	controls,	perhaps	with	incorporated	protective	systems	etc.	and	made	up	of	several	discrete	items,	such	as	petrol	pump,	self-
contained	distillation	unit,	lift	truck,	oilseed	extraction	plant	5.		Autonomous	protective	systems,–	these	can	be	considered	to	include	flame	arrestors,	pressure-relief	systems,	explosion	suppression	systems,	explosion	decoupling	systems,	etc.	The	complexity	of	a	risk	assessment	will	be	different	for	different	types	of	products.	For	a	simple	product	like	a
friction	clutch,	where	all	the	failure	modes	can	be	readily	identified,	the	risk	assessment	will	be	simple.	Some	of	the	more	complex	techniques	described	in	this	standard	will	then	not	be	applicable,	however	the	basic	methodology	described	remains	applicable	and	should	be	applied.	It	should	be	recognised	that	components	being	safe	and	explosion
proofed	are	necessary			for			the			safe			functioning			of			ATEX			products.			However,			safe	components	do	not	guarantee	explosion	prevention	and	protection	of	ATEX	products	even	if	the	components	have	undergone	successful	testing.	Therefore,	the	ATEX	100a	Directive	requires	in	Annex	II,	1.6:	Integration	of	safety	requirements	relating	to	the
system”.	This	includes,	for	example,	that	the	interface		must		be		safe,		when		ATEX		products		are		intended		for		use		in	combination	with	other	equipment	and	protective	systems.	Furthermore,	equipment	and	protective	systems	must	be	designed	and	constructed	in	such	a	way	as	to	prevent	hazards	arising	from	connections.	In	addition,	the	ATEX
100a	Directive	requires	that	any	misuse	which	can	reasonably	be	anticipated	must	be	taken	into	consideration	in	the	evaluation	of	the	hazard.	The	philosophy	underlying	the	principles	of	explosion	prevention	and	protection	are	described	in	chapter	4	of	this	standard	while	chapter	5	provides	a	detailed	description	of	the	steps	involved	in	risk
assessment.	A	brief	review	of	the	different	methods	and	techniques	which	can	be	used	and	their	range	of	applicability	is	given	in	chapter	6.	Annex	VI	gives	information	and	examples	on	how	the	risk	assessment	methodology	can	be	applied	in	practice.	12	2.		Normative	references	This	European	Standard	incorporates,	by	dated	or	undated	reference,
provisions	from	other	publications.	The	publications	are	listed	hereafter.	For	dated	references,	subsequent	amendments	to	or	revisions	of	any	of	these	publications	apply	to	this	European	Standard	only	when	incorporated	in	it	by	amendment	or	revision.	For	undated	references	the	latest	edition	of	the	publication	referred	to	applies.	EN	292-1,	1991
Safety	of	machinery	–	Basic	concepts,	general	principles	for	design	–	part	1:	Basic	terminology,	methodology	EN	292-2,	1991	Safety	of	machinery	–	Basic	concepts,	general	principles	for	design	–	part	2:	Technical	principles	and	specifications	EN	954-1,	1996	Safety	of	machinery	–	Safety	related	parts	of	control	systems	–	Part	1:	General	principles	for
design	EN	1050,	1996	Safety	of	machinery	–	Risk	assessment	The	RASE	Project																																														Final	Methodolgy																																																										RASE2000	Explosive	atmospheres	–	Explosion	prevention	and	protection	Part	1:	Basic	concepts	and	methodology	prEN	13463-1	Non-electrical	equipment	for	potentially	explosive
atmospheres	Part	1:	Basic	methodology	and	requirements	EN	50014								Electrical		apparatus		for		potentially		explosive		atmospheres		–	General	requirements	IEC	60812							Analysis	techniques	for	system	reliability-procedure	for	failure	mode	and	effects	analysis	(FMEA)	IEC	61025							Fault	Tree	Analysis	(FTA)	IEC	61882,	Ed.	1		Hazard		and
	operability		(HAZOP)		studies		–		Guide		word	approach	Note:	This	list	is	not	exhaustive	other	normative	references	may	also	apply	3.			Definitions	For	the	purpose	of	this	standard	the	following	terms	shall	have	the	meanings:	Risk:		Function		of		Severity		(elements:		possible		harm		for		the		considered	explosion	hazard)	and	Probability	of	occurrence	of
that	harm	(elements:	frequency	and	duration	of	exposure,	probability	of	occurrence	of	hazardous	event,	possibility	to	avoid	or	limit	the	harm).	Risk	Assessment:	A	series	of	logical	steps	to	enable,	in	a	systematic	way,	the	examination	of	the	hazards	associated	with	unit	operations	and	equipment.	Hazard	Identification:	A	systematic	procedure	for
finding	all	of	the	hazards	which	are	associated	with	the	unit	operations	and	equipment.	The	process	of	determining	what,	why	and	how	things	can	happen.	Risk		Estimation:		Determination		of		the		frequency		at		which		the		identified	hazards	could	be	realized	and	give	rise	to	specified	levels	of	severity.	Risk	Evaluation:	Comparison	of	the	risk
estimated	with	criteria	in	order	to	decide	whether	the	risk	is	acceptable	or	whether	the	unit	operations	and/or	equipment	design	must	be	modified	in	order	to	reduce	the	risk.	Risk	Reduction	Option	Analysis:	The	final	step	of	risk	assessment	is	the	process	of	identifying,	selecting	and	modifying	design	changes	which	might	reduce	the	overall	risk	from
unit	operations	and	equipment.	Residual	Risk:	The	remaining	level	of	risk	after	all	actions	have	been	taken	to	reduce	the	probability	and	consequence	of	risk.	Risk	Factor:	The	individual	elements	which	comprise	and	influence	the	likelihood	of	a	certain	event	occurring,	e.	g.	the	frequency	and	duration	of	the	exposure	of	persons	to	the	hazard;	the
probability	of	occurrence	of	a	hazardous	event;	the	technical	and	human	possibilities	to	avoid	or	limit	the	harm	(e.	g.	awareness	of	risks,	reduced	speed,	emergency	stop	equipment,	enabling	device).	Risk			Management:		The		systematic		application		of		management		policies,	procedures	and	practices	to	the	tasks	of	identifying,	analysing,	monitoring
and	controlling	risk.	Fatal	Accident	Rate:	Number	of	fatalities	per	100	million	hours	of	exposure,	interpreted	for	workers	as	the	number	of	deaths	per	1000	people	involved	in	an	activity	during	the	working	lifetime	of	105	hours.	4.		Aspects	on	how	to	influence	explosion	risks	In	principle,	an	explosion	can	take	place	if	a	number	of	conditions	are
simultaneously	satisfied.	These	conditions	are	dealt	with	by	the	ATEX	100a	Directive	which	defines“explosive	atmospheres”	as:	Mixture	with	air,	under	atmospheric	conditions,	of	flammable	substances	in	the	form	of	gases,	vapours,	mists	or	dusts	in	which,	after	ignition	has	occured,	combustion	spreads	to	the	entire	unburned	mixture.	Consequently,
any	assessment	of	explosion	risks	shall	be	based	on	-						the	likelihood	that	explosive	atmospheres	will	occur	and	their	persistence,	-						the	likelihood	that	ignition	sources	will	be	present	and	become	effective,	-						the	scale	of	the	anticipated	effects.	In	this	respect	the	following	items	are	of	particular	importance:	design	and	construction	of	ATEX
products	substances	used	processes	possible	interactions	To	help	visualise	what	is	going	on,	a	generic	fault	tree	of	accident	causation	is	provided	(figure	one).	It	should	encourage	the	analyst	at	a	very	early	stage	to	speculate	how	a	particular	situation	could	arise	or	what	may	ensue	from	such	a	situation	and	hence	identify	causes	or	outcomes	of
undesired	events.	Damage/	injuries	and	Explosion											Failed	mitigation	and	Ignition																																												Failed	suppression	and	Explosive	atmosphere	either	pre-existing	or	produced	or	Ignition	source	or	normal	operation	abnormal	operation													normal	operation	mal-	function	rare	malfunction	Figure	one:	Generic	Fault	Tree	of	Accident
Causation	Before	starting	the	analysis	the	following	aspects	need	to	be	considered	when	establishing	elements	of	risk:	-						Persons	exposed	-						Type,	frequency	and	duration	of	exposure	-						Human	factors	-						Reliability	of	safety	functions	-						Possibility	to	defeat	or	circumvent	safety	measures	Persons	exposed	Risk	estimation	shall	take	into
account	all	persons	exposed	to	the	hazards.	This	includes	operators	and	other	persons	for	whom	it	is	reasonably	foreseeable	that	they	could	be	affected	by	the	explosion	event.	Type,	frequency	and	duration	of	exposure	The	estimation	of	the	exposure	to	the	hazard	under	consideration	requires	analysis	of	and	shall	account	for	all	modes	of	operation
and	methods	of	working.	In	particular	this	affects	the	need	for	cleaning,	fault	finding	and	maintenance.	The	risk	estimation	shall	account	for	situations	when	it	is	necessary	to	suspend	safety	functions	(e.	g.	during	maintenance).	Human	factors	Human	factors	can	affect	risk	and	shall	be	taken	into	account	in	the	risk	estimation.	This	may	include	some
of	the	following	aspects:	interaction	of	persons	with	the	ATEX	products;	interaction	between	persons;	psychological	aspects;	(e.	g.	resistance	to	incentives	not	to	deviate	from	prescribed	and	necessary	safe	working	practices.)	design	of	the	products	in	relation	to	ergonomic	principles;	capacity	of	persons	to	be	aware	of	risks	in	a	given	situation
depending	on	their	training,	experience	and	ability.	Training,	experience	and	ability	can	affect	the	risk,	however	none	of	these	factors	are	to	be	used	as	a	substitute	for	hazard	elimination,	risk	reduction	by	design	or	safeguarding	where	these	measures	can	be	implemented.	Reliability	of	safety	functions	Risk	estimation	shall	take	account	of	the
reliability	of	components	and	systems.	Those	identified	as	part	of	safety	critical	functions	need	special	attention.	Estimation	shall:	identify	the	circumstances	which	can	result	in	harm	(e.	g.	component	failure,	power	failure,	electrical	disturbance);	when	appropriate	use	quantitative	methods	to	compare	alternative	safety	measures;	provide	information
to	allow	the	selection	of	appropriate	safety	functions,	components	and	devices.	When	more	than	one	safety	related	device	contribute	towards	a	safety	function,	the	selection	of	these	devices	shall	be	consistent	in	terms	of	reliability	and	performance.	When	safety	measures	include	work	organisation,	correct	behaviour,	attention,	application	of	personal
protective	equipment,	skill	or	training,	the	relatively	low	reliability	of	such	measures	as	compared	to	proven	technical	measures	shall	be	taken	into	account	in	the	risk	estimation,	and	shall	be	considered	when	re-	estimating	the	risk	during	risk	reduction	option	analysis.	Possibility	to	defeat	or	circumvent	safety	measures	Risk	estimation	shall	take
account	for	the	possibility	to	defeat	or	circumvent	safety	measures,	whether,	for	example:	the	safety	measure	slows	down	production,	or	interferes	with	any	other	activities	or	a	user’s	preferred	way	of	working;	the	safety	measure	is	difficult	to	use;	persons	other	than	the	operator	are	involved	(e.	g.	cleaning,	maintenance)	Risk	estimation	shall
consider	whether	the	safety	measures	can	be	maintained	in	the	condition	necessary	to	provide	the	required	level	of	protection.	5.	Risk	Assessment	Procedure	A	Risk	assessment	methodology	should	consider	all	risk	factors	including	unexpected	parameters.	The	methodology	needs	to	answer	the	following	basic	questions:	What	do	we	know?	What	is
the	risk?	Do	we	have	an	incident	waiting	to	happen?	What	action	can	we	take?	What	can	go	wrong?	What	are	the	potential	consequences?	How	likely	is	it	to	happen?	What	is	the	chain	of	events	which	could	lead	to	harm?	Can	we	tolerate	the	potential	consequences	at	the	estimated	likelihood?	What	are	the	benefits	and	costs	of	alternative
technologies?	For	the	purpose	of	this	standard	risk	assessment	comprises	in	principle	five	steps	including	the	determination	of	intended	use	(figure	two):	-						Determination	of	intended	use	(Functional	/	State-Analysis)	-						Identification	of	hazards,	hazardous	situations	and	hazardous	events	-						Risk	estimation	of	consequences	/	likelihood	-						Risk
evaluation	-						Risk	reduction	option	analysis	Risk	Assessment	should	follow	the	step-approach	in	that	order	of	preference	given.	The			first			three			steps		of			risk			assessment		(determination,		identification,	estimation)	are	often	referred	to	collectively	as	risk	analysis.	Risk	assessment	is	an	iterative	process.	If,	after	risk	has	been	evaluated,	the
decision	is	made	that	the	risk	needs	to	be	reduced	it	is	necessary	to	re-estimate	the	risk.	A	decision	can	then	be	made	as	to	whether	the	measures	taken	have	reduced	the	risk	to	an	acceptable	level.	It	is	also	essential	to	check	that	the	measures	used	to	reduce	risk	have	not	themselves	introduced	any	new	hazards.	Therefore	a	feedback	loop	from	Risk
Reduction	Option	Analysis	to	Hazard	Identification	has	to	be	made.	Determination	of	intended	use	Hazard	identification	Risk	analysis	Risk	assessment	Risk	estimation	of	consequences	/	likelihood	Risk	evaluation	Risk	reduction	option	analysis	Figure	two:	–	Fundamental	Steps	of	Risk	Assessment	5.1		Determination	of	intended	use	The	step-approach
needs	to	be	carried	out	with	an	understanding	of	the	functioning	of	the	equipment	and/or	unit	operations	and	the	way	in	which	an	incident	or	an	accident	develops.	5.1.1	Description	of	the	system	The	first	stage	in	assessing	the	risk	of	a	system	or	piece	of	equipment	is	to	determine	its	intended	use.	As	the	risk	of	an	explosion	comes	from	both	the
equipment	itself	and	the	products	being	handled,	both	the	characteristics	of	the	equipment	and	those	of	the	product	need	to	be	documented.	5.1.1.1	Equipment	characteristics	The	characteristics	of	the	equipment	relevant	to	achieving	its	desired	function	should	be	described	–	this	should	include	aspects	relevant	to	it	acting	as	an	ignition		source
	including		for		example		materials		of		construction		and		the	formation	of	explosive	atmospheres	(see	Annex	I).	5.1.1.2	Product	characteristics	The	flammability	and	explosivity	characteristics	of	the	materials	being	handled	should	be	listed	(see	Annex	II).	5.1.2	Functional	/	State	Analysis	For	complex	pieces	of	equipment	it	is	an	advantage	to	establish
an	Equipment	/	Process	Flow	Diagram	in	the	light	of	a	Functional	/	State-Analysis	with	the	inclusion	of	energy	levels	(i.	e.	temperatures,	pressures	etc.)	for	each	phase	of	the	equipment’s	operation.	Such	a	diagram	helps	the	assessor	to	consider	and/or	to	define	the	status	of	the	materials	being	handled	and	the	availability	of	equipment	itself	being
available	(figure	three).	In	addition,	such	a	flow	diagram	not	only	helps	to	define	the	intended	use	but	can	also	be	used	as	a	key	part	of	the	iterative	risk	assessment	process.	It	refers	the	ATEX	product	characteristics	to	energies	involved	and/or	the	operating	state	as	well	as	the	physical	state	of	the	substance.	Following	this	approach	there	are
linkages	depending	on	function	and	/	or	depending	on	effects	between	the	input	and	the	output	within	such	a	risk	assessment	process.	Thus	the	analyst	is	able	to	determine	what,	why	and	how	things	can	happen,	especially	when	dealing	with	complete	machines	or	more	complex	products.	The	diagram	is	based	on	the	fact,	that	any	ATEX	product	has
limits	to	its	functionality	and	to	its	use,	especially	the	intended	use,	its	lifetime	and	space	it	occupies	(configuration).	physical	state	of	the	substance	solid,	grains,	dusty,	gaseous,	liquid,	emulsion,	paste-like	unit	operations	grinding,	mixing,	fluidizing,	spraying,	drying,	evacuating,	storing,	transporting			energies/	operating	state	dynamics,	statics,
pressure,	temperature	input	solid					S1	dusty			S2	liquid										S3	paste-like			S4	A																											E1		heating	V1	B																											E2		cooling	V2	E3	V3	D																											E4	Vn	Sn																											XYZ																									En	output	S:	physical	state	of		the	substance								A...XYZ:	unit	operations	E:	energy/operating	state	V:	linkage	(depending	on
function/depending	on	effect)	Figure	three:	Functional	Analysis	of	Unit	Operations	These	limits	form	part	of	constituent	elements	or	parameters	which	need	to	be	taken	into	account	in	any	phase	of	the	Functional/State-Analysis.	These	constituent	elements	can	be	used	to	evaluate	for	example,	·			phases	of	equipment	life	·			limits	in	terms	of	use,	time,
space	·			accurate	definition	of	the	function	·			selection	of	material	used	to	construct	·			combustion	properties	When	defining	these	limits,	the	following	items	have	an	important	impact,	for	example,	in	terms	of	use,	time	and	space:	Intended	use:	product,	capacity,	load	rate	of	utilisation,	foreseeable	misuse	Life	time:	abrasion,	corrosion,	parameters	of
process	like	ageing	by	temperature,	pressure,	vibration,	characteristics	of	substances,	maintenance,	change	of	use,	change	of	environment;	Configuration:	range	of	movement,	space	requirement,	location,	volume,	confinement,	weight,	kind	of	interconnections	5.2		Identification	of	hazards,	hazardous	situations	and	hazardous	events	There	is	rarely,	if
ever,	a	single	cause	of	a	hazardous	situation	or	hazardous	event.	Although	the	immediate	cause	may	be	a	simple	hardware	failure	or	operator	error,	other	events	will	have	also	occured	which	assist	the	development	of	the	accident.	Such	events	include	undetected	failure	of	protective	systems,	ergonomic	problems	or	an	organisation	in	which	safety	is
not	given	priority.	In	many	ways,	hazard	identification	is	the	most	important	part	of	any	risk	assessment.	However	in	order	to	successfully	carry	out	this	step	the	previous	step	must	have	accurately	defined	the	equipment	in	sufficient	detail.	Once	a	hazard	has	been	identified,	the	design	can	be	changed	to	minimise	it,	whether	or	not	the	degree	of	risk
has	been	estimated;	unless	the	hazard	is	recognized	it	cannot	be	addressed	in	the	design.	A	full	understanding	of	its	intended	use	and	foreseeable	misuse	is	also	of	prime	importance	during	this	step.	A	project	or	a	process	has	an	acceptably	safe	design	when	one	judges	that	adequate	preventive	or	protective	measures	have	been	taken.	The	term
“adequate	measures”,	refers	to	generally	accepted	safety,	engineering,	scientific,	production,	operational,	and	maintenance	procedures	in	relation	to	the	risks	involved.	The		risks	considered	may	be	of	harm	to	people,	or	cause	damage	to	the	plant	or	environment.	The	system	should	be	examined	to	determine	which	ignition	sources	are	present.	Table
2a	contains	a	list	of	possible	ignition	sources	provided	in	EN	1127.	Where	such	an	ignition	source	can	occur	in	the	system	this	should	be	noted	in	the	‘Relevant’	column	of	the	table.	For	example	if	there	are	no	Ultrasonic	discharges	possible	in	the	system	then	a	‘No’	would	be	entered	in	the	‘Relevant’	column.	The	relevant	individual	ignition	sources
should	then	be	considered	with	respect	to	the	potentially	explosive	atmospheres	present	and	where	appropriate	a	decision	made	as	to	whether	they	are	significant	to	the	complete	system	and	must	be	considered	in	the	risk	assessment.	For	example	if	electrostatic	brush	discharges	are	possible	in	the	system	but	there	are	no	explosible	gas	or	vapour
atmospheres	present	and	the	ignition	energy	of	the	explosible	dust	atmosphere	being	handled	is	100	mJ	then	a	‘Yes’	would	be	entered	in	the	‘Relevant’	column	and	‘No	–	MIE	dust	cloud	100	mJ’	would	be	entered	in	the	‘Significant’	column.	The	main	aim	of	hazard	identification	is	that	all	possible	hazards	are	found	and	none	are	missed.	This	may	be
facilitated	by	the	use	of	more	than	one	method	and/or	technique.	The	main	output	from	the	hazard	identification	stage	is	a	numbered	listing	of	hazardous	events	recorded	as	in	table	2b,	which	could	result	from	the	unit	operations	and	equipment	involved	as	an	input	to	the	risk	estimation	stage.	Ignition	sources	Possible	Relevant	(Yes/No)	Significant
(include	reason)	Hot	surface	flames	and	hot	gases	(including	hot	particles)	Mechanically	generated	sparks	Electrical	apparatus	Stray	electric	currents,	cathodic	corrosion	protection	Static	electricity:	Corona	discharges	Brush	discharges	Propagating	brush	discharges	Cone	discharges	Spark	discharges	Lightning	Radio	frequency	(RF)	electromagnetic
waves	from	104	Hz	to	3	x	1012	Hz	Electromagnetic	waves	from	3	x	1011	Hz	to	e	x	1015	Hz	Ionizing	radiation	Ultrasonics	Adiabatic	compression	and	shock	waves	Exothermic	reactions,	including	self-ignition	of	dusts	Table	2a:	List	of	Ignition	Sources	25	Explosive	Atmosphere	Ignition	Source	Ref.	Type	Frequency	of	occurence	or	release	Location	Type
Cause	Likelihood	Effective-	ness	of	ignition	sources	1	Mixture	with	air	of	flammable	hexane	vapour	for	a	short	period	only	at	the	end	of	the	filling	outside	filling	manhole	stirrer	motor	surface	overload	of	the	motor	During	malfunction	High	as	surface	temperature	>	ignition	temperature	2	Cloud	of	explosible	sugar	dust	Present	frequently	in	normal
operation	inside	elevator	housing	Friction	sparks	in	bucket	elevator	Baskets	rubbing	on	housing	Occasionally	in	normal	operation	Low	due	to	slow	bucket	speed	etc.	Table	2b:	Record	of	Hazard	Identification	The	hazard	identification	should	analyse	the	system	to	identify	all	possible	occurrences	of	a	potentially	explosive	atmospheres.	the	type	of
explosive	atmosphere	which	could	occur	should	be	recorded	in	the	‘Type’	column	of	the	table.	The	operation	which	causes	its	occurrence	and	an	indication	of	the	frequency	or	when	it	will	occur	is	recorded	in	the	‘Frequency	of	occurrence	or	release’	column	while	the	location	where	it	occurs	in	the	system	is	recorded	in	the	‘Location’	column.	Similarly
any	significant	ignition	source	which	could	cause	the	ignition	of	the	explosive	atmosphere	should	be	entered	in	the	corresponding	‘Type’	column	together	with	the	cause	and	likelihood	of	occurrence.	Finally	the	effectiveness	of	the	ignition	source	in	causing	ignition	of	the	explosive	atmosphere	(ranked	as	high,	medium,	low)	together	with	the	reason	is
entered	in	the	final	column.	The	likelihood	of	occurrence	of	the	ignition	source	can	be	used	as	a	means	to	determine	the	equipment	category	for	the	final	classification	of	the	equipment	in	terms	of	the	ATEX	100a	Directive.	Where	the	risk	assessment	of	a	protective	system	is	to	be	carried	out	the	risk	assessment	has	to	include	the	identification	and
possible	consequences	of	faults	in	the	operation	of	the	protective	system.	The	error	types	from	HHEA	techniques	described	in	Annex	V	could	facilitate	this	exercise.	This	should	be	carried	out	in	addition	to	the	hazard	identification	procedure	outlined	above	to	determine	the	possibility	of	the	protective	system	causing	ignition	of	the	explosive
atmosphere.	The	results	of	this	assessment	should	be	recorded	in	a	table	as	follows:	Ref.	Deviation	from	intended	operation	Possible	reason	Consequence	1	No	opening	at	defined	pressure	Wrong	spring	mechanism	Overpressure	to	high	2	No	opening	at	defined	pressure	Jammed	spring	mechanism	Overpressureto	high	etc.	There	might	be	subsidiary
outputs	from	the	hazard	identification,	for	example,	a	list	of	possible	protective	measures	against	the	hazards	which	have	been	identified.	These	lists	can	be	used	also	in	the	risk	evaluation	and	risk	reduction		steps	of	the	risk	assessment.	Identification	shall	always	be	carried	out	for	each	hazard,	hazardous	situation	and	hazardous	event.	In	the
assessment	of	the	combustion	properties	and	the	likelihood	of	occurrence	of	a	hazardous	explosive	atmosphere	logic	diagrams	are	useful	tools.	They	ask	questions	relating	to	the	materials	and	substances	processed,	used	or	released	by	equipment.	Safety	data	always	plays	an	important	role	in	this	context,	for	example,	flammability	limits	or	relevant
data	characterizing	the	behaviour	of	the	explosive	atmosphere	(figures	four	and	five).	IS	MATERIAL	HANDLED	POTENTIALLY	EXPLO	SIBLE	?	NO	DETERMINE	FLA	SH	POINT	(L)	OR	FLAMMABILITY	LIMIT	S	(G)	IS	FLAME	PROPAGATION	OBSERVED	?	YE	S	CONSIDER	GAS	EXPLO	SION	POSSIBLE	NO	ARE	THERE	HAZARDS	BECAUSE	OF
PROCESS	CONDITION	S	?	CONSIDER	T	,P,etc	NO	YE	S	IS	A	BASIS	FOR	SAFETY	PO	SSIBLE	?	EXAMINE	POSSIBLE	BASIS	OF	SAFETY	FOR	EACH	UNIT	AND	IT	S	INTERACTION	WITH	THE	RE	ST	OF	SYSTEM	NO									MODIFY	THE	DE	SIGN	OF	THE	PROCESS	DETERMINE	FLA	SH	POINT	(L)	OR	FLAMMABILITY	LIMIT	S	(G)	AT	P	ROCESS
CONDITION	S	YE	S	PERFORM	NECESSARY	BACK	UP	WORK	TO	ACHIEVE	BASIS	OF	SAFETY	IS	FLAME	PROPAGATION	OBSERVED	?	NO	WRITE	BA	SIS	OF	SAFETY	FOR	DE	SIGN	AND	OPERATION	Figure	four:	Logic	diagram	for	testing	and	design	to	identify	gas	explosion	hazards	IS	MATERIAL	HANDLED	POTENTIALLY	EXPLOSIBLE		?	NO
VERTICAL	TUBE	TEST	CONSIDER	DUST	EXPLOSION		POSSIBLE	IS	FLAME	PROPAGATION	OBSERVED	?	NO	YES	IS	A	BASIS	FOR	SAFETY	POSSIBLE	?	EXAMINE	POSSIBLE	BASIS	OF	SAFETY	FOR	EACH	UNIT	AND	ITS	INTERACTION		WITH	THE	REST	OF	SYSTEM	NO										MODIFY	THE	DESIGN	OF	THE	PROCESS	IS	DUST	IN	PROCESS
DRIER	OR	FINER	THAN	TE	STED	?	NO	YES	DRY	DUST,	SIEVE	AND	USE	63uM	OR	FINEST	DUST	VERTICAL	TUBE	TEST	YES	PERFORM	NECESSARY	BACK	UP	WORK	TO	ACHIEVE	BASIS	OF	SAFETY	IS	FLAME	PROPAGATION	TE	ST	DUST	IN	20L	SPHERE	(11)	USING	2KJ	IGNITION	SOURCE	OR	1m³	VESSEL	WITH	10	KJ	IGNITION	SOURCE	IS
PRESSURE	RISE	GREATER	THAN	0,5	BAR	G	FOR	DUST	CONCENTRATIONS		ACROSS	EXPLOSIBLE	RANGE	?	YES	IS	PROCESS	ABOVE	110°C	?	IS	DUST	TO	BE	SUBJECTED	TO	TEMPERATURES	GREATER	THAN	110°C	?	YES	FURNANCE		TEST	AT	800°C	(OR	AT	TEMP	OF	PROCESS	WITH	LOCALISED	IGNITION	SOURCE)	WRITE	BASIS	OF
SAFETY	FOR	DESIGN	AND	OPERATION	NO	DUST	EXPLOSION	HAZARD	IS	FLAME	PROPAGATION	NO																										OBSERVED	?	YES	Figure	five:	Logic	Diagram	for	testing	and	design	to	identify	dust	explosion	hazards	5.3			Risk	Estimation	In	principle,	Risk	Estimation	shall	be	carried	out	for	each	explosion	hazard	or	every	hazardous	event	in
turn	by	determining	the	elements	of	risk	(see	definition	in	chapter	3)	after	Hazard	Identification.	The	risk	associated	with	a	particular	situation	or	technical	process	is	derived	from	a	combination	of	these	elements.	Risk	in	terms	of	explosion	safety	is	fundamentally	made	up	of	two	elements:	the	severity	of	the	possible	harm	and	the	probability	of
occurrence	of	that	harm.	The	severity	or	consequence	of	an	explosion	can	often	be	adequately	characterized	however	the	probability	of	its	occurrence	is	usually	more	difficult	to	quantify.	Risk	is	usually	expressed	in	one	of	3	ways:	1.		Qualitatively	for	example	as	high,	medium,	low,	tolerable,	intolerable,	acceptable;	2.		Quantitatively	by	calculating	the
frequency	or	probability	of	some	determined	event	occurring;	3.		Semi-quantitatively	where	elements	of	risk	such	as	consequence,	exposure	and	likelihood	are	given	a	numerical	score	which	are	then	combined	in	some	way	to	give	a	pseudo-quantitative	value	of	risk	which	allows	risks	to	be	ranked	one	against	another.	In	many	situations	it	is	not
possible	to	exactly	determine	all	the	factors	that	effect	risk,	in	particular	those	which	contribute	to	the	likelihood	of	a	specified	event	occuring.	Thus	risk	is	often	expressed	in	a	qualitative	rather	than	a	quantitative	way.	Severity	can	be	expressed	as	defined	levels,	one	or	more	of	which	can	result	from	each	hazardous	event.	Thus	in	terms	of	injuries	or
damage	to	health	or	system	damage	severity	can	be	expressed	as	follows	(figure	six):	catastrophic	major	minor	negligible	In	order	to	estimate	the	frequency	of	each	severity	level	a	screening	technique	can	first	be	applied	to	determine	the	probability	of	each	hazardous	event	in	turn.	The	frequency	of	occurrence	can	be	qualitatively	expressed	as:	-+				
frequent	-+					probable	-+					occasional	-+					remote	-+					improbable	The	definitions	of	the	different	severity	levels	and	frequencies	are	given	in	figure	six.	The	linkage	between	severity	levels	on	the	one	side	and	the	frequency	of	their	occurrence	on	the	other	leads	to	the	matrix	shown	in	figure	six.	The	corresponding	points	in	this	matrix	are
allocated	to	the	risk	levels	A,	B,	C,	and	D.	The	risk	levels	represent	a	ranking	of	the	risk	which	enables	an	evaluation	of	what	further	actions	are	needed	if	any.	Thus:	-+					risk	level	A:																													High	risk	level	-+					risk	level	B:	-+					risk	level	C:	-+					risk	level	D:																													Low	risk	level	SEVERITY	Description	Mishap	Definition
CATASTROPHIC	MAJOR	MINOR	NEGLIGIBLE	Death	or	system	loss.	Severe	injury,	severe	occupational	illness,	or	major	system	damage.	Minor	injury,	minor	occupational	illness,	or	minor	system	damage.	Less	than	minor	injury,	occupational	illness,	or	system	damage.	FREQUENCY	Description	Specific	Individual	Item	Inventory	FREQUENT
PROBABLE	OCCASIONAL	REMOTE	IMPROBABLE	Likely	to	occur	frequently	Will	occur	several	times	in	life	of	an	item	Likely	to	occur	sometime	in	life	of	an	item	Unlikely	but	possible	to	occur	in	life	of	an	item	So	unlikely,	it	can	be	assumed	occurence	may	not	be	experienced	Continuously	experienced	Will	occur	frequently	Will	occur	several	times
Unlikely	but	can	reasonably	be	expected	to	occur	Unlikely	to	occur,	but	possible	RISK	LEVELS	Frequency	of	Occurrence	Severity	Catastrophic	Major	Minor	Negligible	Frequent	A																												A																												A	C	C	Probable	A																												A	B	B	Occasional	A	A	B	B	D	D	D	Remote	C	Improbable	B	C																												C	Figure	six:	Frequency-
Severity	Matrix	relating	to	risk	levels	5.4		Risk	Evaluation	Following	the	estimation	of	the	risk,	Risk	Evaluation	shall	be	carried	out	to	determine	if	Risk	Reduction	is	required	or	whether	safety	has	been	achieved.	It	is	evident	that	if	the	risk	estimation	results	in	a	risk	level	of	A,	the	risk	is	so	high	as	to	be	intolerable	and	additional	risk	reduction
measures	are	required.	Similarly	a	risk	level	of	D	can	be	considered	to	be	acceptable	and	no	further	risk	reduction	is	required.	Thus	the	risk	can	be	described	either	as	Intolerable:	If	the	risk	falls	into	this	category	then	appropriate	safety	measures	must	be	taken	to	reduce	the	risk.	or	as	Acceptable:	If	the	risk	falls	into	this	category	then	no	Risk
Reduction	is	required	and	the	Risk	Assessment	is	complete.	Risk	levels	B	and	C	are	intermediate	levels	and	will	normally	require	some	form	of	risk	reduction	measures	to	make	the	risk	acceptable.	However,	the	degree	of	these	measures	will	be	smaller	and	in	the	case	of	a	risk	level	C,	organisational	risk	reduction	measues	will	often	be	sufficient.
Alternatively	the	process	of	Risk	Evaluation	can	be	carried	out	by	comparing	the	explosion	risks	associated	with	equipment	and	unit	operations	with	those	of	similar	equipment.	In	this	case	it	is	essential	that	the	following	are	comparable:	-						hazards	and	elements	of	risk	-						type	of	equipment,	its	technology	and	operational	limits	-						intended	use
and	the	conditions	of	use	The	application	of	the	comparison	method	does	not	preclude	the	need	for	conducting	a	Risk	Assessment	for	the	specific	conditions	of	use.	5.5		Risk	Reduction	Option	Analysis	Risk	can	seldom	be	reduced	to	zero	in	practice	except	by	eliminating	the	activities.	However,	risks	can	often	be	reduced	further	in	practice.	Options
which	address	the	hazardous	events	that	make	the	greatest	contributions	to	the	total	risk	have	the	greatest	potential	to	reduce	risk.	Effectiveness	in	reducing	risk	always	starts	with	changes	to	the	design	concept,	i.	e.	inherently	safe	design.	Once	the	risk	has	been	estimated	and	evaluated	the	step	of	risk	reduction	option	analysis	shall	lead	to	the	final
decision	whether	or	not	the	solution	found	reduces	the	risk	to	an	acceptable	level.	This	decision	includes	both	the	technological	and	economical	point	of	view	based	on	an	appropriate	classification	of	equipment	category.	If	the	decision	is	that	the	risk	has	not	been	reduced	to	an	acceptable	level	then	the	iterative	process	has	to	be	done	again	after
amending	the	safety	concept.	There	are	many	factors	to	take	into	account	when	analysing	the	options	for	risk	reduction.	The	most	important	is	whether	the	amount	of	risk	reduction	is	sufficient	to	reduce	the	risk	to	tolerable	levels.	The	manufacturer	or	user	may	need	to	reconsider	how	much	the	safety	of	a	design	improves,	if	a	particular	safety
feature	is	included.	It	is	important	during	this	assessment	to	properly	take	into	account	the	effectiveness	of	the	various	options.	This	is	in	terms	of	the	hierarchy	given	in	the	Essential	Health	and	Safety	Requirement	1.1.2,	principles	of	safety	integration,	of	the	Machinery	Directive.	In	general	the	removal	of	a	hazard	is	more	effective	than	safeguarding
it,	which	in	turn	is	more	effective	than		use		of		personal		protective		equipment		or		safe		systems		of		work.		The	reliability	of	any	safeguard	also	needs	to	be	taken	into	account	as	discussed	earlier	in	section	4,	in	particular	any	incentives	for	them	to	be	defeated	or	circumvented.	The	expected	lifetime	of	the	safeguard	must	also	match	that	of	the
equipment	and/or	provision	may	need	to	be	made	for	the	monitoring	and	replacement	of	components	which	will	wear	out.	It	is	obviously	also	important	to	compare	the	cost	effectiveness	of	the	various	options.	In	doing	so	the	following	issues,	which	may	also	have	implications	in	terms	of	providing	incentives	to	defeat	a	safeguard,	need	to	be
considered.	Changes	to:	-	overall	capital	cost,	-	productivity,	-	energy	efficiency,	-	maintenance	costs	-	other	operational	costs.	Note	that	some	options	may	actually	have	beneficial	effects	on	some	of	these.	A	more	reliable	piece	of	equipment	for	example	often	has	lower	maintenance	and	operational	costs	as	well	as	being	more	productive.	Other	issues
which	may	be	relevant	when	comparing	one	option	with	another	are:	Legislative	or	code	of	practice	requirements,	if	a	particular	option	is	required	by	the	law	then	a	very	strong	case	would	be	needed	to	select	an	alternative.	Codes	of	practice	and	industry	guidance	are	also	often	invaluable	sources	of	information	about	the	most	effective	options	for
reducing	specific	risks.	Expected	lifetime	of	the	hazard,	in	the	situation	where	a	hazard	may	only	exist	for	a	short	period,	a	safeguard	designed	to	exist	continuously	may	be	inappropriate.	In		many		cases,		it		is		unlikely	that		any		one		risk		reduction	option		will		be		a	complete	solution	for	a	particular	problem.	Often	Risk	Assessment	of	Unit	Operations
	and		Equipment		will		benefit		substantially		by		a		combination		of	options.	In	this	context	the	step	of	Risk	Reduction	Option	Analysis	becomes	subject	to	Risk	Management	(see	definition	in	chapter	3).	It’s	necessary	to	deal	with	residual	risks	after	all	measures	have	been	taken	to	reduce	the	probability	and	consequence	of	a	specific	hazardous	event.
The	residual	risks	are	those	against	which	risk	reduction	by	design	and	safeguarding	techniques	are	not	–	or	not	totally	–	effective.	The	users	must	be	informed	about	residual	risks.	Instructions	and	warnings	shall,	for	example,	prescribe	the	operating	modes	and	procedures	to	overcome	the	relevant	hazards.	It’s	an	advantage	to	produce	a	written	plan
in	order	to	document	how	the	chosen	options	shall	be	implemented.	What	potential	sources	does	hazard	quantification	show	to	be	present?	NO	Is	the	equipment	connected?	Are	hot	surfaces	present?	NO																											Are	electrostatic	discharges	a	probability?	Can	transport	of	ignition	sources	from	one	item	of	plant	to	another	be	prevented?	YES	Do
standard	tests	show	that	process	dusts	will	not	ignite	on	these	surfaces	YES	Is	frictional	heating	or	mechanical	spark	generation	a	probability?	NO	NO	Perform	the	MIE	test	YES																NO	Consider	hazards	from	conductors	Consider	hazards	from	non-conductors	Design	earthing	Bulk	powder	discharge	Lightning	cloud	discharge	Incendivity	of
sparks	from	plastics	etc.	Earthing	systems	Design	of	process	Examine	other	options	or	combinations	NO																	Can	electrostatic	hazard	be	excluded?	YES	YES	Does	friction	involve	Al,	Mg,	or	Ti?	NO								Can	hazardous	rubbing	friction	or	mechanical	spark	generation	be	avoided?	YES	YES	Is	thermal	decomposition	a	probability?	NO	Do	standard
tests	show	that	process	NO								temperatures	will	not	result	in	self-	accelerated	thermal	reaction	in	dust	deposits?	YES	NO	YES	YES	Does	plant	equipment	(electrics,	Welding	Flame,	Tools	etc)	present	an	ignition	hazard?	NO	Can	plant	design	and	safety	procedures	exclude	possibility	of	ignition	from	equipment	and	maintenance?	YES	Exclusion	of
ignition	sources	Basis	for	safety	to	be	defined	write	basis	of	safety	Figure	seven:	Logic	diagram	for	minimizing	of	ignition	sources	6.		Methods	and/or	techniques	that	could	favourably	be	applied	There	is	no	golden	rule	as	to	which	method	and	/	or	technique	ought	to	be	adopted.			There			are			many			possible			methods			and/or			techniques			for			risk
assessment,	especially	for	hazard	identification.	A	good	hazard	identification	technique	has	the	following	attributes:	-						it	is	systematic,	i.	e.	it	guides	the	users	so	that	all	parts	of	the	system,	all	phases	of	use	and	all	possible	hazards	are	considered:	-						it	employs	brainstorming;	In	principle,	the	identification	techniques	fit	into	three	family
categories:	-							comparative	methodology,	e.	g.	checklists,	codes	-							fundamental	approach,	e.	g.	HAZOP,	FMEA	-							failure	logic	diagrams,	e.	g.	Fault	Tree	Analysis,	Event	Tree	Analysis	The	comparative	methodology	relies	on	experience,	whereas	the	fundamental	methodology	aims	to	discover	all	possible	conditions	and	deviations	in	order	to
identify	those	which	may	be	hazardous.	The	failure	logic	diagram	approach	identifies	and	structures	combinations	or	sequences	of	occurrences	with	accident	potential.	In	general,	methods	and	/	or	techniques	can	be	classified	as:	-						Qualitative:	Both	the	input	to	the	risk	estimation	in	terms	of	categories	for	each	unit	operation	and	equipment	and	the
output	in	terms	of	risk	all	consist	of	qualitative	phrases	such	as	“hazardous	event	is	likely	to	occur”,	“severe	injuries”,	“unacceptable	risk”,	“high	risk”,	“low	risk”	and	so	on.	-						Quantitative:	The	incident	scenario	is	modelled	in	detail,	for	example	using	fault	tree	analysis	and	event	tree	analysis,	so	that	estimates	can	be	made,	using	any	available	data
or	experience	of	the	frequency	or	probability	of	all	possible	events	which	affect	the	overall	frequency	of	a	defined	hazardous	event	or	consequence.	The	results	can	be	directly	compared	with	accident	statistics	in	order	to	either	validate	the	method,	or	to	make	decisions	as	to	whether	the	risk	is	acceptable.	-						Semi-Quantitative:	Input	categories	are
combined	numerically	or	diagrammatically	to	obtain	a	numerical	(pseudo-quantitative)	value	of	risk.	These	values	are	often	then	banded	into	categories	which	are	defined	qualitatively.	Figure	eight	reflects	the	typical	considerations	in	selecting	the	type	of	analysis	and	depth	of	study.	In	addition	table	3	shows	the	objectives	and	attributes	of	each
technique	as	an	aid	to	selecting	the	most	appropriate	technique	or	techniques.	It	should	become	clear	that	the	limitations	of	one	technique	can	be	offset	by	the	advantages	of	others.	By	using	more	than	one	technique	the	possibility	of	overlooking	any	relevant	hazards	is	minimised.	However,	the	additional	time	employed	in	using	more	than	one
technique	needs	to	be	balanced	against	the	increased	confidence	in	the	results.	Most	techniques	which	contain	criteria	to	enable	risk	to	be	evaluated	cover	both	the	risk	estimation	and	evaluation	step.	Some	go	further	and	give	recommen-	dations	for	risk	reduction.	What	is	the	phase	of	the	system‘s	development	What	is	the	objective	of	the	study	What
type	of	system	and	hazard	is	being	analysed?	What	is	the	potential	severity?	What	level	of	resources	is	available?	What	information	is	available	about	the	system?	Will	the	study	need	to	be	updated	in	the	future?	Are	there	regulatory	or	contractual	requirements?	Conceptual	Detailed	design	Upgrade	Selection	of	risk	reduction	measures	Comparison	to
risk	target	Comparison	between	alternatives	Simple	system	Complex	system	Technological	hazards	Large	number	of	fatalities	Single	injury	or	fatality	Environmental	damage	Economic	loss	Limited	time	and	expertise	Extensive	time	and	ability	to	acquire	expertise	Conceptual	design	Detailed	design	Operational	One-time	activity	On-going	activity	No
Limited	choices	No	choices	Figure	eight:	Typical	Consideration	in	Selecting	Type	of	Analysis	and	Depth	of	Study	Technique	Objective	Attributes	Checklists	to			measure			compliance	with	standard	procedures	usually			prepared			from	prior	experience;	generally			identify			com-	mon	hazards;	can			be			applied			to			all	stages	of	a	project	and	to	plant
operations;	can	be	as	detailed	as	necessary	to	satisfy	the	specific	situation;	can	highlight	a	lack	of	basic	information	or	a	situation	that	requires	a	more	detailed	evaluation.	Machinery/Equipment	concept	hazard	analysis	Preliminary	hazard	analysis	to		identify		hazards		that	are	inherent	due	to	the	design							concept							of	machinery	/	equipment	to	be
used	early	in	the	design	stage	to	identify	hazards	and	assess	their	criticality	an	expert	team	applies	a	series		of		key		words		to	each			of			the			functional	parts		of		the		machine		/	equipment	in	order	to	facilitate	brainstorming	of	possible	hazards	the	effectiveness	of	this	technique	is	dependent	on	the	skill	and	expertise	of	the	persons	involved	and	the
preparation	work	(drawing,	record	sheets	etc.)	Hazard	Exposure	Index	/	Category	Rating	a	means	of	rating	risks	by	the	categories	in	which	they	fall	in	order	to	create	prioritised	groups	of	risk	to	rate	the	relative	acute	health	hazard	potential	to	people	in	neighbouring	plants	or	communities	from	possible	chemical	release	incidents	a	simple	technique
which	is	consequence	based	and	independent	of	the	frequency	of	events	results	in	an	index	that	is	suited	for	use	as	a	screening	tool	for	more	sophisticated	process	hazard	analyses	Table	3:	Objectives	and	Attributes	of	Techniques	Technique	Objective	Attributes	Hazardous	human	error	analysis	Human	reliability	to					go					systematically	through	the
operating	procedures	and	to	con-	sider	any	human	error	which	could	lead	to	realisation	of	a	hazard	deals	with	the	impact	of	people	on	system	perfor-	mance	and	evaluates	the	influence	particularly						good						at	identifying	hazards	which	could	result	from	human	error	or	from	the	presence	of	the	operator	key	tasks	relating	to	the	use	of	equipment
need	to	be	listed	Distribution	Risk	Evaluation	identification		of		hazards	and	risks	associated	with	the	distribution	of	products,	by-products,	purchased	materials,	solvents,	catalysts,	and	modifiers	in-depth		qualitative		risk	assessment.	assessment	is	typically	completed	by	a	multi-	functional	team	the	Risk	Review	Team	looks	at	each	movement	and
assesses	potential	exposure	Fault	Tree	Analysis	focuses	on	one	particular	incident	event	and	provides	a	technique	for	determining		causes		of	that	event	can	be	used	as	a	qualitative	tool	to	break	down	an	incident	into	basic	equipment	failures	and	human	errors	but	can	also	be	quantified	if	the	base	events	are	broken	down	into	sufficient	detail	and	data
is	available	and	used	as	part	of	a	Quantified	Risk	Assessment	(QRA)	graphic						model						that	displays	the	various	combinations	of	equip-	ment	and	human	errors	that			can			result			in			the	event	the	solution	is	a	list	of	the	sets	of	equipment	and	human	errors	that	are	sufficient	to	result	in	the	incident	event	of	interest	allows	to	focus	preven-	tive
measures	on	basic	causes	to	reduce	the	probability	of	an	incident	Table	3:	Objectives	and	Attributes	of	Techniques	(continued)	Technique	Objective	Attributes	Concept	safety	and	Standards	review	the	review	identifies	the	essential		health		and	safety			requirements	which	are	relevant	to	unit	operations	and	equipment	identifies	any	relevant	standard
(national,	inter-	national,	European)	to	encourage	inherently	safe	design,	gain	an	appreciation	of	the	likely	hazards	associated	with	the	design	can	be	carried	out	by	an	individual	rather	than	a	team	can	be	used	to	ensure	that	the	design	is	consistent	with	the	published	“state	of	the	art”	for	that	type	of	equipment	at	a	very	early	stage		in		the		design
process	Hazard	and	Operability	Study	(HAZOP)	to	identify	the	hazards	in	a	design	as	well	as	anticipate	any	operational	difficulties	will	only	identify	causes	of	loss	of	containment	not	causes		of		ignition	sources.	formal	systematic	critical	examination	of	the	pro-	cess,				engineering,				and	operating			intentions			of	new	or	existing	facilities	a
multidisciplinary	team	systematically		searches	for		deviations		from	design	and	operating	intentions	using	a	set	of	“guide	words”	this	technique	can	be	applied	to	any	equipment	or	activity	whose	design	intention	can	be	defined	Table	3:	Objectives	and	Attributes	of	Techniques	(continued)	Technique	Objective	Attributes	“What	–	If”	Analysis	to	consider
the	results	of	unexpected	events	that	could	produce	adverse	consequences	to	understand	of	what	is	intended	and	the	ability	to	mentally	combine	or	synthesize	possible	devia-	tions	from	the	design	intention	which	could	cause		an		undesirable	effect	Particularly	good	at	iden-	tifying													equipment			mal-	functions			which				could	lead	to	ignitions
sources.	involves	the	examination	of	possible	deviations	from	the	design,	con-	struction	modifiation,	or	operating	intent	the	review	is	divided	into	specific	areas	such	as	personal	safety,	process	safety,	etc.	a	multidisciplinary	team	examines	the	process	using	“What-If”questions	at	each	handling	or	processing	step	to	determine	the	effect	of	equipment
failure	and	operating	errors	Failure						Mode						and	Effect	Analysis	(FMEA)	Can		be		used		to		analyse	the	ways	in	which	equipment,	particularly	mechanical,	electrical	and	electronic	can	fail.		It	is	particularly	useful	for	looking		at		control	systems.	standard	reliability	engineering	technique,	usually	used	by	a	team	can		be		used		for		any	system	which
can	be	broken	down	into	components	parts	can	be	very	time-con-	suming	for	complex	systems	Common	Mode	Failure	Analysis	to			assess			whether			the	coincidental	failure	of	a	number	of	different	parts	or	components	within	a	system	is	possible	provides		information		on	the	likely	overall	effect	of	coincidental	failure	with-	in	a	system	Table	3:
Objectives	and	Attributes	of	Techniques	(continued)	Technique	Objective	Attributes	Consequence	Analysis	to	estimate	the	potential	impact	of	an	event	on	people,	property	or	the	environment	this	event	might	be,	for	example,	a	flammable	material	release	variables,		such		as	release	scenario,	phy-	sical	properties	of	the	material,	and	atmos-	pheric
conditions,	are	used	with	mathematical	models	to	calculate	the	potential	impact,	of	the	material	as	a	function	of	distance		from		the	release	point	Event	Tree	Analysis	to					translate				different	initiating				events				into	possible	outcomes	a		hazard		identification	and	frequency	analysis	technique		which	employs	inductive	reasoning	Reliability	Block
Diagram	to		evaluate		the		overall	system	reliability	a				frequency				analysis	technique	that	creates	a	model	of	the	system	and	its	redundancies	Delphi	Technique	to						combine						expert	opinions	a		means		that		may	support	frequency	analysis,	consequence	modelling	and	/	or	risk	estimation	Monte-Carlo	simulation	and	other	simulation	technique	to
evaluate	variations	in	input				conditions				and	assumptions	a				frequency				analysis	technique	which	uses	a	model	of	the	system	for	evaluating	variations	Review	of	Historical	Data	to					identify					potential	problem	areas	a		hazard		identification	technique					that					can	provide		an			input		into	frequency									analysis	based		on		accident		and	reliability
data	etc.	Table	3:	Objectives	and	Attributes	of	Techniques	(continued)	Addressing	the	main	fields	to	be	analysed	and	to	link	them	with	the	fundamental	steps	of	risk	assessment	a	simplified	Risk	Assessment	Process	could	be	helpful	(figure	five).	Starting	from	“Function/Task/Intended	Use”	the	main	fields	to	be	analysed	are	considered	as:	-					
	Equipment	characteristics	-							Operational	Aspects	and	Influences	-							Human	Factors	and	organisational	Aspects	Then,	the	main	fields	to	be	analysed	are	each	of	them	composed	of	the	constituent	elements	dealt	with	in	the	corresponding	annexes	I	to	IV.	In	addition	to	the	constituent	elements	also	dealt	with	in	Chapter	5.1	there	are	many	factors
and/or	relationships	which	could	influence	the	risk	and	which	need	to	be	considered	case	by	case.	For	example,	to	prevent	dust	explosions	the	thickness	of	deposits	need	to	be	dealt	with.	The	performance	influencing	factors	are	often	subject	to	investigations	by	means	of	special	methods	and/or	analysis	techniques.	The	specific	techniques	all	have
characteristics	which	makes	their	application	more	appropriate	in	some	circumstances	than	others.	Being	aware	of	this	requisite	the	tables	listed	in	Annexes	I	to	IV	offer	methods	and/or	techniques	that	could	favourably	be	applied.	This	allocation	doesn’t	imply	any	priority	nor	any	ranking.	Sometimes	the	constituent	elements	of	the	different	main
fields	to	be	analysed	must	be	considered	in	combination	with	each	other.	For	example,	the	“phases	of	equipment	life”	needs	to	be	assessed	taking	into	account	the	“selection	of	material”.	In	this	respect,	the	analyst	should	be	aware	that	there	are	cross-	references	between	the	main	fields	to	be	analysed.	Many	of	the	methods/techniques	used	require
information	to	be	gathered	from	different		sources		and		by		different		individuals.		Often		a		team		approach		is	necessary	when	analysing	the	information	particularly	if	complex	structures	are	being	assessed.	A	description	of	techniques	is	listed	in	Annex	VIII	which	proved	to	be	efficient	in	mechanical	electrotechnical	and	chemical	engineering.	They
are	likely	to	be	favourably	applied	to	equipment	for	use	in	explosive	atmospheres	in	a	modified	way.	Some	of	the	techniques	provide	suitable	tables	for	recording	the	results	of	the	analysis,	other	require	diagrams	to	be	drawn	and	examples	are	given	of	what	these	should	look	like.	Function	/	Task	/	Intended	Use	Chapter	5.1	Equipment	Characteristics
Operational	Aspects	and	Influences	Human	Factors	and	organisational	Aspects	Annex	I	•	Phases	of	Equipment	Life	•	Limits	of	Equipment	•	Accurate	Definitions	of	the	Function	•	Identification	of	Operating	Process	including	Operating	State,	Energy,	Characteristics,	physical	Conditions	etc.	Annex	II	•	Selection	of	Material	•	Combustion	Properties	•
Presence	of	Ignition	Sources	•	Undesired	Events,	Malfunctions	•	Releases,	Persons	and	Places	exposed	•	Investigating	Process	Parameters	Annex	III	•	Physiological	/	psychological	Capacity	•	Interaction	between	Persons,	ATEX-	Products	and	Process	•	Ergonomic	Effects	•	Training,	Communication	Hazard	Identification																									Chapter	5.2
Risk	Estimation																																		Chapter	5.3	Risk	Evaluation																																		Chapter	5.4	Methods	given	in	Annex	V	Risk	Reduction	Options	SAFETY	Figure	nine:					SIMPLIFIED	RISK	ASSESSMENT	PROCESS	-	Iterative	Process	to	achieve	Safety	-	Annex	I:	Equipment	characteristics	Constituent	Elements	/	Parameter	to	be	considered	as	a
screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	Phases	of	equipment	life	construction	transport	and	commissioning	intended	use	de-commissioning,	dismantling,	disposal	Limits	of	equipment	/	unit	operations	use	limits	space	limits	time	limits	Accurate	definitions
function	task	intended	use	normal	operation	energy	/	power	flow	material	/	substances	handled	signal	/	information	processed	performance	levels	assembly,	installation,	adjustment	setting,	teaching	/	programming,	operation,	cleaning,	fault	finding,	maintenance;	external	effets:	humidity,	vibrations,	contaminations,	extraneous	voltages;	surrounding
area	conditions:	severe	operating	conditions,	rough	handling,	changing	environmental	conditions;	physical	geometry	and	arrangements;	actions	to	be	performed	within	proper	time,	in	correct	order	and	completely;	energy	balance,	buffer	timing	exposure	of	other	persons	to	the	process	/	hazards;	safe	functioning	for	the	intended	purpose	including
process	change-over;	Functional	/	State	–	Analysis:	to	define	the	status	of	the	materials	being	handled	and	the	equiment	itself	being	available	A	complex	function	/	task	is	broken	down	into	a	number	of	more	simple	sub-tasks.	Each	sub-	task	may	then	be	broken	down	into	further	sub-	tasks.	This	process	is	continued	until	the	sub-	tasks	reach	the	level	of
individual	tasks.	Additional	Hazard	Identification	Techniques:	-							checklists	-							Hazard	and	Operability	Study	(HAZOP)	-							Concept	Safety	Review	-							Preliminary	Hazard	and	Consequence	Analysis	Annex	I:	Equipment	characteristics	Constituent	Elements	/	Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the
risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	Identification	of	operating	process	including	those	conditions	which	are	not	considered	to	be	part	of	normal	operation,	e.	g.	standstill	start-up	breakdown	releases	caused	by	accidents	failures	which	involve	repair	shut-down	Operating	state	energy	(heat,	temperature,
pressure,	cold)	characteristics	(mixing,	spraying,	transporting	etc.),	physical	condition	of	the	substance	(solid,	grained,	dusty	etc.)	Reliability	Block	Diagram	Failure	Mode	and	Effect	Analysis	(FMEA)	Annex	I:	Equipment	characteristics	Constituent	Elements/Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk
Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	Construction	of	equipment	with	due	regard	to	technological	knowledge	of	explosion	protection	and	quality	assurance.	Quality	objectives	and	the	organizational	structure,	responsibilities	and	powers	of	the	management	with	regard	to	product	quality;	Establishing	and	updating
of	technical	documentation,	such	as	description	of	the	equipment,	conceptual	design	and	manufacturing	drawings,	results	of	design	calculations	made;	Monitoring	the	effective	operation	of	a	quality	system;	To	carry	out	periodically	audits;	Application	of	moduls	laid	down	in	Directive	94/9/EC	whereby	the	manufacturer	ensures	that	the	equipment
satisfy	the	requirements	of	the	Directive:	-							internal	control	of	production	-							product	quality	assurance	-							conformity	to	type	-							product	verification	-							production	quality	assurance	combined	with	specific	technology	related	to	explosion	prevention	and	protection	Annex	II:	Operational	aspects	and	influences	Constituent
Elements/Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	Selection	of	material	used	to	construct	equipment,	protective	systems	and	components	Combustion	properties	taking	into	account	materials	contact	or	mixing	with	the	air	(see
Logic	Diagrams	for	Testing	and	Design	in	Annex	V)	material	must	not	trigger	off	an	explosion,	taking	into	account	foreseeable	operational	stresses,	physical	and	thermodynamic	properties,	flammability,	reactivity,	characteristics,	corrosivity,	structural	strength;	it	must	not	be	possible	for	a	reaction;	to	take	place	between	the	materials	used	and	the
constituents	of	the	potentially	explosive	atmosphere;	predictable	changes	in	material's	characteristics	and	their	compatibility	in	combination	with	other	materials	will	not	lead	to	a	reduction	in	the	protection	afforded;	substance's	burning	behaviour,	e.	g.	flash	point,	explosion	limits,	limiting	oxygen	concentration;	explosion	behaviour,	e.	g.	maximum
explosion	pressure,	maximum	rate	of	explosion	pressure	rise,	maximum	experimental	safe	gap;	Concept	Hazard	Analysis	is	particularly	good	at	identifying	hazards	that	are	inherent	due	to	the	design	concept	of	unit	operations	and	equipment	Relevant	Data	Review	providing	appropriate	information	relating	to	the	integrity	and	safety	of	products
involved	Annex	II:	Operational	aspects	and	influences	Constituent	Elements/Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	Presence	of	potential	ignition	sources	capable	of	igniting	the	atmosphere	taking	discrete	items	and	their
possible	interactions	into	consideration	(see	Logic	Diagram	for	exclusion	of	ignition	sources	in	Annex	VI)	Undesired	events:	Dangerous	disturbances,	operating	faults,	overloading	of	equipment	and	unit	operations	Hazards	arising	from	different	ignition	sources	becoming	effective	such	as	sparks,	flames,	electric	arcs,	high	surface	temperatures,
acoustic	energy,	optical	radiation,	electromagnetic	waves	and	other	ignition	sources;	Forming	of	products	which	promote	the	ignition	of	the	original	atmospheres;	Temperature	increases	due	to	chemical	reactions,	moving	parts,	poor	lubrication,	ingress	of	foreign	bodies	etc.;	Ignition	caused	by	portable	equipment,	or	outside	influences;	Beside	normal
operation	dangerous	events	as	a	result	of	malfunctions	and	incidents;	Consideration	by	means	of	integrated	measurement,	regulation	and	control	devices	(cut-	off	switches,	limits,	monitors	etc.)	Hazard	and	Operability	Study	(HAZOP)	for	identifying	those	process	variables	which	can	lead	to	hazards	and/or	operability	problems	Failure	Mode	and	Effect
Analysis	(FMEA)	to	go	through	the	system	component	by	component	asking	questions	about	the	failure	mode	and	it's	cause	and	effects	Annex	II:	Operational	aspects	and	influences	Constituent	Elements/Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could
favourably	be	applied	Manufacturing	process	including	access	to	the	inspection,	testing	and	storage	premises.	Quality	records,	such	as	inspection	reports	and	test	data,	calibration	data,	reports	on	the	qualifications	of	the	personnel	concerned;	Examinations,	verifications	and	tests	to	be	carried	out	relating	to	the	anti-explosive	protection	aspects	and
its	efficacy;	Professional	integrity	and	technical	competence	of	inspection	staff.	To	possess	the	necessary	facilities	for	performing	properly	the	administrative	and	technical	tasks	connected	with	verification	and	quality	assurance;	Standards	Review	Design	details	and	test	results	are	compared	with	the	requirements	of	standards	to	ensure	that	the
design	and	the	manufacturing	process	are	consistent	with	the	published	"state-of-the-	art"	for	that	type	of	product,	Annex	II:	Operational	aspects	and	influences	Constituent	Elements/Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied
release	of	flammable	gases	or	dusts	relating	to	the	system	places	exposed	to	hazardous	explosive	atmosphere	to	employ,	wherever	possible,	enclosed	structures	for	avoiding	the	release	of	flammable	gases	or	dusts;	openings	or	non-tight	joints	with	view	to	developing	gases	or	dusts	(safe	opening);	escapes	of	flammable	materials	during	filling	or
draining.	explosive	atmosphere	to	occur	in	such	quantities	as	to	require	special	precautions;	cleaning	of	equipment	and	protective	systems;	thickness	of	deposit	to	prevent	a	heat	build	up	on	surfaces;	Event	Tree	Analysis	to	analyse	the	consequences	of	the	top	event	of	a	fault	tree	(e.	g.	an	Event	Tree	for	Flammable	Release)	Classification	of	hazardous
plants	to	determine	the	extent	of	measures,	the	hazardous	places	are	classified	into	zones	based	on	the	frequency	and	duration	of	occurance	of	a	hazardous	explosive	atmosphere	Annex	II:	Operational	aspects	and	influences	Constituent	Elements/Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk	Methods	/
Techniques	following	Annex	V	that	could	favourably	be	applied	elimination	or	minimization	of	dangerous	events	by	investigating	process	parameters	maintenance	activities	coincidence	of	an	explosive	atmosphere	and	the	effective	ignition	source;	substitution	or	reduction	of	amount	of	substances	capable	of	forming	explosive	atmospheres;	reliance	on
the	automated	process	control	systems	to	insure	the	safe	operation	diagnosis	of	underlying	failure;	preparation	required	for	repair;	checks	to	be	required	after	maintenance;	normal	operation	to	be	restored.	What–If-Analysis	supplemented	by	check-lists	of	questions	to	ask	about	specific	items	of	unit	operations	and	equipment	(e.g.	blockages,	partial
failures)	Fault	Tree	Analysis	to	identify	the	individual	events	and	the	logic	which	links	them	in	order	to	realise	a	hazard.	Maintenance	Analysis	to	allow	maintenance	strategy	and	procedures	to	be	optimised	for	safety,	availability	and	efficacy	Annex	III:	Human	factors	and	organisational	aspects	Constituent	Elements/Parameter	to	be	considered	as	a
screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	human	performance	shaping	factors	(external/internal)	lack	of	communication,	training,	inadequate	management	of	change	procedures,	organisational	preconditions	(hierarchies),	technical	predictions
physiological/psychological	capacity,	fitness,	willingness,resources,	interaction	between	persons/		with	the	equipment	Task	Analysis	to	allow	complex	tasks	to	be	analysed	in	detail	Human	Reliability	Analysis	to	predict	the	frequency	of	human	failure	supplemented	by	other	techniques	human	intervention	level	of	confidence	in	carrying	out	the	required
tasks	without	intentional	or	unintentional	deviation	awareness	of	risks	difficulty	of	tasks	design	of	the	products	in	relation	to	ergonomic	principles	Action	Error	Analysis	to	form	basis	for	quantitative	analysis	Annex	IV:	Risk	estimation	and	evaluation	Constituent	Elements	/	Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could
influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be	applied	Severity	of	the	possible	harm	which	can	result	from	each	hazardous	event	(fatality)	Probability	of	occurrence	of	the	harm	considered	Possibilities	of	avoiding	or	limiting	harm	(see	Frequency-Severity	Matrix	in	Annex	VII)	nature	of	what	is	to	be	protected
(persons,	property,	environment);	severity	of	injuries	or	damage	to	health	(reversible,	irreversible,	death);	extent	of	harm	(explosion	behaviour,	persons	exposed)	type,	frequency	and	duration	of	exposure	to	detect	failure	sufficiently	rapidly	and	accurately	by	appropriate	technical	means,	such	as	safety	devices,	controlling	devices,	regulating	devices;
to	secure	equipment/operations	in	the	event	of	safety	device	failure;	the	presence	and	reliability	of	protective	systems	provided;	human	possibility	of	avoidance	or	limiting	harm;	Failure	Mode	and	Effect	Critically	Analysis	(FMECA)	by	ranking	the	hazards	arising	from	the	failure	mode	identified	in	either	a	qualitative	or	a	quantitative	way.	Short	Cut
Risk	Assessment	to	obtain	a	measure	of	the	risk	on	a	quantitative	scale	based	on	a	largely	qualitative	assessment	of	the	risk.	Annex	IV:	Risk	estimation	and	evaluation	Constituent	Elements	/	Parameter	to	be	considered	as	a	screen	Factors/relationships	which	could	influence	the	risk	Methods	/	Techniques	following	Annex	V	that	could	favourably	be
applied	Risk	for	each	severity	level	to	be	evaluated	against	corresponding	criteria	values	shown	for	the	worst	severity	level;	tolerability	of	risk;	various	injury	compensation	schemes;	additional	protective	or	safety	measures;	possibilities	for	any	new	hazards	to	be	introduced	by	the	modification	to	the	design;	to	revisit	the	hazard	identification	step;
Comparison	of	risks	Based	on	specific	conditions	of	use	and	comparable	technical	targets	Supported	by	techniques,	such	as	MOSAR,	FMECA	and	Quantified	Risk	Assessment	(QRA)	Annex	V	List	of	Risk	Assesssment	Techniques	1.				Hazard	and	Operability	Study	(HAZOP).........................................................	59	2.				Fault	Tree
Analysis.........................................................................................	61	3.				Event	Tree	Analysis........................................................................................	63	4.				Preliminary	Hazard	and	Consequence	Analsis..............................................	64	5.				Quantified	Risk	Assessment	(QRA)................................................................	67	6.				Short	Cut	Risk
Assessment............................................................................	68	7.				Concept	Safety	Review...................................................................................70	8.				Concept	Hazard	Analysis................................................................................71	9.				Critical	Examination	of	System	Safety	(CE)...................................................	72	10.	Check-



lists.......................................................................................................73	11.	Standards	(comparison	of	designs	with	known	safety	standards)..................	74	12.	Sneak	Analysis...............................................................................................	75	13.	Task	Analysis..................................................................................................	76	14.	Hazardous	Human	Error
Analysis	(HHEA).....................................................	77	15.	Human	Reliability	Analysis..............................................................................80	16.	What-If?	Analysis............................................................................................	81	17.	Reliability	Block	Diagram................................................................................	83	18.	Failure	Mode	and	Effect	Analysis
(FMEA)......................................................	85	19.	Failure	Mode	and	Effect	Criticality	Analysis	(FMECA)....................................	86	20.	Maintenance	Analysis.....................................................................................	88	21.	Structural	Reliability	Analysis..........................................................................	89	22.	Techniques	based	on	Fuzzy	Sets	and	Fuzzy
Logic........................................89	23.	DEFI	method...................................................................................................	89	24.	Delphi	Technique............................................................................................	90	25.	Method	Organised	Systematic	Analysis	of	Risks	(MOSAR)...........................	90	26.	Goal	Oriented	Failure	Analysis
(GOFA)..........................................................	91	1.		Hazard	and	Operability	Study	(HAZOP)	Purpose:	Hazard	Identification	Limitations:	Qualitative	technique.	Very	time-consuming	and	laborious	for	complex	systems.	Requires	detailed	design	drawings.	Guide	words	would	need	to	be	developed	for	explosive	atmospheres	applications.	Advantages:
Systematic	and	comprehensive	technique.	Description	of	technique:	HAZOP	is	carried	out	by	a	team	of	usually	4-6	people	including	a	trained	leader	(with	safety	and	reliability	experience)	and	those	involved	in	the	design	and	the	operation	of	the	process	to	be	studied.	A	detailed	Piping	and	Instrument	(P&I)	diagram	of	the	plant	is	required	for	the
HAZOP	so	that	the	design	needs	to	be	well-advanced	but	still	capable	of	change	at	the	time	that	the	HAZOP	is	performed.	The	team	look	at	each	line	of	the	P&I	in	turn,	and	systematically	apply	a	set	of	guide-	words	to	each	of	a	set	of	process	variables.	For	a	chemical	process,	the	process	variables	would	include:	PRESSURE,	TEMPERATURE,	FLOW,
REACTION,	LEVEL,	COMPOSITION.	Typical	guide-words	are	NO/NOT/NONE,	MORE,	LESS,	PART,	REVERSE,	OTHER	THAN,	AS	WELL,	SOONER,	LATER.	For	each	combination	of	process	variable	and	guide-word,	the	team	ask	whether	this	can	occur,	whether	it	would	be	a	hazard	(or	an	operability	problem)	if	it	did,	and,	if	so,	what	protects	against
it	happening	and	is	the	level	of	protection	sufficient.	This	is	a	very	detailed	and	time-consuming	process.	Note	that	operability	problems	are	also	potential	safety	problems	because	the	operator	will	find	a	way	around	the	problem,	probably	in	a	way	that	the	designer	did	not	intend.	Records	are	kept	of	the	HAZOP	and	computerised	systems	for	doing
this	are	available.	The	essential	records	are	a	list	of	agreed	actions	to	sort	out	problems	which	have	been	identified.	A	system	is	required	for	ensuring	that	these	actions	are	carried	out,	and	the	design	modified	as	necessary.	HAZOP	review	meetings	are	one	way	of	achieving	this.	Attention	can	be	given	in	these	meetings	to	whether	the	modification	has
introduced	further	hazard	or	operability	problems.	It	is	also	possible	to	keep	records	for	lines	which	do	not	require	action,	and	whether	or	not	this	is	done	tends	to	be	a	matter	of	individual	company	policy.	Different	companies	have	developed	different	variations	on	the	process	variables	and	guide-words	to	suit	their	particular	industry.	Products
applicable	to:	complex	items	of	process	plant	This	technique	focuses	on	what	happens	to	the	substance	being	processed	and	how	loss	of	control	of	process	conditions	can	lead	to	undesirable	events,	in	particular	loss	of	containment.	It	is	based	around	Piping	and	Instrumentation	diagrams	for	process	units	or	entire	plants.	Whilst	it	is	invaluable	for
identifying	process	parameters	which	can	lead	to	loss	of	containment	events	it	would	need	significant	modification	to	enable	the	identification	of	ignition	sources.	We	also	consider	it	to	be	over	complex	for	discrete	items	of	equipment.	If	this	technique	is	kept	then	it	needs	to	be	made	clear	that	it	will	only	identify	the	potential	for	the	creation	of	an
explosive	atmosphere	through	loss	of	containment	and	will	not	identify	ignition	sources.	It	also	needs	to	be	pointed	out	(under	limitations	subheading)	that	those	doing	a	HAZOP	must	be	competent	and	trained	in	the	technique	for	it	to	be	used	effectively.	2.	Fault	Tree	Analysis	Purpose:	Identifying	the	individual	events	and	the	logic	which	links	them	in
order	to	realise	a	hazard	(top	event).	Can	be	used	to	predict	frequency	of	the	top	event	if	quantitative	data	is	available.	Limitations:	Time-consuming	for	complex	systems.	Training	is	required	in	the	technique	otherwise	errors	in	the	logic	can	easily	be	made.	Requires	data	for	all	the	separate	events	eg	component	failure	rates,	human	error,	probability
of	exposure,	fractional	dead	time	of	protective	systems	etc.	Advantages:	Quantitative	technique.	It	is	the	only	technique	available	for	predicting	hazard	frequency	for	novel	systems	and	also	proves	useful	for	complex	systems.	Description	of	technique:	A	fault	tree	is	a	method	by	which	a	particular	undesired	system	failure	mode	can	be	expressed	in
terms	of	component	failure	modes	and	operator	actions.	The	fault	tree	would	set	out	the	logic	for	all	the	ways	in	which	this	could	occur.	This	is	recorded	on	a	fault	tree	diagram.	A	fault	tree	diagram	contains	two	basic	elements:	"gates"	and	"events".	Gates	allow	the	passage	of	fault	logic	up	the	tree	and	show	the	relationships	between	events	which	are
needed	to	cause	the	occurrence	of	a	higher	event.	The	two	main	types	of	gate	are	AND	and	OR.	An	AND	gate	indicates	that	all	the	events	entering	the	gate	are	required	to	occur	at	the	same	time	in	order	to	cause	the	higher	event.	An	OR	gate	indicates	that	only	one	of	the	events	entering	the	gate	is	required	to	cause	the	higher	event.	There	are	also	a
number	of	other	types	of	gates	which	are	required	less	frequently	to	represent	logic.	Once	the	logic	has	been	written	down	in	a	fault	tree,	the	frequency	of	the	top	event	can	be	calculated,	given	data	on	the	frequencies/probabilities	of	events	at	the	lowest	level	on	the	tree.	Such	frequencies/probabilities	will	usually	apply	to	failure	rates	of	electronic,
electrical	or	mechanical	components,	and	such	data	may	be	available	from	databases.	The	probability	of	failure	of	human	operators	to	act	as	desired	can	also	be	predicted.	Fault	tree	arithmetic,	which	has	a	basis	in	Boolean	algebra	can	then	be	used	to	calculate	the	frequency	of	the	top	event.	At	any	OR	gate	frequencies	can	be	added	together.	At	any
AND	gate,	one	frequency	and	any	number	of	probabilities	can	be	multiplied	together	(as	a	first	order	approximation).	In	evaluating	a	fault	tree	it	is	important	to	be	clear	about	which	data	are	frequencies	(units	of	events	per	unit	time)	and	which	are	probabilities	(dimensionless).	There	are	also	specialist	techniques	for	evaluating	large	and	complex
fault	trees,	such	as	the	technique	of	minimum	cut	sets.	Fault	tree	analysis	is	usually	best	done	by	specialists	as	there	are	potential	pitfalls.	If	the	logic	represented	by	the	fault	tree	is	incorrect	then	the	calculated	frequency	will	also	be	incorrect.	It	is	also	quite	easy	to	get	the	algebra	wrong	specially	if	the	occurence	of	a	Common	Mode	Failure	is	not
taken	into	account.	Products	applicable	to:	discrete	items,	complete	machinery,	and	assessing	the	reliability	of	protective	systems.	Would		be		over		complex		and		prohibitively		time-consuming		for		more		complex	machinery	except	when	used,	without	quantification,	to	give	a	high	level	overview	of	the	interaction	between	different	components,
functions.	For	a	fuller	description	of	this	technique	try	IEC	61025:	Fault	Tree	Analysis	(FTA)	Figure	A.1	-	A	Fault	Tree	Showing	Failure	of	Power	Supply	3.	Event	Tree	Analysis	Purpose:	Consequence	analysis	and	frequency	prediction.	Limitations:	Probabilities	of	different	events	leading	from	the	hazard/top	event	of	the	fault	tree	are	required	for
quantitative	analysis.	Advantages:	Relevant	when	a	hazard	(top	event)	can	have	multiple	consequences.	Description	of	technique:	Event	trees	can	be	used	to	analyse	the	consequences	of	the	top	event	of	a	fault	tree.	The	starting	point	of	the	event	tree	is	therefore	the	finish	point	of	a	fault	tree.	It	shows	the	probabilities	of	different	scenarios,	each	with
a	different	consequence,	which	could	be	generated	by	the	earlier	identified	hazardous	event.	For	example	in	the	chemical	industry	a	release	of	flammable	gas	could	give	rise	to	any	of	the	following	scenarios:	no	ignition	and	safe	dispersal,	a	jet	fire,	a	flash	fire,	a	vapour	cloud	explosion	An	event	tree	is	constructed	from	left	to	right.	Each	node	is	a
possible	event	and	there	are	two	branches	from	each	node:	one	in	which	the	event	did	occur	and	one	in	which	it	did	not.	Probabilities	can	then	be	put	onto	the	occurrence	or	non-occurence	of	each	event.	Simple	arithmetic	can	then	be	used	to	determine	the	probability	of	each	consequence.	Figure	A.2	–	An	Event	Tree	for	a	Flammable	Release	4.
Preliminary	Hazard	and	Consequence	Analysis	Purpose:	Identifying	the	underlying	causes	of	a	top	event.	Limitations:	Requires	a	knowledge	of	the	major	hazards	and	a	team.	Will	not	identify	all	the	causes.	Advantages:	Can	be	done	at	concept	design	stage	so	encourages	inherently	safe	design.	Systematically	identifies	the	events	and	factors	involved
in	an	accident	scenario			in			chronological			order			from			initiation			of			the			accident			to			its			final	consequences.	Facilitates	the	building	of	fault	trees	and	event	trees.	Description	of	technique:	This	analysis	is	done	in	two	parts.	The	first	part	deals	with	the	scenario	from	immediate	causes	through	to	the	significant	event.	The	study	is	conducted	by	a
team	using	the	first	of	the	forms	overleaf.	One	form	would	be	used	for	each	significant	event	already	identified	by	a	concept	hazard	analysis.	In	the	chemical	industry	for	example	one	such	event	would	be	vessel	rupture.	The	columns	for	dangerous	disturbance	and	hazardous	disturbance	could	then	be	filled	in.	For	vessel	rupture	they	would	be	over-
pressure	and	high-pressure	respectively.	The	remaining	three	columns	would	then	be	filled	in	with	all	the	events	that	could	lead	to	the	hazardous	disturbance,	the	reasons	why	this	could	progress	to	an	dangerous	disturbances	and	how	recovery	failed	allowing	the	realisation	of	the	significant	event.	The	second	part	is	the	analysis	of	the	potential
consequences	through	various	levels	of	escalation	using	the	second	of	the	forms	overleaf.	For	use	with	equipment	the	headings	of	the	table	would	need	some	modification	perhaps	so	that	there	were	more	levels	available	up	to	the	significant	event	and	less	after	for	consequence	analysis.	The	first	form	can	then	be	used	to	build	a	fault	tree	and	the
second	to	build	an	event	tree.	Products	applicable	to:	Complete	machines,	complex	products	and	interaction	with	protective	systems	This	is	actually	two	related	techniques	Preliminary	Hazard	Analysis	(PHA)	and	Preliminary	Consequence	Analysis	(PCA).	PHA	is	used	as	an	aid	to	drawing	a	fault-	tree	for	the	loss	of	containment	top	event	taking	the
results	of	a	HAZOP	as	a	starting	point.	If	kept	the	same	cautions	given	under	HAZOP	regarding	the	fact	that	only	considering	the	loss	of	containment	event	are	required.	PCA	is	an	aid	for	drawing	an	event	tree	starting	with	the	loss	of	containment	event.	It	is	probably	less	helpful	except	in	cases	when	there	are	a	range	of	possible	consequences	and
when	taking	into	account	the	effects	of	suppression	and	protective	systems.	The	manufacturer,	particularly	of	discreet	items,	is	unlikely	to	have	the	necessary	information.	It	is	therefore		only		appropriate		for		complex		equipment		where		there		is		close		liaison	between	user	and	manufacturer	about	the	exact	operating	conditions	under	which	is	going
to	be	used.	Again	this	technique	needs	to	be	treated	with	some	caution	as	it	focuses	on	hazards	essentially	initiated	by	loss	of	containment	(i.	e.	not	normally	occuring	flammable	atmospheres).	Plant:																														PRELIMINARY	HAZARD	ANALYSIS	SHEET																																							Date:	MPI:	IMMEDIATE	CAUSES	INADEQUATE	CONTROL
HAZARDOUS	DISTURBANCE	INAD.	EMERGENCY	CONTROL	DANGEROUS	DISTURBANCE	FAILURE	TO	RECOVER	SIGNIFICANT	EVENT	RECOMMENDATIONS,	COMMENTS,	ACTIONS	Plant:																														PRELIMINARY	CONSEQUENCES	ANALYSIS	SHEET																												Date:	MPI:	SIGNIFICANT	EVENT	FAILURE	TO	MITIGATE	OR
AVOID	ESCALATION	CONSEQUENCES	OF	SIGNIFICANT	EVENT	FAILURE	TO	PREVENT	FURTHER	ESCALATION	CONSEQUENCES	OF	ESCALATION	FURTHER	ESCALATION	RECOMMENDATIONS,	COMMENTS,	ACTIONS	5.	Quantified	Risk	Assessment	(QRA)	Purpose:	Frequency	prediction,	consequence	prediction	Limitations:	Very	time-
consuming	unless,	and	even	when,	computerised.	Requires	skilled	practitioners	and	failure	data.	Advantages:	Quantitative	technique.	Description	of	technique:	QRA	puts	together	fault	tree	analysis,	event	tree	analysis	and	numerical	modelling	of	each	type	of	consequence	in	order	to	obtain	hazard	ranges.	It	is	best	used	when	an	objective	criteria
exists	for	the	risk	of	certain	events.	The	QRA	calculates	a	risk	for	comparison	with	the	criteria.	Input	to	the	model	is	information	on	the	hazards:	sources	of	leak	of	hazardous	materials	to	the	environment,	together	with	flowrates	and	frequencies.	The	model	provides	output	in	terms	of	risk	versus	distance	contours	for	particular	levels	of	harm.	There
are	a	number	of	uncertainties	in	QRA.	The	three	main	areas	in	which	uncertainties	exist	are:	1.		In	the	historically	derived	failure	frequencies;	2.		In	the	consequence	models	which	predict	hazard	ranges;	3.		In	the	prediction	of	the	harm	which	a	given	level	of	exposure	will	do	to	a	person.	A	computerised	model	is	not	essential	for	QRA,	but	without	one
the	process	is	extremely	time-consuming	and	tedious,	and	is	subject	to	numerical	errors.	6.	Short	Cut	Risk	Assessment	Purpose:	Frequency	and	consequence	estimation.	Limitations	/	Advantages:	Screening	technique.	Description	of	technique:	A	short-cut	risk	assessment	is	a	method	of	obtaining	a	measure		of		the		risk		on		a		quantitative		scale,
	based		on		a		largely		qualitative	assessment	of	the	risk.	The	Dow	and	Mond	indices,	once	used	extensively	in	the	chemical		industry		for		ranking		of		risks		prior		to		more		exhaustive		analysis,		are	examples.	One	such	method,	developed	for	use	in	the	chemical	industry,	is	as	follows:	Target	risk	is	defined	by	Target	risk	=	log1010L	+	log1010S	=	L	+	S
where	L	is	the	exponent	of	the	likelihood	(measured	by	frequency	–	negative	value)	and	S	is	the	severity	ranking.	The	scale	for	severity	is	chosen	so	that	the	target	risk	is	only	acceptable	if	it	is	less	than	or	equal	to	zero.	A	preliminary	estimate	of	the	risk	can	be	obtained	by	using	experienced	judgement	about	the	severity,	and	getting	a	rough	estimate
of	the	frequency	from	published	data.	TABLE	1	–	SEVERITY	RANKINGS	CATASTROPHIC	CONSEQUENCES:	Severity	5	Catastrophic	damage	and	severe	clean-up	costs	On-site:	Loss	of	normal	occupancy	>	3	months	Off-site:	Loss	of	normal	occupancy	>	1	month	Severe	national	pressure	to	shut-down	Three	or	more	fatalities	of	plant	personnel	Fatality
of	member	of	public	or	at	least	five	injuries	Damage	to	SSSI	or	historic	building	Severe	environmental	damage	involving	permanent	or	long-term	damage	in	a	significant	area	of	land	Acceptable	frequency	0.00001	per	year	SEVERE	CONSEQUENCES:	Severity	4	Severe	damage	and	major	clean-up	Major	effect	on	business	with	loss	of	occupancy	up	to
3	months	Possible	damage	to	public	property	Single	fatality	or	injuries	to	more	than	five	plant	personnel	A	1	in	10	chance	of	a	public	fatality	Short-term	environmental	damage	over	a	significant	area	of	land	Severe	media	reaction	Acceptable	frequency	0.0001	per	year	MAJOR	CONSEQUENCES:	Severity	3	Major	damage	and	minor	clear-up	Minor
effect	on	business	but	no	loss	of	building	occupancy	Injuries	to	less	than	five	plant	personnel	with	1	in	10	chance	of	fatality	Some	hospitalisation	of	public	Short-term	environmental	damage	to	water,	land,	flora	or	fauna	Considerable	media	reaction	Acceptable	frequency	0.001	times	per	year	APPRECIABLE	CONSEQUENCES:	Severity	2	Appreciable
damage	to	plant	No	effect	on	business	Reportable	near	missincident	under	CIMAH	Injury	to	plant	personnel	Minor	annoyance	to	public	Acceptable	frequency	0.01	times	per	year	MINOR	CONSEQUENCES/NEAR	MISS:	Severity	1	Near-miss	incident	with	significant	quantity	released	Minor	damage	to	plant	No	effect	on	business	Possible	injury	to	plant
personnel	No	effect	on	public,	possible	smell	Acceptable	frequency	0.1	times	per	year	7.	Concept	Safety	Review	Purpose:	Hazard	Identification.	Limitations:	Initial	review	only.	Advantages:	Done	at	concept	design	stage	so	encourages	inherently	safe	design.	Description	of	technique:	This	is	used	in	the	chemical	industry	at	a	very	early	stage	in	the
design	of	a	chemical	plant	–	before	the	flow-sheet	has	even	been	developed.	It	looks	at	the	options	available,	considers	general	organisational	issues.	A	general	information	gathering	exercise	is	undertaken	regarding	previous	incidents	both	within	and	outside	the	organisation,	the	hazardous	properties	of	those	chemicals	likely	to	be	used	and	any
alternatives.	The	team	looks	at	the	objectives	of	the	project,	at	possible	process	routes	and	at	the	chemicals	that	would	be	used	for	each	route	and	the	effluents	generated.	The	objective	is	to	obtain	an	appreciation	of	possible	hazards	in	the	process,	of	whether	one	chemical	route	would	be	expected	to	be	better	than	another	in	terms	of	hazards,	and	of
what	legislation	will	be	relevant	to	the	proposed	plant.	This	is	the	point	when	the	extent	and	timing	of	all	further	safety	reviews	should	be	set.	This	review	should	be	a	means	by	which	improvements	in	design	procedures	are	made	known	to	the	designers	and	by	which	it	is	ensured	that	current	thinking	on	ways	of	improving	the	design	practice	are
implemented.	Products	applicable	to:	All	(particularly	if	combined	with	comparison	with	standards	technique)	This	is	a	useful	technique	and	encourages	inherent	safety.	It	is	very	much	aimed	at	the	concept	phase	of	a	project.	The	inherent	hazards	of	substances	are	considered	in	terms	of	the	health	and	safety	of	personnel	and	the	public	and	the
environmental	impact.	Inherent	safety	is	achieved	by	considering	first	whether	a	safer	substance	can	be	substituted	and	then	whether	inventories	can	be	reduced.	Additional	guidance	and	worked	examples	would	be	required	to	show	how	it	can	be	applied	to	Atex	type	products.	8.	Concept	Hazard	Analysis	Purpose:	Identification	of	major	hazards.
Limitations:	Concentrates	only	on	major	hazards.	Advantages:	Done	at	concept	design	stage	so	encourages	inherently	safe	design.	Description	of	technique:	This	can	either	take	the	form	of	a	simple	initial	review	of	hazards	or	a	more	formal	detailed	review	of	hazards,	their	causes	and	possible	safeguards.	In	both	cases	the	plant	is	broken	down	into
mangeable	chunks	each	of	which	are	considered	using	keyword	such	as	EXPLOSION	to	stimulate	discussion.	In	the	case	of	the	initial	review	each	keyword	is	recorded	along	with	the	discussion	and	any	recommendation/actions	in	a	simple	three	columned	table.	In	the	case	of	the	more	formal	analysis	the	table	is	broken	down	into	six	columns	with	the
heading	Ref	No,	Keyword,	Dangerous	Disturbance	(Hazard),	Cause/Consequences,	Suggested	Safeguards	and	Comment/Action.	Products	applicable	to:	All	except	components	This	is	the	most	obviously	useful	technique.	However	appropriate	keywords	and	an	appropriate	format	for	recording	the	analysis	need	to	be	developed.	Clear	guidance	on		how	
to		use		this		technique		with		examples		is		also		needed.		However		as		the	keywords	will	be	along	the	same	lines	as	the	checklist	this	technique	may	be	indistinguishable.	9.	Critical	Examination	of	System	Safety	(CEX)	Purpose:	Hazard	Identification	Limitations:	Qualitative	technique	requiring	a	team	approach	which	would	need	to	be	adopted	as	part
of	the	design	process.	To	be	effective	a	number	of	departments	would	need	to	be	involved	eg	design,	service,	safety.	Advantages:	Allows	and	overall	appreciation	of	hazards.	Encourages	innovation	and	inherent	safety	by	design.	Description	of	technique:	This	method	was	the	precursor	of	HAZOP	in	the	chemical	industry.	The	method	uses	a	team	in
brainstorming	mode.	It	can	be	carried	out	at	an	early	stage	in	the	design,	earlier	than	HAZOP.	The	method	asks	a	series	of	questions	about	aspects	of	the	safety	system	such	as:	What,	When,	How	and	Where,	and	these	could	be	enhanced	by	the	questions:	Why,	Why	then,	Why	that	way,	Why	there.	The	questions	can	be	used	to	create	answers	about
the	proposal	(eg	what	is	to	be	achieved	by	the	safety	system),	alternatives	(what	else	could	be	achieved),	and	conclusions	(what	should	be	achieved).	The	answers	can	then	be	used	to	specify	the	safety	system,	and	implement	it	preferably	by	an	inherently	safe	design.	10.	Check-lists	Purpose:	Hazard	Identification	Limitations:	Depends	on	relevance	of
check-list.	Advantages:	Simple,	can	be	used	by	individual	or	team.	Description	of	technique:	A	list	of	possible	hazards	is	taken	and	each	item	on	the	list	is	considered	in	terms	of	whether	it	applies	to	the	system	being	studied.	Check	lists	are	a	Comparative	Method	and	may	be	derived	from	experience	alone	(including	codes	of	practice	and	standards)	or
may	be	derived	for	a	particular	type	of	plant	from	application	of	the	fundamental	techniques,	avoiding	the	need	to	repeat	the	whole	study	when	a	very	similar	design	is	to	be	considered.	Check	lists	are	essentially	a	simple	and	empirical	means	of	applying	experience	to	designs	or	situations	to	ensure	that	the	features	appearing	in	the	list	are	not
overlooked.	Lists	are	the	most	basic	method	of	hazard	identification.	They	may	relate	to	material	properties	or,	for	example,	they	may	be	equipment	specific.	A	check	list	will	serve	as	a	list	of	subject	pointers	which	will	require	attention	at	each	stage	in	the	life	of	equipment	and	unit	operations.	They	are	most	effective	when	used	to	stimulate	thought
and	enquiry	through	open	ended	questions	rather	than	in	the	form	that	requires	yes/no	answers.	11.	Standards	(comparison	of	designs	with	known	safety	standards)	Purpose:	Hazard	Identification	Limitations:	Careful	consideration	needs	to	be	given	to	the	scope	of	application	of	standards	to	ensure	that	they	apply.	They	can	be	time	consuming	to
understand	and	many	standards	may	be	necessary	to	cover	all	aspects.	Advantages:	They	provide	authoritative	guidance,	particularly	to	the	integrity	of	detailed	designs,	and	they	can	provide	a	quick	check	on	safety	requirements	or	factors	which	need	to	be	considered.	Most	designers	appreciate	the	value	of	standards	and	use	appropriate	ones	on	a
regular	basis.	Description	of	technique:	Design	details	are	compared	with	the	requirements	of	standards.	The	standards	may	be	written	by	groups	of	experts	to	give	International	or	national	requirements	or	they	may	be	developed	in-house	to	accepted,	well	established	standards.	12.	Sneak	Analysis	Purpose:	Hazard	Identification	Limitations:
Qualitative	technique	requiring	skilled	practitioner.	Time-Consuming	for	complex	systems.	Advantages:	Takes	account	of	topography/layout.	Description	of	technique:	Sneak	analysis	is	a	technique	which	aims	to	identify	hazards	associated	with	the	topography	of	process	plants	–	i.e.	how	the	different	components	are	connected	together.	It	is	a
development	of	Sneak	Circuit	Analysis	which	is	used	for	electronic	circuits.	The	objective	is	to	identify	sneak	paths,	i.e.	paths	by	which	material	or	energy	can	unintentionally	flow	between	different	parts	of	the	system.	The	method	can	be	simplified	by	the	use	of	"clues"	which	are	statements	about	common	topologies	and	the	sneaks	that	can	be
associated	with	them.	Such	clues	can	form	effective	check-	lists.	A	"sneak"	is	a	condition	which	allows	an	action	to	take	place	along	an	unintended	path.	A	path	is	defined	as	the	way	in	which	things	move	from	one	place	to	another,	including	electric	current	in	wires,	fluids	in	pipes,	information	in	an	organisation,	data	and	control	in	a	computer
program.	Unintended	paths	are	ones	which	the	designers	did	not	intend	to	exist.	Such	paths	may	be	the	result	of	design	error,	failure	of	components	or	actions	of	personnel.	Sneak	analysis	is	done	by	a	team	in	a	similar	way	to	a	HAZOP.	It	is	an	addition	rather		than		an		alternative		to		a		HAZOP		and		it		has		been		suggested		that		it		has	particular
advantages	for	batch	plants.	13.	Task	Analysis	Purpose:	Hazard	Identification	Limitations:	Only	applicable	to	human	error	analysis.	Very	time-consuming	except	for	very	simple	tasks.	Advantages:	Allows	complex	tasks	to	be	analysed	in	detail	and	understood.	Description	of	technique:	Task	analysis	derives	from	method	study	techniques.	It	is	a
systematic	method	for	analysing	a	task	into	its	goals	and	the	actions	and	plans	required	to	achieve	these	goals.	The	overall	task	first	needs	to	be	described	in	terms	of	its	goals,	actions	and	plans.	One	technique	is	hierarchical	task	analysis	(HTA)	where	a	complex	task	is	broken	down	into	a	number	of	more	simple	sub-tasks.	Each	sub-task	may	then	be
broken	down	into	further	sub-tasks.	This	process	is	continued	until	the	sub-tasks	reach	the	level	of	individual	tasks.	The	hierarchical	task	analysis	is	recorded	as	a	tree	structure	showing	this	break	down	i.e.	all	tasks	entering	a	sub-task	at	the	next	level	of	the	tree	have	to	be	done	in	order	to	achieve	that	sub-task.	The	plan	for	each	operation	can	also
be	recorded	on	the	tree	(see	diagram).	Task	analysis	can	be	used	for	developing	operating	procedures	and	training,	job	aids,	and	as	an	input	to	human	error	analysis.	Figure	A.3	–	Hierarchical	Task	Analysis	14.	Hazardous	Human	Error	Analysis	(HHEA)	Purpose:	To	identify	hazards	associated	with	human	interaction	with	equipment	Limitations:
Focuses	on	the	operator	and	may	neglect	other	persons	at	risk.	Only	takes	into	account	equipment	failure	in	a	limited	way.	Advantages:	Fully	takes	into	account	human	factors	including	foreseeable	misuse.	Can	be	used	equally	well	for	all	phases	of	use	from	commissioning	through	maintenance	and	decommissioning.	Description	of	technique:	This	is	a
new	technique,	developed	by	the	risk	assessment	section	of	the	UK	Health	and	Safety	Laboratory,	HSE,	takes	elements	from	Task	Analysis	and	Action	Error	Analysis	and	combines	them.	It	is	best	carried	out	by	a	team	of	not	less	than	3	persons	and	no	more	than	8.	Rather	than	keywords	as	such,	key	questions	and	a	list	of	human-error	type
classifications	(from	Action	Error	Analysis)	are	used	as	discussion	points	to	“brainstorm”	ideas.	Record	sheets	in	the	form	of	tables	are	also	used	to	structure	the	discussions	and	keep	a	record	of	them.	The	effectiveness	of	the	analysis	is	dependent	on	the	skill	of	the	chairperson	who	has	to	ensure	that	the	team	is	thorough	whilst	not	getting	bogged
down	in	detail.	It	is	particularly	important	when	carrying	out	a	HHEA	to	have	at	least	one	person	in	the	team	who	has	a	detailed	appreciation	of	how	the	machine	is	likely	to	be	operated.	This	can	for	example	be	an	experienced	operator	of	this	type	of	machinery	or	someone	who	has	a	lot	of	contact	with	the	operators,	such	as	a	service	engineer.	Before
starting	the	analysis	it	is	important	to	clearly	define	all	the	relevant	phases	of	machinery	life.	Any	user	manual	or	instructions	for	use	would	be	a	particularly	good	starting	point	for	this	technique.	The	key	tasks	relating	to	the	use	of	the	machine	then	need	to	be	listed.	This	is	best	done	as	a	brainstorming	session	by	the	chairperson	writing	them	down
on	a	wipe-	board	or	flip-chart	as	they	are	called	out.	They	will	then	need	organising	into	a	logical	order	and	any	duplicates	removed.	Some	of	the	tasks	listed	may	be	sub-tasks	of	others	and	should	be	organised	to	reflect	this	fact.	It	is	important	that	these	sub-tasks	are	not	simply	deleted.	Each	key-task	should	then	be	considered	in	turn	and	broken
down	into	more	detailed	sub-tasks	and	numbered.	The	human	error	type	classifications	listed	overleaf	are	then	used,	in	a	similar	way	as	keywords,	to	brainstorm	a	list	of	potential	human	errors	that	can	be	made	in	carrying	out	the	task	and	moreover,	the	hazards	that	these	errors	will	expose	the	operator	to.	Error	type																																			
	Explanation	Error	of	omission																												Failure	to	perform	an	action,	absence	of	response.	Error	of	time																																																											Action	performed	but	not	at	or	within	proper	time.	Extraneous	act																																																											Unnecessary	action	not	required	by	procedure	Transposition																																																										
Correct		action		on		wrong		unit,		system,		train		or	component.	Error	of	selection																												Incorrect	selection	control	Error	of	sequence																											Performance	of	correct	actions	in	wrong	order	if	this	is	significant	for	success	of	the	task.	Miscommunication																									Failure		to		communicate		or		receive		information	correctly.
Qualitative	errors																												By					excess					or					by					default					(perform					action	incompletely).	Other																																											Anything	else.	Each	error	is	given	a	unique	reference	number	and	discussed	in	turn	by	the	team	to	consider:	What	hazard	the	human	error	would	expose	the	operator	or	any	bystanders	to?	What	is	the	range	of
consequences,	from	most	usual	to	worst,	likely	to	result?	What	factors	could	increase	the	risk	of	harm?	What		actions/factors		could		decrease		the		risk		of		harm,		including		existing	safeguards	which	will	protect	against	the	error	being	made,	or	the	hazard	thus	exposed	causing	harm?	What	safeguards	are	suggested	to	protect	against	the	error	being
made	or	the	hazard	thus	exposed	causing	harm?	Finally,	are	there	any	further	comments	that	need	to	be	made	or	any	actions	that	need	to	be	carried	out,	and	by	whom?	The	record	sheets	for	use	with	the	analysis	described	above	is	shown	at	the	end	of	this	appendix.	Each	sheet	is	headed	“HAZARDOUS	HUMAN	ERROR	ANALYSIS”	and	has	space	at
the	top	for	recording:	the	machine	on	which	the	analysis	is	being	carried	out;	the	key-task	to	which	the	sheet	relates;	the	date	of	the	analysis;	the	sheet	number	and	the	total	number	of	sheets	used.	It	is	recommended	that	a	fresh	record	sheet	be	used	for	each	key	task.	There	are	a	total	of	eight	columns	in	the	table	on	the	sheet	which	are	used	as
follows:	“SUB-TASK”	is	used	to	record	the	sub-task	and	its	number;	“REF-NO”	is	for	a	unique	reference	number	for	each	identified	potential	human	error	that	could	be	made	whilst	carrying	out	the	sub-task	under	consideration;	“POTENTIAL	HUMAN	ERROR”	is	used	to	record	each	human	error	that	the	team	thinks	could	be	made	whilst	carrying	out
the	sub-task	under	consideration;	“HAZARD	EXPOSED	TO”	is	used	to	record	information	about	the	hazards	that	each	error	would	expose	a	person	to;	“CONSEQUENCES”	is	used	to	record	a	brief	description	of	what	could	happen	should	the	hazard	be	realised	in	terms	of	the	range	of	possible	consequences	from	the	most	likely	to	the	worst	case,
whether	these	are	RIDDOR	reportable,	and	how	many	people	may	be	involved;	“INCREASING	FACTORS”	is	used	to	record	what	factors	or	actions	could	increase	the	likelihood	of	the	error	occurring	and/or	the	risk	of	harm;	"DECREASING		FACTORS"	is	used	to	record	what	factors	or	actions	could	decrease	the	likelihood		of	the	error	occurring		and/or
the	risk	of	harm,	including	any	existing	or	proposed	safeguards;	"COMMENTS	1	ACTION"	is	used	to	record	any	additional	information		which	doesn	really		fit	anywhere		else,		any		references		(particularly		standards)		considered		to		be	useful	and	any	actions	-	usually	to	look	at	something	in	more	detail	at	a	later	date	Note		when		recording		actions		it
	is		important		to		make		sure		thal	it		is	clear		who		is	expected	to	carry	them	out.	15.	Human	Reliability	Analysis	Purpose:	Frequency	prediction	for	human	failure.	Limitations:	Time-consuming.	Relies	on	availability	of	human	failure	rate	data	for	the	lowest	level	individual	tasks.	Requires	a	skilled	human	factors	practitioner.	Advantages:	Quantitative
technique	allowing	limited	prediction	of	human	error.	Description	of	technique:The	first	steps	in	this	are	hierarchical	task	analysis	and	action	error	analysis.	It	is	important	to	note	for	each	task	analysed	what	the	effects	of	error	at	this	stage	would	be,	and	whether	or	not	it	would	result	in	a	hazard.	For	those	errors	which	would	result	in	a	hazard,	is
error	recovery	possible?	Probabilities	are	then	assigned	for	each	human	error	in	the	hierarchy	which	would	lead	to	a	hazard.	This	would	usually	be	on	the	basis	of	historical	data	for	the	same	error	mode.	The	probabilities	would	be	modified	on	the	basis	of	the	evaluation	of:	-						Performance		influencing		factors		(PIFs).		These		range		form
	environmental		and	ergonomic	factors	to	the	safety	culture	of	the	organisation.	-						Recovery	factors	(RFs).	The	likelihood	that	the	operator	will	notice	and	recover	from	the	error.	-						Error		Reduction		Strategies		(ERSs).		These		are		usually		a		redesign		of		the	task/environment	as	a	result	of	the	above	analysis.	The	analysis	would	need	to	be	carried
out	by	a	human	reliability	specialist,	usually	with	computerised	support.	This	type	of	analysis	can	be	very	time-consuming.	16.	What-If	?	Analysis	Purpose:	Frequency	prediction	for	human	failure.	Limitations:	Qualitative	technique	requiring	suitable	check-list.	Advantages:	Easy	to	use.	Description	of	technique:	A	what-if	analysis	is	carried	out	by	a	team
and	asks	questions	relating	to	specifc	aspects	of	the	design	intent	(e.g.,	in	the	chemical	industry,	such	aspects	as	blockages,	leaks,	corrosion,	vibration,	partial	failures,	external	events).	The	experience	of	the	team	members	can	be	supplemented	by	checks	lists	of	questions	to	ask	about	specific	items	of	equipment.	The	answers	to	the	questions	may
reveal	hazards	that	require	elimination	or	protection.	What-if	List	for	Compressors	What	if	high	temperature	in	compressor?	What	if	loss	of	cooling?	What	if	excessive	recycle	around	compressor?	What	if	loss	of	lubrication?	What	if	compressor	valve	failure?	What	if	insufficient	flow	through	compressor?	What	if	excess	compression	ratio?	What	if
increase	in	feed	temperature?	What	if	compressor	subjected	to	local	fire?	What	if	entrained	liquid	in	feed?	What	if	contaminants	or	solid	particles	admitted	to	unit?	What	if	air	entry	due	to	vacuum	or	maintenance?	What	if	excessive	speed	or	reverse	rotation?	What	if	suction	valve	fails	open?	What	if	excess	recycle	flow?	What	if	blocked	discharge?
What	if	overpressure	of	compressor?	What	if	excess	back	pressure?	What	if	increase	in	feed	pressure?	What	if	lack	of	demand	for	output	stream?	What	if	failure	of	pressure	control?	What	if	suction	valve	closed?	What	if	low	feed	pressure	or	feed	line	fails?	What	if	underpressure	due	to	underspeed?	What	if	compressor	stops	or	performance	degraded?
What	if	mechanical	deterioration	in	the	compressor?	What	if	coupling	to	driver	fails?	What	if	vibration	loosens	coupling?	What	if	deterioration	of	construction	materials	or	seals?	What	if	inadequate	isolation	for	maintenance?	What	if	inadequate	procedures	for	maintenance	and	restart?	What	if	control	system	fails?	What	if	emergency	control	system
fails?	What	if	relief	system	fails	to	reduce	overpressure?	What	if	relief	valve	fails	open?	What	if	relief	valve	fails	closed?	What	if	inadequate	flow	through	relief	line?	What	if	failure	of	services?	What	if	compressor	subjected	to	external	cause?	What	if	freezing	conditions	or	other	environmental	extreme?	Products	applicable	to:	All	This	technique	is	a
brainstorming	approach	and	is	a	particularly	useful	technique.	It	is	best	performed	by	a	group	of	people	who	are	familiar	with	the	equipment,	and	consequently	it	would	not	be	practical	to	suggest	a	generic	What-if?	list.	This	means	that	clear	guidance	is	required,	illustrated	by	examples,	to	show	how	a	manufacturer	can	draw	up	a	What-if?	list	for
their	products.	The	‘What	if..?’	technique	can	be	combined	with	the	checklist	analysis	to	increase	the	efficacy	of	the	hazard	identification.	This	combination	of	techniques	is	a	method	which	is	advocated	by	Det	Norske	Veritas	and	is	referred	to	as	SWIFT	(structured	what	if	checklist).	It	is	intended	that	the	‘What	if...?’	questions	are	asked	within
categories,	although	there	is	no	need	to	stick	to	this	rigorously,	suggested	categories	are	[5]:	Material	problems	External	factor	influences	Operating	error	and	other	human	factors	Equipment/instrumentation	malfunction	Process	upsets	of	unspecified	origin	Utility	failures	Integrity	failure	or	loss	of	control	Emergency	operations	Alternatively	the
What-if?	categories	could	be	simpler	for	example	using	the	PEEP	concept	(as	described)	in	‘A	guide	to	the	Machinery	Directive’):	People	(considers	the	interaction	of	personnel	with	the	equipment)	Equipment	(hazards	which	are	inherent	to	the	equipment)	Environment	(considers	the	environment	the	equipment	is	to	be	used	in)	Process	(the	materials
which	are	to	be	handled	by	the	equipment)	At	its	simplest	the	technique	generates	a	list	of	questions	and	answers,	however	a	more	detailed	study	could	involve	taking	the	analysis	further	for	example	identifying	mitigating	factors.	17.	Reliability	Block	Diagram	Purpose:	Hazard	Identification	Limitations:	Trivial	except	for	complex	systems.	Advantages:
Can	be	used	as	a	starting	point	for	other	techniques.	Description	of	technique:	A	reliability	block	diagram	is	a	block	diagram	showing	components	in	a	system.	It	shows	the	logic	of	which	components	are	required	by	other	components	in	order	for	the	system	to	work.	It	is	capable	of	showing	that	some	components	are	duplicated.	A	reliability	block
diagram	is	in	some	ways	similar	to	a	fault	tree,	but	has	less	capability	for	showing	logic	and	is	not	focused	on	particular	hazardous	events.	Reliability	block	diagrams	are	primarily	tools	for	estimating	the	reliability	of	a	system	and	rather	than	ist	hazards.	Figure	A.4	–	Block	Diagram	of	Power	Supply	84	Figure		A.5	-	Reliability	Block		Diagram	(Ckygen)
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Humidifier																						Heater	18.	Failure	Mode	and	Effect	Analysis	(FMEA)	Purpose:	Hazard	Identification	and	consequence	prediction	Limitations:	Qualitative	technique	which	is	time-consuming	to	use,	particularly	if	a	complex	systems	is	being	analysed.	Advantages:		Systematic	and	comprehensive	technique.	Description	of	technique:	FMEA	is	a
qualitative	technique	for	examining	a	system	and	identifying	all	the	failure	modes	and	their	effects	on	the	system.	It	is	most	usually	used	for	electronic,	electrical	or	mechanical	equipment.	The	starting	point	of	an	FMEA	would	usually	be	a	reliability	block	diagram	for	the	system.	A	team	would	go	through	the	system	component	by	component	asking
questions	about	the	failure	modes	for	each	component	and	the	cause	and	effect	of	each	failure	mode.	Methods	of	prevention	or	compensation	for	failures	with	significant	hazardous	effects	would	also	be	considered,	so	that	the	FMEA	exercise	would	usually	lead	to	a	modified,	safer	design.	Products	applicable	to:		Components,	discreet	items,	simple
protective	systems	FMEA		is		a		useful,		wellknown		technique		and		documented		technique.		For		more	detailed		description		try		IEC60812		–		Analysis		techniques		for		system		reliability		–	procedure	for	failure	mode	and	effects	analysis	(FMEA).	This	technique	is	particularly	useful	for	identifying	failure	modes	which	could	lead	to	the	creation	of
intermittent	and	permanent	ignition	sources	or	the	failure	of	protective	systems.	FMEA	could	also	be	used	to	identify	failures	leading	to	loss	of	containment.	However	other	techniques	may	be	more	appropriate.	The	purpose	subsection	should	therefore	be	altered	to	reflect	this.	i.	e.	purpose:	to	identify	failure	modes	that	can	lead	to	the	creation	of	an
ignition	source.	Full	blown	FMEA	is	likely	to	be	overly	complex	and	time-consuming	for	complete	or	complex	items	of	equipment	and	anything	but	the	most	simple	protective	systems.	However	in	these	cases	Functional	FMEA	may	be	used.	A	functional	FMEA	consist	of	the	following	steps:	1.		Identify	the	functions	of	the	equipment	2.		What	happens	if
the	equipment	fails	to	achieve	each	of	its	functions?	3.		What	are	the	mechanisms	by	which	this	failure	can	occur?	4.		How	do	you	recognise	the	failure?	5.		Are	there	any	recovery	mechanisms?	Unlike	the	conventional	FMEA	study	the	equipment	isn’t	broken	down	into	single	components,	instead	it	is	broken	down	into	the	functions	which	it	is	to
perform.	As	an	example	a	flammable	gas	detection	and	automatic	isolation	might	be	broken	down	into:	Detection	of	flammable	gas	Transmit	signal	to	ASOV	(automatic	shut-off	valve)	Valve	closes	and	isolates	flow	This	method	could	be	used	at	the	beginning	of	the	study	to	help	the	analyst	produce	a	set	of	questions	for	the	‘What	if...?’	study.	19.
Failure	Mode	and	Effect	Criticality	Analysis	(FMECA)	Purpose:	Hazard	Identification,	consequence	and	frequency	prediction	Limitations:	Time-consuming	for	complex	systems	Advantages:	Gives	semi-quantitative	ranking	of	risk.	Description	of	technique:	This	is	similar	to	FMEA	but	goes	further	by	ranking	the	hazards		arising		from		the		failure		modes
	identified		in		either		a		qualitative		or		a	quantitative	way.	There	are	a	number	of	possible	variations	on	the	method.	Qualitative	method	One		method		(DEF-STAN		00-41		–		US		Defence		Standard)		requires		a		qualitative	probability	of	occurrence	to	be	assigned	to	each	failure	mode.	These	are	as	follows:	Level																																																	Probability
of	Occurence,	P	A	Frequent	1.0	>		P	>		0.2	B	Often	0.2	>		P	>		0.1	C	Occasional	0.1	>		P	>		0.01	D	Remote	0.01	>		P	>		0.001	E	Unlikely	0.001	>		P	>		0	Criticality	number	A	quantitative	method	from	DEF-STAN	00-41	is	to	assign	a	criticality	number	to	either	a	failure	mode	or	a	component.	Failure	mode	criticality	number	=	abcde	where	a	=					
failure		mode		ratio		=		proportion		of		the		failure		probability		for		the	component	which	is	due	to	this	failure	mode.	b	=					conditional		probability		of		mission		loss		(or		that		failure		behave		in		a	hazardous	way).	Actual	loss															b	=	1	Probable	loss										0.1	<	b	<	1	Possible	loss											0	>	b	<	0.1	No	effect																			b	=	0	c	=					failure	rate
modifying	factor,	if	the	failure	rate	used	needs	to	be	modified	due	to	the	particular	environmental	conditions	in	which	the	component	is	operating.	d	=					part	failure	rate	=	failures	per	hour	of	the	component	in	the	failure	mode	specified,	preferably	taken	from	operating	experience	in	a	similar	environment,	or	else	from	a	suitable	database.	The	item
criticality	is	the	sum	of	the	failure	mode	criticalities	for	the	item	in	question.	Risk	Priority	Number	Another	semi-quantitative	method	for	FMECA	is	the	Risk	Priority	Number	(RPN)	method.	Three	numbers	are	allocated	for	each	failure	mode	and	its	effect:	1.		Occurence	of	failure,	on	a	scale	of	1	to	10	where	1	is	unlikely.	2.		Severity	of	failure,	on	a	scale
1	to	10	where	1	indicates	minimal	consequence.	3.		Detection	of	failure,	on	a	scale	1	to	10	where	1	indicates	a	high	likelihood	of	fault	detection	and	recovery.	The	RPN	is	the	product	of	the	three	numbers,	and	allows	the	effects	of	different	failure	modes	to	be	ranked.	Failure	Rate/Severity	Method	For	this	method	an	FMEA	is	carried	out,	with	columns
asking	questions	about:	a)									failure	mode	b)						failure	cause	c)									failure	effect	–	especially	whether	it	is	local	or	effects	the	whole	system	d)									prevention/compensation	what	stops	failure	from	effecting	the	whole	system?	e)									failure	rate	–	taken	from	a	suitable	database	f)										severity	–	a	category	is	assigned	Category																				I									
Catastrophic.	Loss	of	life	II	Critical.	Causes	severe	injury	III	IV	Major.	Minor.	Causes	minor	injury	Requires	unscheduled	repair	20.	Maintenance	Analysis	Purpose:	Hazard	Identification	and	frequency	prediction	for	maintenance	activities.	Limitations:	Time-consuming.	Requires	skilled	analyst.	Advantages:	Maintenance	problems	looked	at
systematically	using	qualitative	or	quantitative	techniques.	Description	of	technique:	This	is	usually	concerned	with	ensuring	equipment	availability,	but	could	be	relevant	if	there	were	particular	hazards	associated	with	maintenance.	The		analysis		can		be		done		in		either		a		qualitative		or		a		quantitative		way.		The	quantitative	methods	obtain	a	value
for	the	availability	of	equipment	given	the	need	to	periodically	maintain	it.	Maintenance	analysis	asks	questions	about:	·				what	failures	can	occur,	·				how	a	fault	would	be	identified/detected,	·				how	the	underlying	failure	could	be	diagnosed,	·				what	preparation	is	required	for	repair,	·				what	resources	are	required	for	repair,	·				how	the	failed	part
should	be	removed,	repaired	if	possible,	and	replaced,	·				what	checks	are	required	after	maintenance,	·				how	normal	operation	should	be	restored.	21.	Structural	Reliability	Analysis	Purpose:	Hazard	Identification	consequence	assessment.	Limitations	/	Advantages:	Structural	steelwork.	Description	of	technique:	This	is	a	method	of	looking	at
structures	in	order	ro	determine	the	safety	margin	present	in	structures	and	the	effects	of	partial	failure	on	the	overall	structure.	The	methods	have	application,	for	example,	in	analysing	the	safety	of	offshore	oil	or	gas	platforms	in	a	variety	of	weather	conditions.	22.	Techniques	based	on	Fuzzy	Sets	and	Fuzzy	Logic	Purpose:	Quantisation	of	frequency
and	consequences.	Limitations:	Requires	experts	Advantages:	Quantifies	qualitative	opinion.	Description	of	technique:	These	methods	operate	on	"linguistic	variables"	in	order	to	produce	a	quantitative	output	from	a	qualitative	input.	They	might	be	useful	in	cases	where	the	only	data	available	is	subjective	judgement	from	people	not	able	to	put	it	into
quantitative	terms.	23.	DEFI	method	Purpose:	Hazard	Identification	Limitations:		More		a		way		of		assessing		the		reliability		of		hardware		rather		than	predicting	hazards.	Hardware	needs	to	have	been	constructed	to	allow	the	technique	to	be	used.	Description	of	technique:	DEFI	is	a	method	which	uses	the	injection	of	faults	into	a
computerised																														system				to				determine				the				rate				of				failure				to				danger.	24.	Delphi	Technique	Purpose:	Frequency	prediction.	Limitations:	Requires	experts.	Description	of	technique:	This	is	a	technique	which	formalises	the	process	of	obtaining	estimates	for	failure	rates,	frequencies	of	hazardous	events	etc.,	by	expert
judgement.	A	large	circle	of	experts	are	questioned	several	times,	each	time	the	estimates	and	comments	obtained	previously	are	summarised	and	fed	back.	This	continues	until	agreement	is	reached.	It	has	been	used	in	the	US	nuclear	industry	to	estimate	failure	rates	of	various	components.		An	essential	feature	is	that	the	values	suggested	by	one
expert	are	presented	anonymously	to	the	other	participants.	Comments	are	also	anonomised.	It	is	important	that	participants	only	comment	and	provide	estimates	in	areas	where	they	have	experience	themselves	and	this	should	be	made	clear	at	the	outset.	25.			Method			Organised			Systematic			Analysis			of			Risks	(MOSAR)	Purpose:	Hazard
Identification,	frequency	&	consequence	prediction.	Limitations:	Time-consuming.	Advantages:	Systematic	risk	analysis	technique.	Description	of	technique:	This	is	a	systematic	approach	which	uses	a	series	of	steps	to	look	at	the	safety	of	a	system.	The	system	is	seen	as	a	series	of	interacting	subsystems.	A	number	of	tables	are	filled	in	by	the	team
carrying	out	the	analysis.	1)							Hazard	identification	2)							Adequacy	of	prevention	3)							Interdependency	4)							Operating	safety	study	using	FMEA	or	HAZOP	5)							Logic	trees	6)							Severity	table	7)							Linking	of	severity	with	protection	objectives	8)							Technological	barriers	(no	human	intervention)	9)							Utilisation	barriers	(with	human
intervention)	10)					Acceptability	table	for	residual	risks	26.	Goal	Oriented	Failure	Analysis	(GOFA)	Purpose:	Hazard	Identification	Limitations:	Time-consuming.	Difficult	to	learn.	Scope	of	application	is	limited	to	the	failure	goals	considered.	Advantages:	Provides	a	practical	approach	to	identifying	the	factors	which	can	lead	to	the	realisation	of	a
hazard.	Description	of	technique:	GOFA	uses	a	systems	analysis	approach	and	develops	a	systems		diagram		for		the		hazard		identification		process.		GOFA		is		a		top-down	technique	(i.e.	focused	on	a	particular	top	event)	which	is	intended	to	be	a	hybrid	of	FMEA	and	fault-tree	analysis.	The	systems	diagram	is	created	by	a	team	for	a	specific	failure
goal	(e.	g.	emergency	isolation	system	fails	to	operate	during	an	emergency).	The	steps	in	the	process	are:	1)							Define	the	failure	goal.	2)							Draw	up	and	agree	the	systems	diagram.	3)								Determine	the	fault	modes	for	each	component	in	each	subsystem	of	the	systems	diagram,	using	check-lists	for	support.	4)							Choose	a	component	for	detailed
study.	5)							Choose	a	fault	mode	for	this	component.	6)							Identify	failure	mechanisms	for	the	chosen	fault	mode.	7)							Choose	a	failure	mechanism.	8)								Identify	the	failure	causes	for	this	failure	mechanism.	These	may	be	external	to	the	systems	diagram	or	internal	if	caused	by	other	components.	9)							Return	to	step	7	until	complete.	10)			
	Return	to	step	5	until	complete.	11)					Return	to	step	4	until	complete.	92	Annex	VI	Application	of	the	risk	assessment	methodology	Introduction	This	Annex	provides	information	on	how	to	perform	a	risk	assessment	on	a	piece	of	equipment	or	unit	operation	using	the	methodology	described	in	this	standard.	The	user	should	be	clear	that	risk
assessment	can	often	be	a	complex	process	requiring	specific	expertise	and	it	is	unlikely	that	someone	without	previous	experience	will	be	able	to	carry	out	a	satisfactory	risk	assessment	solely	by	following	this	standard.	Examples	are	provided	which	describe	how	the	risk	assessment	methodology	has	been	applied	to	the	following	systems:	A
pneumatic	powder	transfer	system	A	paint	spray	booth	Oil	seed	extraction	unit	Spray	Dryer	for	Milk	Protective	system	–	An	explosion	venting	door	Exhaust	System	of	Gas	Engine	The	risk	assessments	described	are	purely	illustrative	and	should	not	be	used	as	a	complete	risk	assessment	for	an	actual	system	without	further	consideration.	In	addition	it
should	be	recognised	that	this	methodology	has	been	designed	to	assess	the	risks	relating	to	explosions	which	can	arise	in	the	use	of	equipment.	Additional	risk	assessments	will	be	necessary	to	determine	possible	risks	relating	to	other	hazards,	for	example	protection	of	operators	etc.	Use	of	the	methodology	As	described	in	Section	5,	a	risk
assessment	should	be	carried	out	using	a	series	of	logical	steps	following	the	definition	of	the	intended	use	of	the	equipment	or	unit	operation.	Where	a	complex	system	is	being	assessed,	it	is	often	useful	to	divide	the	system	into	individual	items	or	groups	of	items	that	perform	discrete	operations,	however	in	such	cases	extreme	care	must	be	taken	to
ensure	that	any	interrelationship	between	the	risks	for	each	item	is	fully	considered.	Determination	of	intended	use	The	correct	definition	of	intended	use	is	critical	to	performing	a	successful	risk	assessment	as	it	provides	boundaries	within	which	hazards	need	to	be	identified	and	the	possible	risks	assessed.	Description	of	the	system	This	should
include	a	general	description	of	the	system,	its	means	of	operation	to	achieve	the	desired	function.	Equipment	characteristics	The	system	should	be	described	in	sufficient	detail	such	that	any	possible	ignition	sources	can	be	identified.	The	description	should	include	where	appropriate,	sizes,	throughput,	material	of	construction	etc.	Product
characteristics	The		flammability		and		explosibility		characteristics		of		the		products		being		handled	should	be	listed.	Functional	/	State	Analysis	The	Functional	/	State	analysis	described	in	Section	5.1	can	be	used	where	there	are	uncertainties	in	how	and	where	a	piece	of	equipment	will	be	used.	It	is	important	that	the	definition	of	intended	use
clearly	specifies	the	nature	and	type	of	explosive	atmosphere	which	may	be	present	and	considers	the	state	of	the	equipment	not	only	during	normal	operation	but	also	during	start-up	and	shut-down.	During	the	course	of	a		risk	assessment	procedure		it		is		often		found		that		the		intended		use		has		to		be	changed.	This	occurs	particularly	with	respect
to	the	nature	of	the	explosive	atmosphere	in	which	the	equipment	is	to	be	used.	Hazard	Identification	Once	the	intended	use	of	the	equipment	has	been	initially	defined,	the	process	of	hazard	identification	can	be	carried	out.	During	this	step	all	possible	hazards	which	may	occur	must	be	identified.	The	aim	is	to	determine	whether	the	equipment	or
unit	operation	can	present	a	potential	ignition	source	and	to	identify	whether	a	potentially	explosive	atmosphere	is	present.	The	evaluation	usually	starts	with	the	consideration	of	the	equipment	in	normal	operation	and	is	then	extended	to	consider	expected	malfunctions	and	rare	malfunctions	depending	on	the	intended	final	classification	of	the
equipment	i.e.	the	equipment	category	(see	Section	0).	An	assessment	has	to	be	made	of	the	probability	that	the	ignition	source	will	occur	and	its	effectiveness	in	igniting	the	explosive	atmosphere,	this	requires	detailed	information	on	the	flammability	and	explosive	characteristics	of	the	explosive	atmospheres.	The	results	of	this	analysis	must	be
recorded	using	the	form	in	Section	5.2.	Risk	Estimation	Once	all	the	hazards	have	been	identified,	an	estimate	of	the	severity	of	the	possible	harm	which	can	arise	and	the	probability	of	the	occurrence	of	each	hazard	has	to	be	made	in	order	to	rank	the	risks.	The	severity	is	ranked	in	four	levels	ranging	from	’catastrophic’	to	‘negligible’	while	the
probability	of	an	event	occurring	is	expressed	in	five	stages	from	frequent	to	improbable.	A	qualitative	estimation	of	the	resulting	risk	level	is	then	made	using	the	matrix	given	in	Section	5.3.	This	results	in	four	risk	levels	ranging	from	‘A’	representing	a	high	risk	level	to	‘D’	a	low	risk	level.	Risk	Evaluation	At	this	stage	of	the	procedure	a	table	listing
all	possible	hazards	which	may	arise	together	with	a	ranking	of	the	risk	level	for	each	hazard	will	be	available.	This	enables	a	decision	to	be	made	as	to	whether	further	action	is	required	to	reduce	the	risk	to	an	acceptable	level	(see	Section	5.4).	Where	the	risk	estimation	results	in	a	risk	level	of	A,	the	risk	is	so	high	as	to	be	intolerable	and	additional
risk	reduction	measures	are	required.	Similarly	a	risk	level	of	D	can	be	considered	to	be	acceptable	and	no	further	risk	reduction	is	required.	Risk	levels	B	and	C	are	intermediate	levels	and	will	normally	require	some	form	of	risk	reduction	measures	to	make	the	risk	acceptable.	However,	the	degree	of	these	measures	will	be	smaller	and	in	the	case	of
a	risk	level	C,	organisational	risk	reduction	measures	will	often	be	sufficient.	Risk	Reduction	Option	Analysis	Once	the	risk	has	been	estimated	and	evaluated	the	risk	reduction	option	analysis	leads	to	the	final	decision	as	to	whether	or	not	the	solution	found	reduces	the	risk	to	an	acceptable	level.	It	is	necessary	to	deal	with	residual	risks	after	all
measures	have	been	taken	to	reduce	the	probability	and	consequence	of	a	specific	hazardous	event.	The	residual	risks	are	those	against	which	risk	reduction	by	design	and	safeguarding	techniques	are	not,	or	not	totally,	effective.	Residual	risks	must	be	documented	and	included	in	the	instructions	for	use	of	the	equipment.	If	all	the	risks	are	classified
as	acceptable	then	no	Risk	Reduction	is	required	and	the	Risk	Assessment	is	complete.	Iteration	of	the	risk	assessment	procedure	When	the	risk	reduction	option	analysis	shows	that	risks	remain	which	are	unacceptable	then	the	risk	assessment	must	be	repeated.	This	should	be	carried	out	in	an	iterative	manner	after	amending	the	safety	concept	or
the	definition	of	intended	use	until	all	risks	have	been	reduced	to	an	acceptable	level.	A	pneumatic	powder	transfer	system	Determination	of	intended	use	The	aim	of	the	system	is	unloading,	pneumatic	conveying	(PC)	under	air	pressure	and	storing	of	granular	combustible	or	uncombustible	materials	for	further	use.	Description	of	the	system	The
installation	for	the	pneumatic	unloading	of	crystallised	sugar	from	a	lorry	to	a	silo	is	shown	in	the	figure.	Schematic	diagram	of	the	installation	Equipment	characteristics	The	installation	consists	of	different	equipment	:	a	30	m3	lorry	(out	of	the	scope	of	the	risk	assessment)	is	able	to	withstand	2	bar	overpressure.	A	compressor	is	generally	installed
on	the	lorry	and	coupled	to	the	engine,	pipes	and	couplings	(length	:	30	m,	diameter	:	100	mm)	are	able	to	withstand	30	bar,	the	storage	silo	has	a	volume	of	110	m3,	a	height/diameter	ratio	of	4	and	is	fitted	with	a	vent	on	the	top	which	has	been	designed	to	open	at	0.1	barg	(Pstat)	resulting	in	a	residual	pressure	in	the	case	of	an	explosion	of	0.4	barg
(Pred),	a	blow	tank	has	an	operating	pressure	of	1.2	barg	(Pf).	As	the	maximum	pressure	during	an	explosion	of	the	product	is	8	barg	(Pmax),	the	mechanical	resistance	of	this	blow	tank	is	18,8	barg	(Pm).	It	is	fitted	with	a	level	control,	a	pneumatic	conveying	line	(length	:	100	m,	diameter	:	100	mm),	a	hopper	has	a	volume	of	3	m3,	a	height/diameter
ratio	of	2	and	is	fitted	with	an	explosion	vent	which	has	been	designed	to	open	at	0.2	barg	(Pstat)	resulting	a	reduced	explosion	pressure	in	the	case	of	an	explosion	of	0.5	barg	(Pred).	The	hopper	is	fitted	with	a	filter	and	a	level	control	and	has	a	rotary	valve	in	the	outlet.	Equipment	is	made	of	metallic	parts	and	normally	grounded.	Product
characteristics	The	installation	has	been	designed	for	use	with	crystallised	sugar	with	a	grain	size	about	600	µm.	However	it	is	known	that	during	operation	appreciable	amounts	of	sugar	powder	can	be	formed	with	a	particle	size	of	20	µm.	The	following	explosibility	characteristics	for	the	20	µm	dust	formed	have	been	measured	:	Kst	:	130	bar.m.s-1,
Pmax	:	8	bar,	Minimum	Ignition	Energy	:	20	mJ.	Functional	/	State	Analysis	A	functional	state	analysis	of	the	system	is	shown	in	the	figure:	Physical	state	of	the	substance	Unit	operations											Energies/operating	state	Lorry	crystallised	sugar	(particle	size	:	600	to	20	µm)	+-				Lorry	unloading	pneumatic	conveying	+-																	Moist	air	Maximal
pressure	=	2	bar	Maximum	air	temperature	=	60°C	dusty																									+-						Storage	in	silo	gravity	feed	dusty																									+-				Filling	of	the	blow	tank	gravity	feed	dusty																									+-				Filling	of	the	hopper	gravity	feed	dusty																									+-				Unloading	of	the	hopper	+-											Operation	of	valves	V1	and	V2	+-											Operation	of	valves	V3,
V5	and	V7	No	temperature	increase	Pressure	:	1.2	barg	Functional	state	analysis	of	the	pneumatic	unloading	system	Hazard	Identification	Potential	ignition	sources:	Ignition	Sources	Possible	Relevant	(Yes/No)	Significant	(include	reason)	Hot	surface	No	Flames	and	hot	gases	(including	hot	particles)	No	Mechanically	generated	sparks	Yes	Yes
Electrical	apparatus	Yes	Yes	Stray	electric	currents,	cathodic	corrosion	protection	No	Static	electricity:	Yes	Corona	discharges	Yes	No	-	MIE	dust	cloud	20	mJ	Brush	discharges	Yes	No	-	MIE	dust	cloud	20	mJ	Propagating	brush	discharges	Yes	Yes	Cone	discharges	Yes	No	-	Size	of	the	equipments	too	small,	granulometry	of	the	product	too	small,	MIE
dust	cloud	20	mJ	Spark	discharges	Yes	Yes	Lightning	Study	to	be	undertaken	by	the	user	Radio	frequency	(RF)	electromagnetic	waves	from	104	Hz	to	3	x	1012	Hz	No	Electromagnetic	waves	from	3	x	1011	Hz	to	3	x	1015	Hz	No	Ionizing	radiation	No	Ultrasonics	No	Adiabatic	compression	and	shock	waves	No	Exothermic	reactions,	including	self-
ignition	of	dusts	No	Table	of	Ignition	sources	When		«’no’»		is		mentioned		in		the		second		column,		it		means		that		the		specified	equipment	can	not	generate	this	type	of	ignition	source.	Explosive	Atmosphere	Ignition	Source	Ref	.	Type	Frequency	of	occurrence	or	release	Location	Type	Cause	Likelihood	Effective-	ness	of	ignition	sources	1	Cloud	of
explosible	sugar	dust	Present	at	the	end	of	loading	Inside	the	pneumatic	pipe	Static	electricity	sparks	No	earthing	During	malfunction	High	as	energy	>	MIE	2	Cloud	of	explosible	sugar	dust	Present	at	the	end	of	loading	Inside	the	pneumatic	pipe	Mechanica	l	sparks	or	heating	Introduction	of	foreign	bodies	During	rare	malfunction	Low	as	grid	at	the
PC	inlet	3	Cloud	of	explosible	sugar	dust	Present	during	filling	Inside	the	silo	Static	electricity	sparks	No	earthing	During	malfunction	High	as	energy	>	MIE	4	Cloud	of	explosible	sugar	dust	Present	during	filling	Inside	the	silo	Mechanica	l	sparks	or	heating	Introduction	of	foreign	bodies	During	rare	malfunction	Low	as	grid	at	the	PC	inlet	present	5
Cloud	of	explosible	sugar	dust	Present	during	filling	Inside	the	blow	tank	Static	electricity	sparks	No	earthing	During	malfunction	High	as	energy	>	MIE	6	Cloud	of	explosible	sugar	dust	Present	during	filling	Inside	the	blow	tank	Mechanica	l	sparks	or	heating	Introduction	of	foreign	bodies	During	rare	malfunction	High	as	valves	present	7	Cloud	of
explosible	sugar	dust	Present	during	filling	Inside	the	blow	tank	Electric	sparks	Level	control	During	malfunction	High	as	energy	>	MIE	8	Cloud	of	explosible	sugar	dust	Present	during	filling	Inside	the	hopper	Static	electricity	sparks	No	earthing	During	malfunction	High	as	energy	>	MIE	9	Cloud	of	explosible	sugar	dust	Present	during	filling	Inside
the	hopper	Mechanica	l	sparks	or	heating	Introduction	of	foreign	bodies	During	rare	malfunction	Low	as	pneumatic	conveying	10	Cloud	of	explosible	sugar	dust	Present	during	filling	Inside	the	hopper	Electric	sparks	Level	control	During	malfunction	High	as	energy	>	MIE	Table	recording	hazards	identified	Risk	Estimation	/	Risk	evaluation	For	each
hazardous	event	referred	in	the	hazard	identification,	the	frequency	and	severity	of	each	risk	has	been	estimated	using	criteria	given	in	the	methodology.	The	risk	level	has	then	been	determined	using	the	frequency-severity	matrix	in	Section	5	in	the	methodology	This	first	risk	estimation	does	not	take	into	account	the	preventive	and	protective
measures.	Reference	Frequency	Severity	Risk	Level	1	probable	major	A	2	probable	major	A	3	probable	major	A	4	remote	major	B	5	probable	major	A	6	probable	major	A	7	probable	major	A	8	probable	major	A	9	remote	major	B	10	probable	major	A	Table	of	frequency	and	severity	of	events	and	resulting	risk	level	Risk	Reduction	Option	Analysis
Preventive	and	protective	measures	have	to	be	applied,	to	reduce	the	frequency	and/or	the	severity.	The	following	measures	are	proposed:	procedure	of	earthing,	grid	at	the	PC	inlet,	magnetic	detector,	explosion	pressure	resistant	vessel	for	the	pipes	and	coupling,	vent	on	the	silo,	explosion	pressure	resistant	vessel	for	the	blow	tank,	level	control	for
use	in	dusts	explosive	atmospheres,	vent	on	the	hopper	taking	into	account	the	ignition	of	a	jet	flame,	or	a	vent	with	an	explosion	decoupling	system.	Iteration	of	the	risk	assessment	procedure	After	the	application	of	all	these	preventive	and	protective	measures,	a	new	risk	estimation	and	risk	evaluation	have	been	made.	Reference	Frequency	Severity
Risk	Level	1	Remote	minor	C	2	Occasional	minor	B	3	Remote	minor	C	4	Remote	minor	C	5	Remote	minor	C	6	Occasional	minor	B	7	Occasional	minor	B	8	Remote	minor	C	9	Remote	minor	C	10	Occasional	minor	B	Table	of	frequency	and	severity	of	events	and	resulting	risk	levels	after	Risk	reduction	measures	A	paint	spray	booth	Determination	of
intended	use	The	application	of	paints,	varnishes,	lacquers	and	other	coatings	to	models	and	test	pieces	manufactured	in	a	workshop.	The	paint-spray	booth	is	used	occasionally	by	one	trained	operator	(or	under	his	supervision).	This	person	is	also	responsible	for	general	housekeeping,	cleaning,	replacement	of	filters	etc.	Description	of	the	system	The
manually	operated	paint	spray	booth	is	situated	inside	a	busy	workshop.	It	is	enclosed	on	three	sides	and	open	fronted	to	allow	easy	access.	Work	pieces	can	be	either	hung	from	a	bar	or	placed	on	a	metal	table.	Paint	contained	within	a	storage	can,	forming	part	of	the	spray	gun,	is	atomised	by	compressed	air	supplied	by	a	high	pressure		flexible
	hose			from			a			compressor,			(outside			the			scope			of			the			risk	assessment),		at		4		bar.		The		booth		is		ventilated		from		the		rear		in		order		to		draw	overspray	away	from	the	operator	and	keep	the	concentration	of	the	volatiles	below	the	lower	explosive	limit	within	the	booth.	The	air	flows	are	tested	every	six	months	to	check	that	they	are	within
design	parameters.	Glass	fibre	filter	pads	separate	the	spray	area	and	the	ventilation	ducting	to	remove	any	entrained	paint	present	in	the	air	flow.	These	can	be	easily	changed	after	set	periods	of	use.	Ducting	removes	the	air	out	of	the	back	of	the	booth	to	an	area	outside	the	workshop	containing	no	ignition	sources.	The	operator	wears	a	breathing
mask	when	spraying	is	performed	to	minimise	occupational	health	risks	associated	with	the	material	being	sprayed.	The	most	commonly	used	coating	material	are	water	based	lacquers,	and	paints	containing	volatile	flammable	solvents	are	used	only	occasionally.	Schematic	diagram	of	the	installation	Equipment	characteristics	The	spray	gun	is
manually	operated,	and	is	connected	to	an	air	line	supplying	air	at	4	bar,	and	a	container	holding	up	to	1x10-3m3		of	paint.	The	ventilation	with	the	entrained	overspray	passes	through	a	fire	retardant	glass	fibre	filter	(which	captures	the	overspray	and	is	easily	changeable).	The	air	flow	then	passes	through	ducting	connected	to	the	back	of	the	booth
to	an	area	outside	the	building.	The	fan	is	situated	inside	the	ducting,	and	is	belt	fed	by	an	electric	motor,	which	is	located	outside	the	ducting.	Illumination	is	provided	by	a	light,	which	is	sealed	from	the	atmosphere	in	the	booth	behind	a	glass	plate.	The	booth	is	constructed	to	withstand	a	fire	for	up	to	half	an	hour.	The	dimensions	of	the	booth	are	a
height	of	2.1m,	a	width	of	2.5m,	and	a	depth	of	2m	of	which	1m	is	in	front	of	the	filter,	a	volumetric			air	throughput	of	3.55m3/s	is	achieved	by	the	booth.	Product	characteristics	The	characteristics	of	the	paint	used	in	the	assessment	are:-	Boiling	point																																																											138	C	Flash	point																																							35	C	Auto	ignition
temperature														490	C	Explosive	limits					1-6.6%	Vol	Volatile	content														40%	Functional	/	State	Analysis	A	functional	state	analysis	of	the	system	is	shown	in	the	figure:	Functional	state	analysis	of	the	paint	spray	booth	Hazard	Identification	Ignition	Sources	Possible	Relevant	(Yes/No)	Significant	(include	reason)	Hot	surface	Yes	Yes	–	though
will	depend	on	the	temperature	and	size	of	the	surface	Flames	and	hot	gases	(including	hot	particles)	Yes	Yes	–	can	provide	sufficient	energy	Mechanically	generated	sparks	Yes	Yes	–	can	provide	sufficient	energy	Electrical	apparatus	Yes	Yes	–	can	provide	sufficient	energy	Stray	electric	currents,	cathodic	corrosion	protection	No	Static	electricity:
Corona	discharges	Yes	No	–	insufficient	energy	Brush	discharges	Yes	Yes	–will	only	provide	sufficient	energy	for	a	vapour	explosion	Propagating	brush	discharges	No	Cone	discharges	No	Spark	discharges	Yes	Yes	–	can	provide	sufficient	energy	Lightning	No	Radio	frequency	(RF)	electromagnetic	waves	from	104	Hz	to	3	x	1012	Hz	No	Electromagnetic
waves	from	3	x	1011	Hz	to	3	x	1015	Hz	No	Ionizing	radiation	No	Ultrasonics	No	Adiabatic	compression	and	shock	waves	No	Exothermic	reactions,	including	self-	ignition	of	dusts	No	Table	of	Ignition	sources	Explosive	Atmosphere	Ignition	Source	Ref	.	Type	Frequency	of	occurrence	or	release	Location	Type	Cause	Likelihood	Effective-	ness	of	ignition
sources	1	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Inside	the	spray	booth	Static	electricity	Static	producing	clothing	Likely	to	occur	during	malfunction	High	2	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Inside	the	spray	booth	Mechanical	sparks	Additional	work	being
performed	in	the	booth	Likely	to	occur	during	rare	malfunction	High	3	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Inside	the	spray	booth	Mechanical	sparks	The	fan	striking	the	ducting	Likely	to	occur	during	malfunction	High	4	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)
Inside	the	spray	booth	Electrical	sparks	Additional	work	being	performed	in	the	booth	Likely	to	occur	during	rare	malfunction	High	5	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Inside	the	spray	booth	Hot	surface	Additional	work	being	performed	in	the	booth	Likely	to	occur	during	rare	malfunction	High	6
Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Inside	the	spray	booth	Hot	surface	Glass	breaks	allowing	access	to	the	light	Likely	to	occur	during	rare	malfunction	Medium	7	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Inside	the	spray	booth	Naked	flame	Smoking	in	the	booth
Likely	to	occur	during	rare	malfunction	High	8	Volatile	vapour	Malfunction	(during	spillage	or	drying,	and	insufficient	ventilation)	Outside	the	spray	booth	Various	Ignition	sources	outside	the	booth	Various	Various	9	Volatile	mist	During	normal	operation	Inside	the	spray	gun	Static	electricity	No	earthing	Likely	to	occur	during	malfunction	Low	10
Volatile	mist	During	normal	operation	(only	near	the	nozzle	of	the	spray	gun)	Inside	the	spray	booth	Static	electricity	Electrostatic	charging	of	the	paint	spray	Likely	to	occur	during	malfunction	Low	11	Volatile	mist	During	normal	operation	(only	near	the	nozzle	of	the	spray	gun)	Inside	the	spray	booth	Mechanical	sparks	Additional	work	being
performed	in	the	booth	Likely	to	occur	during	rare	malfunction	High	12	Volatile	mist	During	normal	operation	(only	near	the	nozzle	of	Inside	the	spray	booth	Electrical	sparks	Additional	work	being	performed	in	Likely	to	occur	during	rare	High	the	spray	gun)	the	booth	malfunction	13	Volatile	mist	During	normal	operation	(only	near	the	nozzle	of	the
spray	gun)	Inside	the	spray	booth	Hot	surface	Additional	work	being	performed	in	the	booth	Likely	to	occur	during	rare	malfunction	High	14	Volatile	mist	During	normal	operation	(only	near	the	nozzle	of	the	spray	gun)	Inside	the	spray	booth	Naked	flame	Smoking	in	the	booth	Likely	to	occur	during	rare	malfunction	High	Table	recording	hazards
identified	Risk	Estimation	/	Risk	evaluation	For	each	hazardous	event	referred	in	the	hazard	identification,	the	frequency	and	severity	of	each	risk	has	been	estimated	using	criteria	given	in	the	methodology.	The	risk	level	has	then	been	determined	using	the	frequency-severity	matrix	in	Section	5,	in	the	methodology	This	first	risk	estimation	does	not
take	into	account	the	preventive	and	protective	measures.	Reference	Frequency	Severity	Risk	Level	1	Occasional	Minor	B	2	Remote	Minor	C	3	Remote	Minor	C	4	Remote	Minor	C	5	Remote	Minor	C	6	Remote	Minor	C	7	Remote	Minor	C	8	To	be	considered	by	user	?	9	Remote	Minor	C	10	Remote	Minor	C	11	Remote	Minor	C	12	Remote	Minor	C	13
Remote	Minor	C	14	Remote	Minor	C	Table	of	frequency	and	severity	of	events	and	resulting	risk	level	Risk	Reduction	Option	Analysis	Preventive	and	protective	measures	have	to	be	applied,	to	reduce	the	frequency	and/or	the	severity.	The	following	measures	are	proposed:	Grounding	of	all	equipment.	Good	house	keeping:-	Allow	no	naked	flames	in	or
near	the	spray	booth.	Minimise	the	build-up	of	paint	layering,	due	to	over	spray,	by	regular	cleaning.	Maintain	all	equipment	in	good	condition.	Use	equipment	that	will	not	produce	sparks	when	performing	maintenance.	Check	for	any	leaks	in	the	extraction	ducting.	Continuous	measurement	of	the	concentration	of	volatiles	in	the	air.	Design	the
ventilation	system	to	keep	the	concentration	of	the	volatiles	in	the	air	well	below	the	lower	explosion	limit.	If	the	air	flow	stops,	or	the	concentration	of	volatiles	in	the	air	becomes	too	high,	then	a	warning	should	be	given,	or	the	spray	gun	could	be	automatically	cut	off.	Construct	the	booth	from	non-flammable	material.	Provide	easy	exit	points	for
operators.	Wear	clothing	that	will	not	produce	static	electricity.	Provide	lighting	that	cannot	be	an	ignition	source.	Only	permit	paint	spraying	in	the	booth,	no	additional	work.	Install	sprinklers.	Install	the	booth	as	far	from	external	ignition	sources	as	possible.	Use	water	based	paints	and	lacquers	where	applicable.	Provide	material	able	to	absorb	any
spillages.	Iteration	of	the	risk	assessment	procedure	After		the		application		of		these		preventive		and		protective		measures,		a		new		risk	estimation	and	risk	evaluation	have	been	made.	Reference	Frequency	Severity	Risk	Level	1	Ignition	source	has	been	eliminated	2	Ignition	source	has	been	eliminated	3	Improbable	Minor	C	4	Ignition	source	has
been	eliminated	5	Ignition	source	has	been	eliminated	6	Improbable	Minor	C	7	Ignition	source	has	been	eliminated	8	To	be	considered	by	user	?	9	Improbable	Minor	C	10	Improbable	Minor	C	11	Ignition	source	has	been	eliminated	12	Ignition	source	has	been	eliminated	13	Ignition	source	has	been	eliminated	14	Ignition	source	has	been	eliminated
Table	of	frequency	and	severity	of	events	and	resulting	risk	levels	after	Risk	reduction	measures	Oil	seed	extraction	unit	Determination	of	intended	use	Extraction	is	the	widely	used	industrial	process	to	gain	special	oil	products	of	high	quality	(crude	oils,	lecithin	etc.).	There	are	several	processing	steps	before	starting	the	extraction	process	itself	to
prepare	the	seed,	for	example,	storage,	cleaning,	dehulling,	heating,	crushing,	pressing.	To	obtain	good	extraction	results,	the	preceding	preparation	of	the	seeds	and	the	conditions	used	are	important.	The		extraction		process		is		operated		by		using		hexane		as		a		solvent.		Due		to		its	characteristics	hexane	is	known	as	a	flammable	substance	which



can	form	explosive	hexane/air	mixtures	taking	into	account	miscella	as	well.	Using	hexane	as	a	solvent	is	recognized	as	both	an	economic	way	of	extracting	and	also	hazardous	from	the	point	of	view	of	explosive	atmospheres	occurring.	This	application	example	deals	with	oil	seed	extraction	unit	using	hexane	covering	the	process	steps	on	extracting,
desolventizing	and	toasting.	Description	of	the	system	Extraction	is	the	key	operating	step	in	the	process	considered.	Natural	products	(oilseed)	are	processed	and	thus	involve	continually	changing	compositions.	Larger	oilseed	extraction	units	normally	process	2500	t/d.	For	that	they	need	as	energy	about	250	kg	steam,	12	kWh	electrical	energy,
18m3	cooling	energy	between	5	and	10°C	and	1,5	kg	solvent	per	1000	kg	oil	seed.	However,	these	amounts	of	energy	depend	on	the	natural	composition	of	oil	seed	being	processed	and	vary	from	case	by	case.	In	normal	operation	the	atmosphere	is	not	explosive.	The	oxygen	concentration	that	is	occurs	in	the	gas	phase	of	an	extractor	in	normal
operation	iis	insufficient	to	form	an	explosive	atmosphere,	provided	that	there	is	an	equilibrium-vapor	pressure	and	a	homogenous	gas-concentration	distribution.	This	means	that	the	so-called	critical	oxygen	concentration	is	not	attained	in	normal	operation.	Schematic	diagram	of	the	installation	After	seed	preparation	the	extraction	is	performed	in	a
continuous	process.	The	meal	is	carried	by	chambers	or	boxes	inside	the	closed	extractor.	The	chambers	are	moved	with	sieves	percolated	by	hexane	heated	up	to	60°	C	in	opposite	directions.	Having	percolated	though	the	meal,	the	hexane	is	collected	again	and	pumped	into	a	next	chamber.	The	meal	and	the	miscella	leavie	the	extractor	in	different
ways.	The	miscella	then	is	treated	to	gain	the	oil,	whereas	the	meal	needs	to	be	desolventized	from	hexane.	Meal	conveyors	connect	the	extractor	with	the	toaster	and	thus	allow	ingress	of	air,	propagation	of	explosive	atmospheres,	ignition	sources	transmission	and	the	spread	of	fires	and	explosions.	The	desolventizing	is	mainly	performed	in	the
toaster	which	consists	of	different	levels	to	treat	the	meal	with	the	energy	required	at	the	different	stages.	Equipment	characteristics	Extractor	consists	of	separated	chambers	or	boxes;	as	a	rule,	temperatures	range	from	45	to	63°	C	in	normal	operation;	designed	to	be	gas	–	and	liquid	proof;	meal	conveyor	mechanical	system	where	many	ignition
sources	may	occur;	chain-conveyor/screw			conveyor				in			connection	with	rotary	valve;	conducts		meal,		liquid		miscella		and		hexane/air	mixtures	in	normal	operation;	provides	pre-desolventizing;	toaster	meal	is	treated	on	different	levels;	on	the	upper	level	steam	is	injected	directly,	the	other	levels	are	operating	powered	steam	to	get	meal	on
approximately	100°	C;	considered	to	be	the	most	critical	equipment	in	the	extraction	process;	Product	characteristics	Combustion	Properties	/	Explosion	Characteristics	of	hexane	/	miscella	both	fluids	are	easily	flammable;	they	can	form	explosive	hexane/air	mixtures	starting	at	–26°	C	hexane/air	mixtures	are	heavier	than	air	and	accumulate	in	holes,
canals,	shafts	and	other	deepenings;	fatty	hexane/air	mixtures	thin	out	in	air	through	convection	and	diffusion	and	become	explosive	mixtures;	the	minimum	ignition	energy	of	2.16	mJ	of	an	optimum	explosive	hexane/air	mixture	is	very	low;	also	the	ignition	temperature	is	very	low	at	223°	C;	hexane	cannot	be	mixed	with	water	and	its	density	is	less
than	that	of	water.	Thus	hexane	fires	cannot	be	extinguished	with	water;	there	exists	related	risks	due	to	the	combustibility	of	oilseed,	flakes,	white	oil	used	for	hexane	absorption,	oil-drenched	isolation	material	and	others.	Functional	/	State	Analysis	A	functional	state	analysis	of	the	system	is	shown	in	the	figure:	Physical	state	of	the	substance			Unit
operations											Energies/operating	state	prepared	seed	solid	meal																						+-						moving	of	meal	by	extractor	boxes	liquid	miscella	and	moist	meal							+-					percolating	of	meal	with	hexane	+-						temperature	60	°C	negative	pressure	hexane	moist	meal,	liquid	miscella			+-		conveying	of	hexane	+-											room	temperature	and	hexane	air	mixtures
treated	meal			cooling	energy	solid	meal	and	hexane	in	the	form	of	vapor	+-			desolventizing	the	meal	from	hexane	+-					injected	steam	approximately	100	°C	desolventized	meal	Functional	state	analysis	of	the	oil	seed	extraction	system	Hazard	Identification	The	main	risk	originates	from	hexane	and	the	miscella	due	to	their	combustion	properties	and
explosion	characteristics.	The	risk	of	fire	is	very	high	according	to	the	wide	range	of	potential	ignition	sources,	and	these	might	be	also	capable	of	igniting	explosive	atmospheres.	The	relevant	ignition	sources	and	their	significance	to	trigger	fires	and/or	explosions	at	air	impact	are	summarized	in	the	following	table.	Miscella,	liquid	hexane	and	hexane
vapors	can	escape	into	working	areas,	if	the	following	conditions	are	provided	in	normal	operation,	incidents	or	repair	works:	the	extractor	and	input	devices	are	overloaded	where	tightness	or	exhaustion	is	insufficient	at	the	same	time;	the	extractor	is	opened	or	de-flanged	above	the	miscella	level;	leakage	above	the	miscella	level	and	failure	of	the
operational	negative	pressure;	opening	of	the	emptied	extractor	without	any	internal	exhaust;	when	discharging	residual	quantities	of	moisted	meal	from	the	open	extractor;	miscella	is	relieved	into	open	receiving	containers;	circulation	pumps	are	leaking;	a	sampling	valve	is	opened	and	not	properly	tightened;	glassy	miscella	or	hexane	pipes,	sight
glasses	or	glass	panes	break;	a	flange	connection	in	a	miscella	or	hexane	pipe	is	leaking.	Explosions	and/or	open	fire	which	have	developed	in	an	oil	seed	extraction	unit	can	spread	within	aggregates	as	much	as	an	explosive	atmosphere	can	develop	from	air	impact	as	long	as	the	spread	is	not	limited	by	a	protective	system.	To	that	end	a	risky	situation
could	be	shifted	from	one	to	another	unit	part	and	endager	the	system.	Furthermore,	explosion	and	/	or	open	fires	which	have	developed	or	spread	into	working	areas	will	most	likely	cause	further	events		that	are	uncontrollable	and	will	affect	the	entire	plant.	Ignition	Sources	Possible	Relevant	(Yes/No)	Significant	(include	reason)	Hot	surface	Yes	Yes-
due	to	hot	walls	and	frictions	Flames	and	hot	gases	(including	hot	particles)	Yes	Yes-can	provide	sufficient	energy	Mechanically	generated	sparks	Yes	Yes-because	of	transport	means	Electrical	apparatus	Yes	Yes-in	case	of	incidents	etc.	Stray	electric	currents,	cathodic	corrosion	protection	No	Static	electricity:	Corona	discharges	Yes	No-	insufficient
energy	Brush	discharges	Yes	No-	insufficient	energy	Propagating	brush	discharges	No	Cone	discharges	No	Spark	discharges	Yes	Yes-can	provide	sufficient	energy	Lightning	No	Radio	frequency	(RF)	electromagnetic	waves	from	104	Hz	to	3	x	1012	Hz	No	Electromagnetic	waves	from	3	x	1011	Hz	to	3	x	1015	Hz	No	Ionizing	radiation	No	Ultrasonics	No
Adiabatic	compression	and	shock	waves	No	Exothermic	reactions,	including	self-	ignition	of	dusts	Yes	Yes-can	provide	sufficient	energy	Table	of	ignition	sources	Explosive	Atmosphere	Ignition	Source	Ref.	Type	Frequency	of	occurrence	or	release	Location	Type	Cause	Likelihood	Effectiveness	1	Explosive	hexane/air	mixtures	not	likely	to	occur	in
normal	operation	but	in	cases	where	air	is	sucked	in	(filling,	discharge)	extractor	input	mechanically	generated	sparks	Extractor	is	overloaded	Not	likely	to	occur	in	normal	operation,	but	during	malfunction,	blockages	etc.	high	due	to	energy	level	involved	2	Explosive	hexane/air	mixtures	not	likely	to	occur	in	normal	operation	but	in	cases	where	air	is
sucked	in	(filling,	discharge)	inside	extractor	static	electricity	insulated	metal	parts	not	likely	to	occur	in	normal	operation	high	or	low	depending	on	the	way	of	discharging	3	Explosive	hexane/air	mixtures	not	likely	to	occur	in	normal	operation	but	in	cases	where	air	is	sucked	in	(filling,	discharge)	inside	extractor	hot	surface	overheating	of	extractor
walls	not	likely	to	occur	in	normal	operation	but	in	case	of	incidence	high	relating	to	self-ignition	processes	4	Explosive	hexane/air	mixtures	not	likely	to	occur	in	normal	operation	but	due	to	air	impact	inside	meal	conveyor	hot	particles	smouldering	products	not	likely	to	occur	in	normal	operation	but	during	transmission	high	depending	on	energy
level	involved	5	Explosive	hexane/air	mixtures	not	likely	to	occur	in	normal	operation	inside	meal	conveyor	mechanically	generated	sparks	rubbing	of	driving	elements	on	housing	not	likely	to	occur	in	normal	operation	but	during	malfunction	low	due	to	slow	conveyor	speed	6	Hexane	in	the	form	of	vapor	not	likely	to	occur	in	normal	operation	due	to
low	oxygen	–	concentration	inside	toaster	hot	surface	overheated	toaster	walls	not	likely	to	occur	in	normal	operation	;	temperature	monitoring	not	properly	working	high,	as	surface	temperature	>	ignition	temperature	Table	recording	hazards	identified	Risk	assessment	technique	Factors/relationships	which	could	influence	the	risk	Hazard		and
	Operability		Study		(HAZOP)	applicable		to		complex		items		of		process	plant	/	What	–	If?	Analysis	Explosive	hexane	/	air	mixtures	develop:	during	cooling,	recovery	and	opening	of	the	unit	during	the	filling	of	the	empty	extractor	with	hexane	/	especially	distinct	and	long-	term	if	the	hexane	is	cold	in	case	of	incidents	within	the	unit,	if	air	can			get			
into			unit			because			of			leaks,	breakdown	or	maloperation	in	case	of	drip-leakage	during	sampling	Task	Analysis	/	Maintenance	Analysis	Explosive	hexane	/	air	mixtures	develop:	if	hexane	and/or	miscella	is	drained	into	open		receivers,		i.		e.		not		into		a		closed	stop-system	from	the	extractor,	nor	drained	from	destillation	apparatus,	condensators	and
hexane	/	water	separators	if		meal	which	is	still	hexane-moisted		is	discharged	from	the	desolventizer	hexane-,	miscella–	or	meal-conducting	apparatus	is	opened	and	emptied	Check	List	for	Ignition	Sources	Relevant		ignition		sources		for		fire		and	explosion	in	working	areas	and	product-	conducting	unit	parts:	self-ignition	fires	in	oil-drenched
isolations	of	hot-product-pipelines;	rubbing	friction;	overheated								bearings;								electrostatic	discharges;	defect	electrical	apparatus	Application	of	risk	assessment	techniques	Risk	Estimation	/	Risk	Evaluation	For	each	hazardous	event	referred	in	the	hazard	identification,	the	frequency	and	severity	of	each	risk	has	been	estimated	using	criteria
given	in	the	methodology.	The	risk	level	has	then	been	determined	using	the	frequency-severity	matrix	in	Section	5	of	the	methodology.	This	first	risk	estimation	does	not	take	into	account	the	preventive	and	protective	measures.	Reference	Frequency	Severity	Risk	Level	1	occasional	major	B	2	remote	major	B	3	remote	major	B	4	occasional	major	B	5
occasional	major	B	6	remote	major	B	Table	of	frequency	and	severity	of	events	and	resulting	risk	levels	Risk	Reduction	Option	Analysis	Contributions	to	reduce	the	risk	should	consider	the	following	measures:	design	measures	for	the	entire	oil	seed	extraction	unit,	e.	g.	the	unit	consists	of	inflammable	materials	or	those	which	are	hardly	flammable;	is
equipped	with	an	emergency-power	supply,	especially	the	MSR-plant,	cooling	and	ventilation	system;	is	gas	–	and	liquid	proof;	is	equipped	with	pressure	switches	to	control	the	permissible	pressure	range	and	deviations;	provides	valves	or	means	to	plug	in	blank-off	flanges	between	hexane-conducting	unit	parts	technical	measures	for	individual	unit
parts,	e.	g.	The		extractor		posses		an		automatic		overpressure		compensation		as		well		as	warning	devices.	Meal	discharge	is	controlled	by	a	level	measuring	device.	Gas-	shuttle	pipes	are	supplied	with	explosion	barriers.	Valves	or	taps	can	only	be	opened	with	special	tools.	The	impact	of	air	together	with	the	flake	steam	can	be	limited	through	a
stuffing	screw	or	gas-proof	rotary	valve.	The	meal	conveyor	has	a	speed	less	than	1,0	m/s.	The	driving	force	is	limited	and	controlled	by	hardware.	There	may	further	be	a	redundant	control	to	keep	temperature											(60°											C)											in											the											screw											conveyors.	Before	the	apparatus	is	opened	to	remove	adhesions	or	cloggings	it
must	be	separated	gas-proof	from	the	plant	directly	at	the	product	entry	and	discharge	so	that	hexane	can	not	reach	working	at	the	same	time.	The	toaster	is	equipped	with	an	automatic	safety	device	to	control	temperature,	pressure	and	liquid	levels.	The	apparatus	is	regularly	controlled,	especially	prior	to	being	opened	so	that	any	long-term	meal
adhesions	are	detected	in	time.	The	toaster	is	to	be	equipped	with	appropriate	fire	extinguishing	devices.	In	general,	the	above-mentioned	risk	reduction	options	have	to	be	applied	all	of	them	to	achieve	acceptable	risk	levels.	In		addition,		further		safety		measures		have		to		be		taken		for		special		operational	conditions		like		start-up,		shut-down,	
opening,		discharging,		repairs		including	appropriate	instructions	thereof.	Iteration	of	the	risk	assessment	procedure	After	the	application	of	these	preventive	and	protective	measures,	a	new	risk	estimation	and	risk	evaluation	have	been	made.	Reference	Frequency	Severity	Risk	Level	1	remote	minor	C	2	improbable	minor	C	3	remote	minor	C	4
remote	minor	C	5	remote	minor	C	6	remote	minor	C	Table	of	frequency	and	severity	of	events	and	resulting	risk	levels	after	Risk	reduction	measures	Spray	Dryer	for	Milk	Determination	of	intended	use	Spray	Drying	is	the	widely	used	industrial	process	involving	particle	formation	and	drying.	It	is	suited	for	the	continuous	production	of	dry	solids	in
either	powder,	granulate	or	agglomerate	form	from	liquid	feedstocks	such	as	emulsions	and	suspension.	Spray	Drying	involves	the	atomization	of	the	liquid	feedstock	into	a	spray	of	droplets	and	contacting	the	droplets	with	hot	air	in	a	drying	chamber.	The	sprays	are	produced	by	either	rotary	or	nozzle	atomizers.	All	systems	can	be	provided		with
	post-treatment		equipment,		for		example:		fluid		bed		dryer/cooler,	agglomerator,	de-duster	and	conveyor.	Description	of	the	system	Atomization	plays	a	central	role	in	the	process.	The	formation	of	sprays	having	the	required	droplet	size	distribution	is	vital	to	both	the	operation	and	the	explosive	atmospheres	in	the	form	of	a	cloud	of	combustible	dust
occurring.	The	selection	of	rotary	atomizer	or	nozzle	type	depends	on	the	feed	properties	and	powder	specification.	The	contact	between	spray	droplets	and	drying	air	controls	the	evaporation	rate	and	product	temperatures	in	the	dryer.	There	are	three	basic	modes	of	contact:	Co-current:	Drying	air	and	particles	move	through	the	drying	chamber	in
the	same	direction.	Product	temperatures	on	discharge	from	the	dryer	are	lower	than	the	exhaust	air	temperature.	Counter-current:	Drying	air	and	particles	move	through	the	drying	chamber	in	opposite	directions.	The		temperature		of		the		powder		leaving		the		dryer		is		usually		higher		than		the	exhaust	air	temperature.	Mixed-flow:	Particle
movement	through	the	drying	chamber	experiences	both	co-current	and	counter-current	phases.	In	Milk	Powder	Spray	Dryers	a	co-current	airflow	pattern	is	almost	exclusively	used.	The	other	modes	are	used	mainly	with	products	having	high	heat	stability.	Exhaust	air	is	subject	to	a	cleaning	process	in	cyclones,	bag	filters,	and	occasionally	wet
scrubbers.	The	remaining	part	of	this	application	example	deals	with	a	specific	Milk	Powder	Spray	Dryer.	All	equipment	and	its	components	have	stainless	steel	housing	or	are	mounted	in	a	stainless	steel	casing.	Schematic	diagram	of	the	installation	drying	air	cooling	air	chamber	cyclone	fluid	bed	product	outlet	filter	The	spray	dryer	transforms	the
feed,	which	is	milk	concentrate	into	a	powder	in	one	continuous	operation.	The	feed	is	pumped	to	the	rotary	atomizer	machine	located	in	the	ceiling	air	disperser	at	the	centre	of	the	chamber	roof.	The	atomizer	produces	a	spray	of	droplets	by	passing	the	feed	through	a	vaned	wheel	rotating	at	high	speed.	The	spray	of	droplets	produced	by	the
atomizer	is	immediately	contacted	by	and	mixed	with	hot	drying	air	entering	the	drying	chamber	in	a	flow	pattern	created	by	the	ceiling	air	disperser.	Each	droplet	in	the	spray	is	turned	into	a	solid	particle	by	drying	while	suspended	in	the	drying	air.	A	high	rate	of	collisions	between	particles	produces	agglomerates	that	form	the	powder	product.
Product	separation	from	the	drying	air	takes	mainly	place	at	the	base	of	the	drying	chamber.	The	powder	is	discharged	continuously	from	the	drying	chamber.	The	powder	passes	into	a	fluid	bed	where	final	drying	and	cooling	of	the	powder	takes	place.	Small	amounts	of	fines	pass	with	the	exhaust	air	from	the	drying	chamber	and	the	fluid	bed	to	be
collected	in	cyclones.	A	bag	filter	completes	the	cleaning	of	the	exhaust	air	leaving	the	spray	dryer.	The	fine	fraction	of	the	powder	collected	by	the	cyclones	is	recycled	to	the	drying	system	to	participate	in	the	agglomeration	process.	The	re-entry	point	is	in	the	drying	section	of	the	fluid	bed.	The	fine	powder	is	conveyed	in	a	pneumatic	conveying
system.	Equipment	characteristics	The	feed	pump	is	an	eccentric	helical	pump	of	rotatory	type	working	according	to	the	positive	displacement	principle.	The	rotary	atomizer	is	a	Niro	proprietary	design	rated	at	24	kW.	The	heating	system	is	indirect	steam,	5000	kW,	automatic	control,	max	220°	C.	The	air	blower	of	the	pneumatic	conveying	system	is
of	the	Rootes	type.	The	drying	chamber	has	the	following	geometry:	Diameter																											7.0	m	Cylindrical	height			6.3	m	Total	height																																			15.0	m	Cone	60°	Pneumatic	hammer	system	The	milk	spray	dryer	is	designed	to	operate	at	the	following	temperature	levels:	Inlet	air	temperature																																					200°	C	Outlet	air
temperature								90°	C	Feed	Temperature																								40°	C	The	exhaust	system	comprise	the	following	components:	Main	Cyclones																		2	off				Diameter	2.0	m	FB	cyclone			1	off				Diameter	1.4	m	Bag	filter	Exhaust	fan	Product	characteristics	Combustion	Properties	and	Explosion	Characteristics	of	milk	powder	Particle	size	(median)	80-100			
m	Explosibility	(modified	Hartmann	apparatus	<	63			m)	Yes	Max	explosion	overpressure	(pmax)	6	to	7	bar	max	rate	of	pressure	rise	(KST-value)	80-130	bar		m		s-1	Minimum	ignition	energy	(MIE)	>	50	mJ	Minimum											ignition											temperature	of	a	dust	cloud	450	to	600°	C	Lower	explosion	limit	(LEL)	60	to	125	g		m-3	Glowing	(layer	ignition
temperature)	320	to	350°	C	Note:	This	table	contains	approximate	values.	Properties	may	vary	from	product	to	product	due	to	the	amount	of	fat,	glucose	etc.	Functional	/	State	Analysis	A	functional	state	analysis	of	the	milk	spray	drying	system	is	shown	in	the	figure:	Physical	state	of	the	substance	Unit	operations											Energies/operating	state
Storage	of	liquid	feed	Liquid																									+-				Pumping	of	liquid	to	atomizer	+-												Temperature	40C	Liquid	pressure	<	10	bar	Cloud	of	droplets																+-			Atomization	of	liquid	+-										Temperature	~	40	C	by	atomizer	Vapour	and		powder	particles							+-			Drying	of	droplets			+-										Temperature	<	90	C	Atmospheric	pressure	Vapour	and
	powder	particles							+-		Drying	and	cooling	of	+-										Temperature	<	90	C	Powder	particles	in	fluid	bed	Atmospheric	pressure	Powder	particles																	+-	Pneumatic	conveying	of	powder	particles	+-										Temperature	<	90	C	Atmospheric	pressure	Powder																								+-		Discharge	of	powder	+-										Temperature	<	50	C	Atmospheric
pressure	Storage	of	powder	Functional	state	analysis	of	the	spray	drying	system	Hazard	Identification	Taking	into	account	both	units	and	components	considered	safety-relevant	as	well	as	combustion	properties	and	explosion	characteristics	of	milk	powder,	the	occurrence	of	an	explosive	atmosphere	must	be	anticipated.	Further,	milk	powder	may
under	certain	circumstances	be	capable	of	undergoing	exothermic	processes	leading	to	self-ignition	of	fires.	An	atmosphere	in	the	form	of	a	cloud	of	combustible	milk	powder	in	air	is	present	continuously.	The	concentration	of	milk	powder	is,	however,	usually	under	the	lower	explosion	limit	(LEL).	It	is	likely	to	occur	occasionally	in	normal	operation.
In	case	of	dust,	it	is	difficult	to	achieve	the	objective	of	avoiding	explosive	atmospheres		by		limiting		the		concentration		since		dust-air		mixtures		are		usually	inhomogeneous.	Calculation	of	dust-concentration	from	the	total	amount	of	dust	and	the	total	equipment	leads	to	erroneous	results.	Local	dust	concentrations	can	be	present	that	differs	greatly
from	the	globally	calculated	ones.	Deposits	of	milk	powder	may	under	certain	circumstances	be	compacted	in	layers	of	more	than	60	mm	thickness.	When	such	layers	are	subject	to	temperatures	over	80-	90				C		for		a		period		of		more		than		20		hours		an		exothermic		reaction		may		cause	smoldering.	A	smoldering	lump	can	ignite	a	fire,	which	in	turn
can	ignite	an	explosion	High	temperatures	on	drying	air	inlet	devices	or	atomizer	systems	without	adequate	cooling	can	also	lead	to	the	initiation	of	smouldering	and	/	or	burning.	Consequently	the	prevention	of	fire	sources	is	getting	highest	priority.	Of	course,	this	includes	the	avoidance	of	any	ignition	sources	that	might	be	also	capable	of	igniting
explosive	atmospheres.	Operational		limits		are		determined		by		the		combustion		properties		and		explosion	characteristics	of	milk	powder	in	combination	with	a	safety	margin.	The	”Hazard	Identification”	is	summarized	in	the	following	tables:	Table	of	Ignition	sources	Table	recording	hazards	identified	Ignition	Sources	Possible	Relevant	(Yes/No)
Significant	(include	reason)	Hot	surface	Yes	Yes	–	can	provide	sufficient	energy	Flames	and	hot	gases	(including	hot	particles)	No	Mechanically	generated	sparks	Yes	Yes	–	can	provide	sufficient	energy	Electrical	apparatus	Yes	Yes	–	can	provide	sufficient	energy	Stray	electric	currents,	cathodic	corrosion	protection	No	Static	electricity:	Corona
discharges	Yes	No	–	insufficient	energy	Brush	discharges	Yes	No	–	insufficient	energy	Propagating	brush	discharges	No	Cone	discharges	No	Spark	discharges	Yes	Yes	–	can	provide	sufficient	energy	Lightning	No	Radio	frequency	(RF)	electromagnetic	waves	from	104	Hz	to	3	x	1012	Hz	No	Electromagnetic	waves	from	3	x	1011	Hz	to	3	x	1015	Hz	No
Ionizing	radiation	No	Ultrasonics	No	Adiabatic	compression	and	shock	waves	No	Exothermic	reactions,	including	self-	ignition	of	dusts	Yes	Yes	–	can	provide	sufficient	energy	Table	of	Ignition	sources	Explosive	Atmosphere	Ignition	Source	Ref	.	Type	Frequency	of	occurrence	or	release	Location	Type	Cause	Likelihood	Effective-	ness	of	ignition	sources
1	Cloud	of	Combust-	ible	dust	Present	in	normal	operation	Inside	chamber	cone	Self-	ignition	Deposits	due	to	blockage	problems	Not	likely	to	occur	in	normal	operation,	but,	if	it	does	occur,	will	persist	for	a	long	period	High	with	respect	to	release	of	fire	2	Cloud	of	Combust-	ible	dust	Present	in	normal	operation	Below	chamber	roof	Hot	surfaces
Deposits	due	to	overload	of	atomizer	Not	likely	to	occur	in	normal	operation	High	due	to	enhance-	ment	of	self-ignition	process	3	Cloud	of	Combust-	ible	dust	Present	in	normal	operation	Below	chamber	roof	Friction	sparks	During	malfunction	of	atomizer	Not	likely	to	occur	in	normal	operation	High	with	respect	to	release	of	fire	4	Cloud	of	Combust-
ible	dust	Present	in	normal	operation	Inside	chamber	Electrical	apparatus	During	malfunction	or	short-	circuit	of	measuring	and	control	equipment	Present	continuously	or	for	long	periods.	Frequently	during	malfunction	or	short-	circuit	of	control	equipment	High,	depending	on	energy	levels	involved,	i.e.	lamps	5	Cloud	of	Combust-	ible	dust	Present
in	normal	operation	Connecting	parts	between	units	and	components	considered	safety	relevant	Electro-	static	discharge	Insulated	metal	parts	due	to	wearing	out	or	bad	maintenance	Not	likely	to	occur	in	normal	operation,	but,	if	it	does	occur,	will	persist	for	a	long	period	High	or	low,	depending	on	way	of	discharging	6	Cloud	of	Combust-	ible	dust
Present	in	normal	operation	Fluid	bed,	filter	Self-	ignition	Layers,	deposits	or	heaps	of	combustible	dust	Not	likely	to	occur	in	normal	operation	High	with	respect	to	release	of	fire	7	Cloud	of	Combust-	ible	dust	Present	in	normal	operation	Pneumatic	conveying	system	Self-	ignition	Layers,	deposits	of	combustible	dust	Not	likely	to	occur	in	normal
operation	High	with	respect	to	release	of	fire	Table	recording	hazards	identified	Risk	Estimation	/	Risk	evaluation	Referring	to	the	”Frequency-Severity	Matrix	relating	to	risk	levels”	in	Section	5	of	the	methodology,	risk	in	terms	of	explosion	safety	is	made	up	of	the	following	elements,	provided,	that	no	preventive	measures	are	applied:	Severity	is
considered	”major”,	because	first	and	foremost	the	effectiveness	of	ignition	sources	are	classified	high	in	most	of	the	cases	on	record	and	the	complexity	of	plant	given	Frequency	is	considered	”occasional”	mainly	due	to	the	fact,	that	the	explosion	event	is	likely	to	occur	sometime	in	life	of	a	spray	drying	system.	These	classifications	initially	lead	to
risk	level	”B”	of	the	Matrix.	Risk	assessment	technique	Factors/relationships	which	could	influence	the	risk	Hazard		and		Operability	Study	(HAZOP)	applicable	to	complex	items	of	process	plant	Dust	concentration	in	the	chamber	is	the	quotient	of	dust	amount	(kg/h)	and	air	current	(m3/h).	In	the	cone	of	the	chamber	dust	concentration	increases	in
the	same	measure	as	the	volume	thereof	decreases.	The	discharge	of	powder	reduces	the	relevant	dust	concentration	up	to	80	%.	Concept	Safety	Review	/	Concept	Hazard	Analysis	Relationship					between						explosion						protection	measures	and	hygiene	aspects:	Priority		must		be		given		to		preventive		measures	rather							than						additional					
installations.						The	underpressure	in	the	plant	favours	hygiene	risks.	Basis	of	safety	is	to	be	achieved	by	the	avoidance	of		ignition		sources,		because		the		occurrence		of	explosive	atmospheres	in	the	form	of	a	cloud	of	combustible	milk	powder	and	its	deposits	cannot	be	eliminated.	It	is	critical	for	the	atomizer	from	a	safety	point	of	view	to	be:	Non-
dripping	Connected	to	a	cooling	system	Without	vibrations.	Task		Analysis		/		Human	Reliability	Analysis	The	chamber	must	be	checked	at	regular	intervals.	The	results	must	be	subject	to	documentation.	The	extent	of	explosive	atmosphere	zoning	depends	very	much	on	the	way,	the	system	is	operated,	e.	g.	evaporative	capacity.	Selection	and	training
of	qualified	staff	is	required	for	the	specific	tasks.	Removal	of	dust	deposits	needs	to	be	done	at	regular	intervals.	Application	of	risk	assessment	techniques	For	each	hazardous	event	referred	in	the	hazard	identification,	the	frequency	and	severity	of	each	risk	has	been	estimated	using	criteria	given	in	the	methodology.	The	risk	level	has	then	been
determined	using	the	frequency-severity	matrix	in	Section	5	in	the	methodology	This	first	risk	estimation	does	not	take	into	account	the	preventive	and	protective	measures.	Reference	Frequency	Severity	Risk	Level	1	Occasional	Major	B	2	Remote	Minor	C	3	Remote	Minor	C	4	Remote	Minor	C	5	Remote	Minor	C	6	Occasional	Minor	C	7	Occasional
Minor	C	Table	of	frequency	and	severity	of	events	and	resulting	risk	level	Risk	Evaluation	Risk	level	”B”	is	an	intermediate	level	and	requires	some	form	of	risk	reduction	measures	to	make	the	risk	acceptable.	In	the	case	of	risk	level	”B”	organisational	risk	reduction	measures	will	not	be	sufficient.	Consequently	the	step	of	risk	reduction	option
analysis	giving	priority	to	design	measures	has	to	be	implemented	for	spray	drying	systems	processing	combustible	milk	powder.	Risk	Reduction	Option	Analysis	Preventive	and	protective	measures	have	to	be	applied,	to	reduce	the	frequency	and/or	the	severity.	The	following	measures	are	proposed:	The	greatest	contributions	to	reduce	risk	level	”B”
down	to	risk	level	”C”	or	”D”	are	changes	to	the	design	concept	to	eliminate	fire	events	as	much	as	possible.	Preventive	fire	protection	measures	serving	at	the	same	time	explosion	prevention	are	as	follows	Temperature	monitoring	Detection	of	carbon	monoxide	Sensor	systems	for	spark	detection	(infra-red).	Fire	suppression	system	These	preventive
measures	should	become	part	of	the	inherently	safe	design	of	the	chamber		but		also		be		considered		for		the		filters		and		the		fluid		beds.		In		addition,	protective	systems	should	be	applied	as	a	combination	of	options	to	approach	to	a	low	risk	level,	for	example	Pressure-relief	systems	or	alternative	Explosion	suppression	systems	The		preventive		and	
protective		measures		can		be		joined		to		an		”explosion		safe	package”,	for	example,	detection	of	carbon	monoxide	triggering	alarms	and	fire	suppression	systems	and	providing	shut-down	of	the	plant	concerned	in	time.	Spray	Drying	Systems	are	often	equipped	with	features	to	meet	special	design	specifications,	many	of	which	provide	an	increase	of
safety	at	the	same	time.	In	this	context,	the	following	features	can	be	mentioned:	Pressure		shock		resistant		drying		chamber		with		venting		or		suppression		for	explosion	protection	Computerized	control	systems	Weatherproof	finish	for	outdoor	installations	However,	it	should	be	recognized	that	the	installation	of	such	features	requires	a
comprehensive	approach	taking	into	account	the	interactions	between	the	equipment	and	the	particular	industrial	process	performed.	Iteration	of	the	risk	assessment	procedure	After	the	application	of	preventive	and	protective	measures,	a	new	risk	estimation	and	risk	evaluation	have	been	made.	Reference	Frequency	Severity	Risk	Level	1	Occasional
Minor	C	2	Remote	Minor	C	3	Remote	Minor	C	4	Remote	Minor	C	5	Remote	Minor	C	6	Occasional	Minor	C	7	Occasional	Minor	C	Table	of	frequency	and	severity	of	events	and	resulting	risk	levels	after	Risk	reduction	measures	Protective	system	–	An	explosion	venting	door	Description	of	the	system	An	explosion	venting	door	is	an	example	of	a
protective	system	to	protect	a	vessel	against	the	consequences	of	an	explosion.	It	is	designed	to	open	at	a	pre-determined	pressure	allowing	the	explosion	inside	the	vessel	to	be	vented.	It	consists	of	the	following	components:	Door	Frame	Spring	mechanism	with	defined	opening	pressure	Baffle	plate	Vacuum	breaker	Determination	of	intended	use
The	intended	use	of	the	explosion	door	is	to	open	a	defined	area	at	a	defined	pressure	without	cracking	the	door	The	required	vent	area	to	protect	a	specific	vessel	is	outside	the	scope	of	this	assessment.	The	explosion	door	considered	in	this	example	is	designed	to	vent	an	explosion	of	a	dust/air	mixture.	Equipment	characteristics	All	parts	of	the
explosion	venting	door	are	constructed	from	steel.	The	relevant	parameters	that	influence	the	intended	use	can	be	subdivided	as	follows:	Process:	Product,	Vessel,	Pressure,	Temperature,	Abrasion,	Corrosion	Environment:	Maintenance,		Specification,		Configuration,		Ageing,		Operator,		Weather		conditions	(Freezing,	Snow,	Wind,	Corrosion)	Product
characteristics	An	explosible	dust	air	atmosphere	is	present	inside	the	vessel	on	which	the	door	is	fitted.	Hazard	identification	An	ignition	source	can	be	present	inside	the	vessel	and	cause	ignition	of	the	dust	/	air	atmosphere.	However	the	door	itself	should	not	act	as	a	source	of	ignition.	Relevant	sources	of	ignition	that	could	arise	from	the	door	are
electrostatic	due	to	the	impact	of	the	dust	/	air	mixture	against	the	door	and	mechanical	friction	due	to	the	door	opening.	Analysis	of	possible	operating	faults	From	the	wide	range	of	risk	assessment	techniques	presented	in	the	methodology	two	techniques	are	selected	for	hazard	identification	for	this	example:	What-If-	Analysis	and	Fault-Tree-
Analysis.	The	keywords	for	the	use	of	the	What-If-Analysis	are	shown	below	for	one	example:	What	if...?	Related	component	Effect/Hazard	Consequence	...	the	door	do	not	open	at	defined	overpressure	Door	Vessel	cracking	Overpressure	to	high	The	What-If-Questions	are	related	to	the	identified	relevant	parameters	and	consider	deviations	from	the
normal	operation	values.	The	following	graph	shows	a	part	of	the	Fault-Tree-Analysis	for	the	Top	event	”No	No	opening	at	defined	pressure	Wrong	spring	configuration	Jammed	spring	mechanism	Insufficient	maintenance	Human	error	The	results	of	the	analysis	are	shown	in	the	following	table:	Ref.	Deviation	from	intended	operation	Possible	reason
Consequence	1	No	opening	at	defined	pressure	Wrong	spring	mechanism	configuration	Overpressure	to	high	2	No	opening	at	defined	pressure	Jammed	spring	mechanism	Overpressure	to	high	3	No	opening	at	defined	pressure	Insufficient	design	Overpressure	to	high	4	No	opening	at	defined	pressure	Unconsidered	weather	conditions	Opening	too
early	or	too	late	5	Turnover	of	the	door	Insufficient	baffle	plate	design	Fragmentation	6	Door	cracking	Opening	pressure	to	high	Fragmentation	7	Door	cracking	Ageing	Fragmentation	8	Door	cracking	Wrong	door	specification	Fragmentation	Risk	estimation	/	evaluation	For	each	hazardous	event	referred	in	the	hazard	identification,	the	frequency	and
severity	of	each	risk	has	been	estimated	using	criteria	given	in	the	methodology.	The	risk	level	has	then	been	determined	using	the	frequency-severity	matrix	in	Section	5	in	the	methodology	Ref.	Frequency	Severity	Risk	level	1	Remote	Minor	C	2	Occasional	Minor	B	3	Remote	Major	B	4	Remote	Minor	C	5	Remote	Major	B	6	Remote	Major	B	7
Occasional	Major	B	8	Remote	Major	B	Risk	reduction	methods	Several	measures	are	available	to	ensure	the	intended	function	of	the	explosion	door:	Operating	instructions	for	installation	and	use	including	earthing	of	the	door	to	prevent	electrostatic	discharges.	Use	of	design	standards	(existing,	future)	Maintain	equipment	in	good	condition	Design
according	to	environmental	conditions	(Protection	against	ice	and	snow)	Provided	the	specified	measures	have	been	implemented	the	risk	assessment	the	risk	will	be	reduced	to	an	acceptable	level.	Exhaust	System	of	Gas	Engines	Determination	of	intended	use	Gas-fired		engines		are		more		and		more		common		today		mostly		used		for		power
generation	purposes.	The	fuel	is	normally	natural	gas.	The	main	purpose	of	the	exhaust	system	is	to	transport	exhaust	gases	generated	by	the	combustion	in	the	gas	engines,	away	from	the	engines	to	a	safe	place	into	the	atmosphere.		In	many	applications	the	waste	heat	is	applied	by	including	a	boiler	in	the	exhaust	system.	Description	of	the	system
Gas-fired	engines	can	vary	in	capacity	and	application	and	the	exhaust	gas	systems	vary	accordingly.	It	is	common	that	several	engines	are	operating	simultaneously	and	their	exhaust	lines	end	up	in	a	common	stack.	In	general	the	exhaust	gas	system	of	a	single	engine	consists	of	four	parts:	1.	a	pipeline	between	the	engine	and	silencer	or	boiler	and
silencer	2.	a	silencer	or	boiler	and	silencer	3.	a	pipeline	between	the	silencer	or	boiler	and	silencer	and	into	the	stack	4.	stack	(very	often	the	pipelines	just	continue	independently	in	the	stack)	The	first	pipeline	is	often,	but	not	always,	relatively	short.	The	exhaust	gases	emerge	from	the	top	of	the	engine	and	therefore	the	pipeline	consists	of	an	initial
vertical	pipe	piece	followed	by	a	90°	bend	and	a	horizontal	pipe.	The	boilers,	which	are	installed	as	a	part	of	the	exhaust	line,	are	varying	in	shape	as	well.	Boilers	are	used	especially	when	the	engines	are	installed	in	power	plants.	Their	main	use	is	to	apply	waste	heat	in	the	exhaust	gases.	The	casing	of	the	boilers	is	generally	considerably	wider	than
the	diameter	of	the	inlet	piping.	The	boilers	act	as	heat	exchangers	and	accordingly	each	boiler	contains	a	number	of	pipes	for	heat	transfer	from	the	hot	exhaust	gases	to	the	water	flowing	through	these	pipes.	Also	the	silencers	are	wider	than	the	applied	exhaust	piping.		The	diameter	varies	typically	up	to	2.0	times	the	diameter	of	exhaust	piping.
The	length-to-diameter	ratio	of	silencers	may	vary	up	to	4.		Silencers	have	internals	to	damp	acoustics	generated	in	the	engines.	These	internals	often	consist	of	a	set	of	plates	positioned	cross	flow	in	the	silencer.	The	secondary	pipeline	is	often	very	long	(up	to	25	time	the	diameter).	The	pipeline	contains	one	or	several	bends	varying	in	angle.	In
general	this	pipeline	is	orientated	horizontally	up	to	the	stack	where	it	turns	vertically.	The	entire	exhaust	gas	system	is	typically	designed	to	withstand	pressures	of	up	to	2	bar.	Characteristics	of	natural	gas	The	properties	of	natural	gas	vary	with	the	composition.		The	main	component	of	natural	gas	is	methane	(between	60-96	%	v/v).		Other
components	are	higher	alkanes	(ethane,	propane)	(up	to	30	%	v/v)	and	inert	gases	(rest).	Based	on	the	properties	of	methane	and	the	other	components	of	natural	gas	the	properties	can	be	estimated	to	be	as	follows:	Auto-ignition	temperature													>	460	ºC	Minimum	ignition	energy																																																											>	0.25	mJ	Explosion
limits																																																											LEL:	4	–	7	%	v/v	UEL	13	–	17	%	v/v	Maximum	explosion	pressure						approx.	7	bar	KG-value																																											approx.	60	bar.m/s	Functional	/	State	Analysis	A	functional	state	analysis	of	the	exhaust	system	is	shown	in	the	figure	below:	Physical	state	of	the	substance	Unit	operations
Energies/operating	state	Gaseous											+-	Gaseous											+-	Gaseous																								+-	Start-up	Transport	of	gas	into	engine/	ignition	Normal	operation	with	normal	loading	Operation	under	off-	loading	conditions	Out	of	operation	+-				Room	temperature/pressure	in	exhaust	system,	gas	pressure	30	bar	+-			385/	500	ºC	in	exhaust	system,	pressure
approx.	1	bar,	gas	pressure	1-3	bar	+-			385/	500	ºC	in	exhaust	system,	pressure	approx.	1	bar,	gas	pressure	1-3	bar	Functional	state	analysis	of	the	spray	drying	system	Remark:	The	unit	operations	really	happen	upstream	of	the	exhaust	system	while	operating	the	engine.		The	exhaust	gas	system	is	just	taking	the	consequences	of	unit	operations
upstream.	Hazard	Identification	Under	normal	conditions	the	gas	in	the	exhaust	gas	system	will	consist	of	hot	combustion	gases	and	there	will	be	no	hazard	but	there	are	two	conditions	where	unburned	gas	may	reach	the	exhaust	system:	During	the	start-up	procedure	of	the	engines:	if	ignition	of	the	gas	in	the	cylinder	does	not		occur		unburned	
mixture		may		enter		the		exhaust		gas		system		during		several	strokes.	A	second	situation	where	unburned	flammable	gas-air	mixtures	may	reach	the	exhaust	system	is	during	off-load	running	due	to	poor	combustion	in	the	engine.	These	situations	prevail	for	a	relatively	short	time	but	can	result	in	a	considerable	part	of	the	exhaust	system	being	filled
with	flammable	gas-air.			An	important	characteristic	is	the	fact	that	the	natural	gas	is	mixed	with	air	in	the	engine,	which	then	is	transported	into	the	exhaust	gas	system.		For	environmental	reasons	the	natural	gas-air	mixtures	applied	in	the	engines	are	lean.	Ignition	sources	in	the	exhaust	gas	system	are	only	arising	from	the	combustion	in	the
engines.		There	are	otherwise	no	ignition	sources	such	as	hot	surfaces,	electric	equipment,	electrostatic	discharges	etc.	inside	the	pipes.	There	are	two	types	of	ignition	sources	arising	from	the	engines:	hot	gases	and	hot	particles.	The	hot	combustion	gases	have	a	temperature	varying	from	385		C	to	500		C	depending	on	the	capacity	of	the	engine.
	The	auto-ignition	temperature	for	methane	is	540			C	but	for	natural	gas	the	auto-ignition	temperature	may	be	considerably	lower:	relatively	small	amounts	of	higher	hydrocarbons	(>	10	%	v/v)	may	already	lower	the	auto-ignition	temperature	by	60		C.	Hence	for	some	engines	and	for	some	mixture	compositions	ignition	cannot	be	excluded.		On	the
other	hand	it	should	be	mentioned	that	the	auto-ignition	temperature	of	a	hydrocarbon	fuel	normally	is	measured	for	rich	mixtures.			For	lean	mixtures	the	auto-ignition	temperature	is	considerably	higher.	The	likelihood	for	ignition	by	exhaust	gases	is	therefore	considered	to	be	very	small.	The	most	likely	ignition	source	of	the	gas	mixture	in	the
exhaust	gas	system	is	hot	particles	emerging	from	the	engine.	The	temperature	of	hot	particles	can	vary	from	a	few	hundred	degrees	up	to	1000	°C.	The	”Hazard	Identification”	is	summarised	in	the	following	tables:	Table	of	Ignition	sources	Table	recording	hazards	identified	Ignition	Sources	Possible	Relevant	(Yes/No)	Significant	(include	reason)	Hot
surface	No	Flames	and	hot	gases	(including	hot	particles)	Yes	Yes	–	can	provide	sufficient	energy	Mechanically	generated	sparks	No	Electrical	apparatus	No	Stray	electric	currents,	cathodic	corrosion	protection	No	Static	electricity:	No	Lightning	No	Radio	frequency	(RF)	electromagnetic	waves	from	104	Hz	to	3	x	1012	Hz	No	Electromagnetic	waves
from	3	x	1011	Hz	to	3	x	1015	Hz	No	Ionizing	radiation	No	Ultrasonics	No	Adiabatic	compression	and	shock	waves	No	Exothermic	reactions	No	Table	of	Ignition	sources	Explosive	Atmosphere	Ignition	Source	Ref	.	Type	Frequency	of	occurrence	or	release	Location	Type	Cause	Likelihood	Effective-	ness	of	ignition	sources	1	Natural	gas	after	ignition
failure	in	engine	Only	during	start-up	procedure	(probable)	In	exhaust	close	to	engine	Combustion	gases	Ignition	of	gas	in	engine	after	initial	failures	May	happen	during	start-	up	(low	probability)	Low	2	Natural	gas	after	ignition	failure	in	engine	Only	during	start-up	procedure	(probable)	In	exhaust	close	to	engine	Hot	particles	Ignition	of	gas	in
engine	after	initial	failures	Happens	every	now	and	then	during	start-	up	Medium	3	Incomplete	burning	in	engine	gives	rise	to	flammable	atmosphere	in	exhaust	Only	during	off-loading	running	(occasionally	Entire	exhaust	Combustion	gases	During	off-	loading	running	conditions	May	happen	(low	probability)	Low	4	Incomplete	burning	in	engine	gives
rise	to	flammable	atmosphere	in	exhaust	Only	during	off-loading	running	(occasionally	Entire	exhaust	Hot	particles	During	off-	loading	running	conditions	equipment	Does	happen	(medium	probability)	Medium	Table	recording	hazards	identified	Risk	Estimation	/	Risk	evaluation	Based	on	the	hazard	identification	as	presented	above	an	estimation	of
the	risk	of	these	operations	was	carried	out	using	the	frequency-severity	matrix	given	in	the	methodology.	To	highlight	the	thoughts	behind	the	severity	of	events	the	following:	Considering	the	severity	of	explosions	in	the	exhaust	gas	system	one	should	first	of	all	consider	the	strength	of	the	pipes,	which	is	2	bar	at	a	maximum	and	the	potential
pressures	generated	by	an	explosion.	The	consequences	of	explosions	in	pipes	are	directly	related	to	the	mixture	reactivity	and	to	turbulence	present	in	the	mixture	at	the	moment	of	ignition	and	the	turbulence	generated	by	the	combustion	itself.	The	latter	could	cause	a	positive	feedback	mechanism	that	will	continue	as	long	as	there	are	walls	for
generation	of	turbulence	and	as	long	as	there	is	a	flammable	atmosphere.	In	pipes	this	process	may	even	lead	to	a	transition	to	detonation.		For	normal	hydrocarbons	(ethane,	propane,	butane)	a	typical	distance	to	obtain	a	transition	to	detonation		is		L/D=60		for		straight		pipes.				For		methane		this		distance		is		longer.	Maximum	flame	speeds	of
approximately	150	m/s	in	a	30	m	long,	400	mm	pipe	open	at	one	end	(ignition	at	the	closed	end)	have	been	reported.	Pressures	at	such	flame	speeds	are	in	the	order	of	0.5	bar.		Similar	results	were	found	in	a	1400	mm	pipe	for	the	same	distance	of	flame	propagation.	The	mixture	in	these	tests	was	initially	quiescent,	i.e.	not	flowing.		In	case	the	pipe
contains	bends	the	distance	for	reaching	pressures	above	2	bar	may	be	considerably	shorter.	The	positive	feedback	mechanism	will	be	considerably	stronger	when	obstructions	are	present	inside	the	pipe.			The	turbulence	generated	ahead	of	the	flame	will	be	much	more	intense	and	as	a	result	high	pressures	are	generated	at	much	shorter	total
propagation	distance	than	in	an	empty	pipe.	The	overpressure-distance	relationship	depends	strongly	on	the	obstacle	density	(number,	size,	degree	of	blockage)	and	obstacle	layout	(relative	positions).		This	increase	of	the	effectivity	of	the	positive	feedback	mechanism	will	apply	to	the	silencers	and	boilers	included	in	the	exhaust	gas	systems.	The
consequences	of	explosions	of	natural	gas-air	mixtures	are	expected	to	be	considerably	more	severe	than	those	for	mixtures	arising	in	the	exhaust	system	due	to	incomplete	combustion.	The	consequences	of	pipe	failure	would	be	associated	with	pressure	waves	causing	damage	to	the	building	in	which	the	exhaust	system,	the	boiler	and	silencer	are
located,	potential	injuries	to	people	due	to	these	pressure	waves	and	due	to	the	flames	emerging	from	the	exhaust	system.		The	exhaust	system	itself	would	be	heavily	damaged,	leaving	the	engines	out	of	operation	over	a	long	time.	Application	of	risk	assessment	techniques	For	each	hazardous	event	referred	in	the	hazard	identification,	the	frequency
and	severity	of	each	risk	has	been	estimated	using	criteria	given	in	the	methodology.	The	risk	level	has	then	been	determined	using	the	frequency-severity	matrix	in	Section	5	in	the	methodology	This	first	risk	estimation	does	not	take	into	account	the	preventive	and	protective	measures.	Reference	Frequency	Severity	Risk	Level	1	Remote	Major	B	2
Occasional	Major	B	3	Improbable	Minor	C	4	Remote	Minor	C	Table	of	frequency	and	severity	of	events	and	resulting	risk	level	Risk	Evaluation	The	table	shows	that	all	events	fall	in	the	categories	B	or	C,	which	are	intermediate	levels.	Risk	reduction	measures	are	necessary	to	make	the	risk	acceptable.	Risk	Reduction	Option	Analysis	The	risk
reduction	measures	could	be	a	combination	of	several	measures	often	a	combination	of	measures	reducing	the	likelihood	of	ignition	and	of	those	limiting	the	consequences.	Due	to	the	severity	of	the	consequences	of	an	explosion	the	reduction	of	likelihood	of	ignition	will	not	always	lead	to	changes	in	the	categorisation	as	proposed	by	the
methodology.					The		residual		risk		may		still		be		too		high.		Nevertheless		it		is	recommended	to	apply	such	measures	as	well	to	reduce	the	number	of	events.	The	likelihood	of	ignition	of	a	mixture	of	natural	gas	and	air	in	the	exhaust	gas	system	can	be	reduced	considerably	by	quenching	hot	particles	emerging	from	the	engine:	the	use	of	systems
consisting	of	a	detector	and	an	extinguishing	unit	to	quench	sparks	should	be	considered	There	are	several	techniques	to	protect	the	exhaust	gas	system	against	the	consequences	of	explosions	,	viz.:	explosion	relief,	explosion	proof	construction	flame	arresters	or	extinguishing	barriers.	Considering	explosion	relief	one	should	also	consider	the
problems	with	respect	to	design	of	this	type	of	protection.		Choice	of	the	size	of	the	vent	openings	and	the	location	of	these	is	not	straightforward.		One	should	know	the	design	pressure	of	the	pipes	and	one	should	reckon	with	external	effects:	flames	emerging	from	the	vent	openings	and	pressure	build-up	in	the	room	into	which	the	venting	occurs.
	The	use	of	additional	vent	ducts	or	flame	arresters	onto	the	vent	openings	should	be	considered.	Considering	explosion	proof	construction	one	should	be	able	to	predict	the	maximum	pressure	in	the	exhaust	system.		Transition	to	detonation	and	the	high	associated	pressures	has	to	be	considered	as	well.	Application	of	flame	arresters	would	stop
flames	resulting	from	ignition	upstream	of	the	flame	arrester.		As	hot	particles	may	be	an	ignition	source	the	location	of	these	arresters	should	be	considered	with	care.	The	flame	arrester	should	be	chosen	according	to	the	conditions	prevailing	in	the	engine:	temperature	and	an	optimal	methane/air	mixture.		The	arrester	should	be	explosion	resistant;
i.e.	it	should	be	able	to	withstand	the	maximum	explosion	pressure	generated	in	the	part	of	the	exhaust	gas	system	upstream	of	the	arrester	and	the	drag	due	to	the	velocity	through	the	arrester.	Special	arrangements	are	available	to	clean	flame	arresters	in	case	of	pollution	of	the	arrester	by	soot	particles	generated	in	the	engine.	Another	possibility
is	the	use	of	an	extinguishing	barrier.	As	for	the	flame	arrester	location	of	the	barrier	should	be	chosen	with	care.	The	proposed	measures	for	limitation	of	the	consequences	of	explosions	would	lead	to		reducing		the		severity		to		minor		or		even		negligible		depending		on		the		solution	chosen.	Page	6SECTION	I	GENERAL	PROVISIONS	Article	1	Object
and	scope	1.	This	Directive,	which	is	the	15th	individual	Directive	within	the	meaning	of	Article	16(1)	of	Directive	89/391/EEC,	lays	down	minimum	requirements	for	the	safety	and	health	protection	of	workers	potentially	at	risk	from	explosive	atmospheres	as	defined	in	Article	2.	2.	This	Directive	shall	not	apply	to:	(a)	areas	used	directly	for	and	during
the	medical	treatment	of	patients;	(b)	the	use	of	appliances	burning	gaseous	fuels	in	accordance	with	Directive	90/396/EEC(7);	(c)	the	manufacture,	handling,	use,	storage	and	transport	of	explosives	or	chemically	unstable	substances;	(d)	mineral-extracting	industries	covered	by	Directive	92/91/EEC(8)	or	Directive	92/104/EEC(9);	(e)	the	use	of	means
of	transport	by	land,	water	and	air,	to	which	the	pertinent	provisions	of	the	international	agreements	(e.g.	ADNR,	ADR,	ICAO,	IMO,	RID),	and	the	Community	Directives	giving	effect	to	those	agreements,	apply.	Means	of	transport	intended	for	use	in	a	potentially	explosive	atmosphere	shall	not	be	excluded.	3.	The	provisions	of	Directive	89/391/EEC
and	the	relevant	individual	Directives	are	fully	applicable	to	the	domain	referred	to	in	paragraph	1,	without	prejudice	to	more	restrictive	and/or	specific	provisions	contained	in	this	Directive.	Article	2	Definition	For	the	purposes	of	this	Directive,	"explosive	atmosphere"	means	a	mixture	with	air,	under	atmospheric	conditions,	of	flammable	substances
in	the	form	of	gases,	vapours,	mists	or	dusts	in	which,	after	ignition	has	occurred,	combustion	spreads	to	the	entire	unburned	mixture.	SECTION	II	OBLIGATIONS	OF	THE	EMPLOYER	Article	3	Prevention	of	and	protection	against	explosions	With	a	view	to	preventing,	within	the	meaning	of	Article	6(2)	of	Directive	89/391/EEC,	and	providing
protection	against	explosions,	the	employer	shall	take	technical	and/or	organisational	measures	appropriate	to	the	nature	of	the	operation,	in	order	of	priority	and	in	accordance	with	the	following	basic	principles:	-	the	prevention	of	the	formation	of	explosive	atmospheres,	or	where	the	nature	of	the	activity	does	not	allow	that,	-	the	avoidance	of	the
ignition	of	explosive	atmospheres,	and	-	the	mitigation	of	the	detrimental	effects	of	an	explosion	so	as	to	ensure	the	health	and	safety	of	workers.	These	measures	shall	where	necessary	be	combined	and/or	supplemented	with	measures	against	the	propagation	of	explosions	and	shall	be	reviewed	regularly	and,	in	any	event,	whenever	significant
changes	occur.	Article	4	Assessment	of	explosion	risks	1.	In	carrying	out	the	obligations	laid	down	in	Articles	6(3)	and	9(1)	of	Directive	89/391/EEC	the	employer	shall	assess	the	specific	risks	arising	from	explosive	atmospheres,	taking	account	at	least	of:	-	the	likelihood	that	explosive	atmospheres	will	occur	and	their	persistence,	-	the	likelihood	that
ignition	sources,	including	electrostatic	discharges,	will	be	present	and	become	active	and	effective,	-	the	installations,	substances	used,	processes,	and	their	possible	interactions,	-	the	scale	of	the	anticipated	effects.	Explosion	risks	shall	be	assessed	overall.	2.	Places	which	are	or	can	be	connected	via	openings	to	places	in	which	explosive
atmospheres	may	occur	shall	be	taken	into	account	in	assessing	explosion	risks.	Article	5	General	obligations	To	ensure	the	safety	and	health	of	workers,	and	in	accordance	with	the	basic	principles	of	risk	assessment	and	those	laid	down	in	Article	3,	the	employer	shall	take	the	necessary	measures	so	that:	-	where	explosive	atmospheres	may	arise	in
such	quantities	as	to	endanger	the	health	and	safety	of	workers	or	others,	the	working	environment	is	such	that	work	can	be	performed	safely,	-	in	working	environments	where	explosive	atmospheres	may	arise	in	such	quantities	as	to	endanger	the	safety	and	health	of	workers,	appropriate	supervision	during	the	presence	of	workers	is	ensured	in
accordance	with	the	risk	assessment	by	the	use	of	appropriate	technical	means.	Article	6	Duty	of	coordination	Where	workers	from	several	undertakings	are	present	at	the	same	workplace,	each	employer	shall	be	responsible	for	all	matters	coming	under	his	control.	Without	prejudice	to	the	individual	responsibility	of	each	employer	as	provided	for	in
Directive	89/391/EEC,	the	employer	responsible	for	the	workplace	in	accordance	with	national	law	and/or	practice	shall	coordinate	the	implementation	of	all	the	measures	concerning	workers'	health	and	safety	and	shall	state,	in	the	explosion	protection	document	referred	to	in	Article	8,	the	aim	of	that	coordination	and	the	measures	and	procedures
for	implementing	it.	Article	7	Places	where	explosive	atmospheres	may	occur	1.	The	employer	shall	classify	places	where	explosive	atmospheres	may	occur	into	zones	in	accordance	with	Annex	I.	2.	The	employer	shall	ensure	that	the	minimum	requirements	laid	down	in	Annex	II	are	applied	to	places	covered	by	paragraph	1.	3.	Where	necessary,
places	where	explosive	atmospheres	may	occur	in	such	quantities	as	to	endanger	the	health	and	safety	of	workers	shall	be	marked	with	signs	at	their	points	of	entry	in	accordance	with	Annex	III.	Article	8	Explosion	protection	document	In	carrying	out	the	obligations	laid	down	in	Article	4,	the	employer	shall	ensure	that	a	document,	hereinafter
referred	to	as	the	"explosion	protection	document",	is	drawn	up	and	kept	up	to	date.	The	explosion	protection	document	shall	demonstrate	in	particular:	-	that	the	explosion	risks	have	been	determined	and	assessed,	-	that	adequate	measures	will	be	taken	to	attain	the	aims	of	this	Directive,	-	those	places	which	have	been	classified	into	zones	in
accordance	with	Annex	I,	-	those	places	where	the	minimum	requirements	set	out	in	Annex	II	will	apply,	-	that	the	workplace	and	work	equipment,	including	warning	devices,	are	designed,	operated	and	maintained	with	due	regard	for	safety,	-	that	in	accordance	with	Council	Directive	89/655/EEC(10),	arrangements	have	been	made	for	the	safe	use	of
work	equipment.	The	explosion	protection	document	shall	be	drawn	up	prior	to	the	commencement	of	work	and	be	revised	when	the	workplace,	work	equipment	or	organisation	of	the	work	undergoes	significant	changes,	extensions	or	conversions.	The	employer	may	combine	existing	explosion	risk	assessments,	documents	or	other	equivalent	reports
produced	under	other	Community	acts.	Article	9	Special	requirements	for	work	equipment	and	workplaces	1.	Work	equipment	for	use	in	places	where	explosive	atmospheres	may	occur	which	is	already	in	use	or	is	made	available	in	the	undertaking	or	establishment	for	the	first	time	before	30	June	2003	shall	comply	from	that	date	with	the	minimum
requirements	laid	down	in	Annex	II,	Part	A,	if	no	other	Community	Directive	is	applicable	or	is	so	only	partially.	2.	Work	equipment	for	use	in	places	where	explosive	atmospheres	may	occur	which	is	made	available	in	the	undertaking	or	establishment	for	the	first	time	after	30	June	2003	shall	comply	with	the	minimum	requirements	laid	down	in	Annex
II,	Parts	A	and	B.	3.	Workplaces	which	contain	places	where	explosive	atmospheres	may	occur	and	which	are	used	for	the	first	time	after	30	June	2003	shall	comply	with	minimum	requirements	set	out	in	this	Directive.	4.	Where	workplaces	which	contain	places	where	explosive	atmospheres	may	occur	are	already	in	use	before	30	June	2003,	they	shall
comply	with	the	minimum	requirements	set	out	in	this	Directive	no	later	than	three	years	after	that	date.	5.	If,	after	30	June	2003,	any	modification,	extension	or	restructuring	is	undertaken	in	workplaces	containing	places	where	explosive	atmospheres	may	occur,	the	employer	shall	take	the	necessary	steps	to	ensure	that	these	comply	with	the
minimum	requirements	set	out	in	this	Directive.	SECTION	III	MISCELLANEOUS	PROVISIONS	Article	10	Adjustments	to	the	annexes	Purely	technical	adjustments	to	the	annexes	made	necessary	by:	-	the	adoption	of	Directives	on	technical	harmonisation	and	standardisation	in	the	field	of	explosion	protection,	and/or	-	technical	progress,	changes	in
international	regulations	or	specifications,	and	new	findings	on	the	prevention	of	and	protection	against	explosions,	shall	be	adopted	in	accordance	with	the	procedure	laid	down	in	Article	17	of	Directive	89/391/EEC.	Article	11	Guide	of	good	practice	The	Commission	shall	draw	up	practical	guidelines	in	a	guide	of	good	practice	of	a	non-binding
nature.	This	guide	shall	address	the	topics	referred	to	in	Articles	3,	4,	5,	6,	7	and	8,	Annex	I	and	Annex	II,	Part	A.	The	Commission	shall	first	consult	the	Advisory	Committee	on	Safety,	Hygiene	and	Health	Protection	at	Work	in	accordance	with	Council	Decision	74/325/EEC(11).	In	the	context	of	the	application	of	this	Directive,	Member	States	shall
take	the	greatest	possible	account	of	the	abovementioned	guide	in	drawing	up	their	national	policies	for	the	protection	of	the	health	and	safety	of	workers	Article	12	Information	to	undertakings	Member	States	shall,	on	request,	endeavour	to	make	relevant	information	available	to	employers	in	accordance	with	Article	11,	with	particular	reference	to
the	guide	of	good	practice	Article	13	Final	provisions	1.	Member	States	shall	bring	into	force	the	laws,	regulations	and	administrative	provisions	necessary	to	comply	with	this	Directive	not	later	than	30	June	2003.	They	shall	forthwith	inform	the	Commission	thereof.	When	Member	States	adopt	these	measures,	they	shall	contain	a	reference	to	this
Directive	or	shall	be	accompanied	by	such	reference	on	the	occasion	of	their	official	publication.	The	methods	of	making	such	reference	shall	be	laid	down	by	the	Member	States.	2.	Member	States	shall	communicate	to	the	Commission	the	text	of	the	provisions	of	domestic	law	which	they	have	already	adopted	or	adopt	in	the	field	governed	by	this
Directive.	3.	Member	States	shall	report	to	the	Commission	every	five	years	on	the	practical	implementation	of	the	provisions	of	this	Directive,	indicating	the	points	of	view	of	employers	and	workers.	The	Commission	shall	inform	thereof	the	European	Parliament,	the	Council,	the	Economic	and	Social	Committee	and	the	Advisory	Committee	on	Safety,
Hygiene	and	Health	Protection	at	Work.	Article	14	This	Directive	shall	enter	into	force	on	the	day	of	its	publication	in	the	Official	Journal	of	the	European	Communities.	Article	15	This	Directive	is	addressed	to	the	Member	States.	Done	at	Brussels,	16	December	1999.	For	the	European	Parliament	The	President	N.	FONTAINE	For	the	Council	The
President	K.	HEMILÄ	(1)	OJ	C	332,	9.12.1995,	p.	10	and	OJ	C	184,	17.6.1997,	p.	1.	(2)	OJ	C	153,	28.5.1996,	p.	35.	(3)	Opinion	of	the	European	Parliament	of	20	June	1996	(OJ	C	198,	8.7.1996,	p.	160)	confirmed	on	4	May	1999	(OJ	C	279,	1.10.1999,	p	55),	Council	Common	Position	of	22	December	1998	(OJ	C	55,	25.2.1999,	p.	45),	Decision	of	the
European	Parliament	of	6	May	1999	(OJ	C	279,	1.10.1999,	p.	386).	Decision	of	the	European	Parliament	of	2	December	1999	and	Council	Decision	of	6	December	1999.	(4)	OJ	L	183,	29.6.1989,	p.	1.	(5)	OJ	L	100,	19.4.1994,	p.	1.	(6)	OJ	L	245,	26.8.1992,	p.	23.	(7)	OJ	L	196,	26.7.1990,	p.	15.	Directive	as	amended	by	Directive	93/68/EEC	(OJ	L	220,
30.8.1993,	p.	1).	(8)	OJ	L	348,	28.11.1992,	p.	9.	(9)	OJ	L	404,	31.12.1992,	p.	10.	(10)	OJ	L	393,	30.12.1989,	p.	13.	Directive	as	amended	by	Directive	95/63/EC	(OJ	L	335,	30.12.1995,	p.	28).	(11)	OJ	L	185,	9.7.1974,	p.	15.	Decision	as	last	amended	by	the	1994	Act	of	Accession.	Page	7CHAPTER	1	:	GENERAL	PROVISIONS	Article	1	:	Scope	1.			This
Directive	shall	apply	to	the	following,	hereinafter	referred	to	as	‘products’:	(a)										equipment	and	protective	systems	intended	for	use	in	potentially	explosive	atmospheres;	(b)										safety	devices,	controlling	devices	and	regulating	devices	intended	for	use	outside	potentially	explosive	atmospheres	but	required	for	or	contributing	to	the	safe
functioning	of	equipment	and	protective	systems	with	respect	to	the	risks	of	explosion;	(c)										components	intended	to	be	incorporated	into	equipment	and	protective	systems	referred	to	in	point	(a).	2.			This	Directive	shall	not	apply	to:	(a)										medical	devices	intended	for	use	in	a	medical	environment;	(b)										equipment	and	protective	systems
where	the	explosion	hazard	results	exclusively	from	the	presence	of	explosive	substances	or	unstable	chemical	substances;	(c)										equipment	intended	for	use	in	domestic	and	non-commercial	environments	where	potentially	explosive	atmospheres	may	only	rarely	be	created,	solely	as	a	result	of	the	accidental	leakage	of	fuel	gas;	(d)										personal
protective	equipment	covered	by	Council	Directive	89/686/EEC	of	21	December	1989	on	the	approximation	of	the	laws	of	the	Member	States	relating	to	personal	protective	equipment	(9);	(e)										seagoing	vessels	and	mobile	offshore	units	together	with	equipment	on	board	such	vessels	or	units;	(f)											means	of	transport,	i.e.	vehicles	and	their
trailers	intended	solely	for	transporting	passengers	by	air	or	by	road,	rail	or	water	networks,	as	well	as	means	of	transport	in	so	far	as	such	means	are	designed	for	transporting	goods	by	air,	by	public	road	or	rail	networks	or	by	water.	Vehicles	intended	for	use	in	a	potentially	explosive	atmosphere	shall	not	be	excluded	from	the	scope	of	this
Directive;	(g)										the	equipment	covered	by	point	(b)	of	Article	346(1)	of	the	Treaty	on	the	Functioning	of	the	European	Union.	Article	2	:	Definitions	For	the	purposes	of	this	Directive,	the	following	definitions	shall	apply:	(1)										‘equipment’	means	machines,	apparatus,	fixed	or	mobile	devices,	control	components	and	instrumentation	thereof	and
detection	or	prevention	systems	which,	separately	or	jointly,	are	intended	for	the	generation,	transfer,	storage,	measurement,	control	and	conversion	of	energy	and/or	the	processing	of	material	and	which	are	capable	of	causing	an	explosion	through	their	own	potential	sources	of	ignition;	(2)										‘protective	systems’	means	devices	other	than
components	of	equipment	which	are	intended	to	halt	incipient	explosions	immediately	and/or	to	limit	the	effective	range	of	an	explosion	and	which	are	separately	made	available	on	the	market	for	use	as	autonomous	systems;	(3)										‘components’	means	any	item	essential	to	the	safe	functioning	of	equipment	and	protective	systems	but	with	no
autonomous	function;	(4)										‘explosive	atmosphere’	means	a	mixture	with	air,	under	atmospheric	conditions,	of	flammable	substances	in	the	form	of	gases,	vapours,	mists	or	dusts	in	which,	after	ignition	has	occurred,	combustion	spreads	to	the	entire	unburned	mixture;	(5)										‘potentially	explosive	atmosphere’	means	an	atmosphere	which	could
become	explosive	due	to	local	and	operational	conditions;	(6)										‘equipment-group	I’	means	equipment	intended	for	use	in	underground	parts	of	mines,	and	in	those	parts	of	surface	installations	of	such	mines,	liable	to	be	endangered	by	firedamp	and/or	combustible	dust,	comprising	equipment	categories	M	1	and	M	2	as	set	out	in	Annex	I;	(7)									
‘equipment-group	II’	means	equipment	intended	for	use	in	other	places	liable	to	be	endangered	by	explosive	atmospheres,	comprising	equipment	categories	1,	2	and	3	as	set	out	in	Annex	I;	(8)										‘equipment	category’	means	the	classification	of	equipment,	within	each	equipment-group,	specified	in	Annex	I,	determining	the	requisite	level	of
protection	to	be	ensured;	(9)										‘intended	use’	means	the	use	of	a	product	prescribed	by	the	manufacturer	by	assigning	the	equipment	to	a	particular	equipment-group	and	category	or	by	providing	all	the	information	which	is	required	for	the	safe	functioning	of	a	protective	system,	device	or	component;	(10)								‘making	available	on	the	market’
means	any	supply	of	a	product	for	distribution,	consumption	or	use	on	the	Union	market	in	the	course	of	a	commercial	activity,	whether	in	return	for	payment	or	free	of	charge;	(11)								‘placing	on	the	market’means	the	first	making	available	of	a	product	on	the	Union	market;	(12)								‘manufacturer’	means	any	natural	or	legal	person	who
manufactures	a	product	or	has	a	product	designed	or	manufactured,	and	markets	that	product	under	his	name	or	trade	mark	or	uses	it	for	his	own	purposes;	(13)								‘authorised	representative’	means	any	natural	or	legal	person	established	within	the	Union	who	has	received	a	written	mandate	from	a	manufacturer	to	act	on	his	behalf	in	relation	to
specified	tasks;	(14)								‘importer’	means	any	natural	or	legal	person	established	within	the	Union	who	places	a	product	from	a	third	country	on	the	Union	market;	(15)								‘distributor’	means	any	natural	or	legal	person	in	the	supply	chain,	other	than	the	manufacturer	or	the	importer,	who	makes	a	product	available	on	the	market;	(16)								‘economic
operators’	means	the	manufacturer,	the	authorised	representative,	the	importer	and	the	distributor;	(17)								‘technical	specification’	means	a	document	that	prescribes	technical	requirements	to	be	fulfilled	by	a	product;	(18)								‘harmonised	standard’	means	harmonised	standard	as	defined	in	point	(c)	of	point	1	of	Article	2	of	Regulation	(EU)	No
1025/2012;	(19)								‘accreditation’	means	accreditation	as	defined	in	point	10	of	Article	2	of	Regulation	(EC)	No	765/2008;	(20)								‘national	accreditation	body’	means	national	accreditation	body	as	defined	in	point	11	of	Article	2	of	Regulation	(EC)	No	765/2008;	(21)								‘conformity	assessment’	means	the	process	demonstrating	whether	the
essential	health	and	safety	requirements	of	this	Directive	relating	to	a	product	have	been	fulfilled;	(22)								‘conformity	assessment	body’	means	a	body	that	performs	conformity	assessment	activities	including	calibration,	testing,	certification	and	inspection;	(23)								‘recall’	means	any	measure	aimed	at	achieving	the	return	of	a	product	that	has
already	been	made	available	to	the	end-user;	(24)								‘withdrawal’	means	any	measure	aimed	at	preventing	a	product	in	the	supply	chain	from	being	made	available	on	the	market;	(25)								‘Union	harmonisation	legislation’	means	any	Union	legislation	harmonising	the	conditions	for	the	marketing	of	products;	(26)								‘CE	marking’	means	a	marking
by	which	the	manufacturer	indicates	that	the	product	is	in	conformity	with	the	applicable	requirements	set	out	in	Union	harmonisation	legislation	providing	for	its	affixing.	Article	3	:	Making	available	on	the	market	and	putting	into	service	1.			Member	States	shall	take	all	appropriate	measures	to	ensure	that	products	may	be	made	available	on	the
market	and	put	into	service	only	if,	when	properly	installed	and	maintained	and	used	in	accordance	with	their	intended	use,	they	comply	with	this	Directive.	2.			This	Directive	shall	not	affect	Member	States’	entitlement	to	lay	down	such	requirements	as	they	may	deem	necessary	to	ensure	that	persons	and,	in	particular,	workers	are	protected	when
using	relevant	products	provided	that	this	does	not	mean	that	such	products	are	modified	in	a	way	not	specified	in	this	Directive.	3.			At	trade	fairs,	exhibitions	and	demonstrations,	Member	States	shall	not	prevent	the	showing	of	products	which	do	not	comply	with	this	Directive,	provided	that	a	visible	sign	clearly	indicates	that	such	products	do	not
comply	with	this	Directive	and	that	they	are	not	for	sale	until	they	have	been	brought	into	conformity	by	the	manufacturer.	During	demonstrations,	adequate	safety	measures	shall	be	taken	to	ensure	the	protection	of	persons.	Article	4	:	Essential	health	and	safety	requirements	Products	shall	meet	the	essential	health	and	safety	requirements	set	out	in
Annex	II	which	apply	to	them,	account	being	taken	of	their	intended	use.	Article	5	:	Free	movement	Member	States	shall	not	prohibit,	restrict	or	impede	the	making	available	on	the	market	and	putting	into	service	in	their	territory	of	products	which	comply	with	this	Directive.	CHAPTER	2	:	OBLIGATIONS	OF	ECONOMIC	OPERATORS	Article	6
:	Obligations	of	manufacturers	1.			When	placing	their	products	on	the	market	or	using	them	for	their	own	purposes,	manufacturers	shall	ensure	that	they	have	been	designed	and	manufactured	in	accordance	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II.	2.			Manufacturers	shall	draw	up	the	technical	documentation	referred	to
in	Annexes	III	to	IX	and	carry	out	the	relevant	conformity	assessment	procedure	referred	to	in	Article	13	or	have	it	carried	out.	Where	compliance	of	a	product,	other	than	a	component,	with	the	applicable	requirements	has	been	demonstrated	by	that	procedure,	manufacturers	shall	draw	up	an	EU	declaration	of	conformity	and	affix	the	CE	marking.
Where	compliance	of	a	component	with	the	applicable	requirements	has	been	demonstrated	by	the	relevant	conformity	assessment	procedure,	manufacturers	shall	draw	up	a	written	attestation	of	conformity	as	referred	to	in	Article	13(3).	Manufacturers	shall	ensure	that	each	product	is	accompanied	by	a	copy	of	the	EU	declaration	of	conformity	or	of
the	attestation	of	conformity,	as	appropriate.	However,	where	a	large	number	of	products	are	delivered	to	a	single	user,	the	batch	or	consignment	concerned	may	be	accompanied	by	a	single	copy.	3.			Manufacturers	shall	keep	the	technical	documentation	and	the	EU	declaration	of	conformity	or,	where	applicable,	the	attestation	of	conformity	for	10
years	after	the	product	has	been	placed	on	the	market.	4.			Manufacturers	shall	ensure	that	procedures	are	in	place	for	series	production	to	remain	in	conformity	with	this	Directive.	Changes	in	a	product	design	or	characteristics	and	changes	in	the	harmonised	standards	or	in	other	technical	specifications	by	reference	to	which	conformity	of	a	product
is	declared	shall	be	adequately	taken	into	account.	When	deemed	appropriate	with	regard	to	the	risks	presented	by	a	product,	manufacturers	shall,	to	protect	the	health	and	safety	of	end-users,	carry	out	sample	testing	of	products	made	available	on	the	market,	investigate,	and,	if	necessary,	keep	a	register	of	complaints,	of	non-conforming	products
and	product	recalls,	and	shall	keep	distributors	informed	of	any	such	monitoring.	5.			Manufacturers	shall	ensure	that	products	which	they	have	placed	on	the	market	bear	a	type,	batch	or	serial	number	or	other	element	allowing	their	identification,	or,	where	the	size	or	nature	of	the	product	does	not	allow	it,	that	the	required	information	is	provided
on	the	packaging	or	in	a	document	accompanying	the	product.	6.			Manufacturers	shall	ensure	that	products,	other	than	components,	which	they	have	placed	on	the	market	bear	the	specific	marking	of	explosion	protection	and,	where	applicable,	the	other	markings	and	information	referred	to	in	point	1.0.5	of	Annex	II.	7.			Manufacturers	shall
indicate,	on	the	product,	their	name,	registered	trade	name	or	registered	trade	mark	and	the	postal	address	at	which	they	can	be	contacted	or,	where	that	is	not	possible,	on	its	packaging	or	in	a	document	accompanying	the	product.	The	address	shall	indicate	a	single	point	at	which	the	manufacturer	can	be	contacted.	The	contact	details	shall	be	in	a
language	easily	understood	by	end-users	and	market	surveillance	authorities.	8.			Manufacturers	shall	ensure	that	the	product	is	accompanied	by	instructions	and	safety	information	in	a	language	which	can	be	easily	understood	by	end-users,	as	determined	by	the	Member	State	concerned.	Such	instructions	and	safety	information,	as	well	as	any
labelling,	shall	be	clear,	understandable	and	intelligible.	9.			Manufacturers	who	consider	or	have	reason	to	believe	that	a	product	which	they	have	placed	on	the	market	is	not	in	conformity	with	this	Directive	shall	immediately	take	the	corrective	measures	necessary	to	bring	that	product	into	conformity,	to	withdraw	it	or	recall	it,	if	appropriate.
Furthermore,	where	the	product	presents	a	risk,	manufacturers	shall	immediately	inform	the	competent	national	authorities	of	the	Member	States	in	which	they	made	the	product	available	on	the	market	to	that	effect,	giving	details,	in	particular,	of	the	non-compliance	and	of	any	corrective	measures	taken.	10.			Manufacturers	shall,	further	to	a
reasoned	request	from	a	competent	national	authority,	provide	it	with	all	the	information	and	documentation	in	paper	or	electronic	form	necessary	to	demonstrate	the	conformity	of	the	product	with	this	Directive,	in	a	language	which	can	be	easily	understood	by	that	authority.	They	shall	cooperate	with	that	authority,	at	its	request,	on	any	action	taken
to	eliminate	the	risks	posed	by	products	which	they	have	placed	on	the	market.	Article	7		:	Authorised	representatives	1.			A	manufacturer	may,	by	a	written	mandate,	appoint	an	authorised	representative.	The	obligations	laid	down	in	Article	6(1)	and	the	obligation	to	draw	up	technical	documentation	referred	to	in	Article	6(2)	shall	not	form	part	of	the
authorised	representative’s	mandate.	2.			An	authorised	representative	shall	perform	the	tasks	specified	in	the	mandate	received	from	the	manufacturer.	The	mandate	shall	allow	the	authorised	representative	to	do	at	least	the	following:	(a)										keep	the	EU	declaration	of	conformity	or,	where	applicable,	the	attestation	of	conformity	and	the	technical
documentation	at	the	disposal	of	national	market	surveillance	authorities	for	10	years	after	the	product	has	been	placed	on	the	market;	(b)										further	to	a	reasoned	request	from	a	competent	national	authority,	provide	that	authority	with	all	the	information	and	documentation	necessary	to	demonstrate	the	conformity	of	a	product;	(c)									
cooperate	with	the	competent	national	authorities,	at	their	request,	on	any	action	taken	to	eliminate	the	risks	posed	by	products	covered	by	the	authorised	representative’s	mandate.	Article	8	:	Obligations	of	importers	1.			Importers	shall	place	only	compliant	products	on	the	market.	2.			Before	placing	a	product	on	the	market	importers	shall	ensure
that	the	appropriate	conformity	assessment	procedure	referred	to	in	Article	13	has	been	carried	out	by	the	manufacturer.	They	shall	ensure	that	the	manufacturer	has	drawn	up	the	technical	documentation,	that	the	product	bears	the	CE	marking,	where	applicable,	is	accompanied	by	the	EU	declaration	of	conformity	or	the	attestation	of	conformity
and	the	required	documents,	and	that	the	manufacturer	has	complied	with	the	requirements	set	out	in	Article	6(5),	(6)	and	(7).	Where	an	importer	considers	or	has	reason	to	believe	that	a	product	is	not	in	conformity	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II,	he	shall	not	place	the	product	on	the	market	until	it	has	been



brought	into	conformity.	Furthermore,	where	the	product	presents	a	risk,	the	importer	shall	inform	the	manufacturer	and	the	market	surveillance	authorities	to	that	effect.	3.			Importers	shall	indicate	on	the	product	their	name,	registered	trade	name	or	registered	trade	mark	and	the	postal	address	at	which	they	can	be	contacted	or,	where	that	is	not
possible,	on	its	packaging	or	in	a	document	accompanying	the	product.	The	contact	details	shall	be	in	a	language	easily	understood	by	end-users	and	market	surveillance	authorities.	4.			Importers	shall	ensure	that	the	product	is	accompanied	by	instructions	and	safety	information	in	a	language	which	can	be	easily	understood	by	end-users,	as
determined	by	the	Member	State	concerned.	5.			Importers	shall	ensure	that,	while	a	product	is	under	their	responsibility,	its	storage	or	transport	conditions	do	not	jeopardise	its	compliance	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II.	6.			When	deemed	appropriate	with	regard	to	the	risks	presented	by	a	product,	importers
shall,	to	protect	the	health	and	safety	of	end-users,	carry	out	sample	testing	of	products	made	available	on	the	market,	investigate,	and,	if	necessary,	keep	a	register	of	complaints,	of	non-conforming	products	and	product	recalls,	and	shall	keep	distributors	informed	of	any	such	monitoring.	7.			Importers	who	consider	or	have	reason	to	believe	that	a
product	which	they	have	placed	on	the	market	is	not	in	conformity	with	this	Directive	shall	immediately	take	the	corrective	measures	necessary	to	bring	that	product	into	conformity,	to	withdraw	it	or	recall	it,	if	appropriate.	Furthermore,	where	the	product	presents	a	risk,	importers	shall	immediately	inform	the	competent	national	authorities	of	the
Member	States	in	which	they	made	the	product	available	on	the	market	to	that	effect,	giving	details,	in	particular,	of	the	non-compliance	and	of	any	corrective	measures	taken.	8.			Importers	shall,	for	10	years	after	the	product	has	been	placed	on	the	market,	keep	a	copy	of	the	EU	declaration	of	conformity	or,	where	applicable,	of	the	attestation	of
conformity	at	the	disposal	of	the	market	surveillance	authorities	and	ensure	that	the	technical	documentation	can	be	made	available	to	those	authorities,	upon	request.	9.			Importers	shall,	further	to	a	reasoned	request	from	a	competent	national	authority,	provide	it	with	all	the	information	and	documentation	in	paper	or	electronic	form	necessary	to
demonstrate	the	conformity	of	a	product	in	a	language	which	can	be	easily	understood	by	that	authority.	They	shall	cooperate	with	that	authority,	at	its	request,	on	any	action	taken	to	eliminate	the	risks	posed	by	products	which	they	have	placed	on	the	market.	Article	9	:	Obligations	of	distributors	1.			When	making	a	product	available	on	the	market
distributors	shall	act	with	due	care	in	relation	to	the	requirements	of	this	Directive.	2.			Before	making	a	product	available	on	the	market	distributors	shall	verify	that	the	product	bears	the	CE	marking,	where	applicable,	that	it	is	accompanied	by	the	EU	declaration	of	conformity	or	the	attestation	of	conformity	and	the	required	documents	and	by
instructions	and	safety	information,	in	a	language	which	can	be	easily	understood	by	end-users	in	the	Member	State	in	which	the	product	is	to	be	made	available	on	the	market,	and	that	the	manufacturer	and	the	importer	have	complied	with	the	requirements	set	out	in	Article	6(5),	(6)	and	(7)	and	Article	8(3)	respectively.	Where	a	distributor	considers
or	has	reason	to	believe	that	a	product	is	not	in	conformity	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II,	he	shall	not	make	the	product	available	on	the	market	until	it	has	been	brought	into	conformity.	Furthermore,	where	the	product	presents	a	risk,	the	distributor	shall	inform	the	manufacturer	or	the	importer	to	that	effect	as
well	as	the	market	surveillance	authorities.	3.			Distributors	shall	ensure	that,	while	a	product	is	under	their	responsibility,	its	storage	or	transport	conditions	do	not	jeopardise	its	compliance	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II.	4.			Distributors	who	consider	or	have	reason	to	believe	that	a	product	which	they	have
made	available	on	the	market	is	not	in	conformity	with	this	Directive	shall	make	sure	that	the	corrective	measures	necessary	to	bring	that	product	into	conformity,	to	withdraw	it	or	recall	it,	if	appropriate,	are	taken.	Furthermore,	where	the	product	presents	a	risk,	distributors	shall	immediately	inform	the	competent	national	authorities	of	the	Member
States	in	which	they	made	the	product	available	on	the	market	to	that	effect,	giving	details,	in	particular,	of	the	non-compliance	and	of	any	corrective	measures	taken.	5.			Distributors	shall,	further	to	a	reasoned	request	from	a	competent	national	authority,	provide	it	with	all	the	information	and	documentation	in	paper	or	electronic	form	necessary	to
demonstrate	the	conformity	of	a	product.	They	shall	cooperate	with	that	authority,	at	its	request,	on	any	action	taken	to	eliminate	the	risks	posed	by	products	which	they	have	made	available	on	the	market.	Article	10	:	Cases	in	which	obligations	of	manufacturers	apply	to	importers	and	distributors	An	importer	or	distributor	shall	be	considered	a
manufacturer	for	the	purposes	of	this	Directive	and	he	shall	be	subject	to	the	obligations	of	the	manufacturer	under	Article	6,	where	he	places	a	product	on	the	market	under	his	name	or	trade	mark	or	modifies	a	product	already	placed	on	the	market	in	such	a	way	that	compliance	with	this	Directive	may	be	affected.	Article	11	:	Identification	of
economic	operators	Economic	operators	shall,	on	request,	identify	the	following	to	the	market	surveillance	authorities:	(a)										any	economic	operator	who	has	supplied	them	with	a	product;	(b)										any	economic	operator	to	whom	they	have	supplied	a	product.	Economic	operators	shall	be	able	to	present	the	information	referred	to	in	the	first
paragraph	for	10	years	after	they	have	been	supplied	with	the	product	and	for	10	years	after	they	have	supplied	the	product.	CHAPTER	3	:	CONFORMITY	OF	THE	PRODUCT	Article	12	:	Presumption	of	conformity	of	products	1.			Products	which	are	in	conformity	with	harmonised	standards	or	parts	thereof	the	references	of	which	have	been	published
in	the	Official	Journal	of	the	European	Union	shall	be	presumed	to	be	in	conformity	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II	covered	by	those	standards	or	parts	thereof.	2.			In	the	absence	of	harmonised	standards,	Member	States	shall	take	any	steps	which	they	deem	necessary	to	bring	to	the	attention	of	the	parties
concerned	the	existing	national	standards	and	technical	specifications	regarded	as	important	or	relevant	to	the	proper	implementation	of	the	essential	health	and	safety	requirements	set	out	in	Annex	II.	Article	13	:	Conformity	assessment	procedures	1.			The	procedures	to	be	followed	for	assessing	the	conformity	of	equipment	and,	where	necessary,
the	devices	referred	to	in	point	(b)	of	Article	1(1)	shall	be	as	follows:	(a)										for	equipment-groups	I	and	II,	equipment-categories	M	1	and	1,	the	EU-type	examination	set	out	in	Annex	III,	in	conjunction	with	either	of	the	following:	—											conformity	to	type	based	on	quality	assurance	of	the	production	process	set	out	in	Annex	IV,	—										
conformity	to	type	based	on	product	verification	set	out	in	Annex	V;	(b)										for	equipment-groups	I	and	II,	equipment	categories	M	2	and	2:	(i)											in	the	case	of	internal	combustion	engines	and	electrical	equipment	in	these	groups	and	categories,	the	EU-type	examination	set	out	in	Annex	III,	in	conjunction	with	either	of	the	following:	—										
conformity	to	type	based	on	internal	production	control	plus	supervised	product	testing	set	out	in	Annex	VI,	—											conformity	to	type	based	on	product	quality	assurance	set	out	in	Annex	VII;	(ii)										in	the	case	of	other	equipment	in	these	groups	and	categories,	internal	production	control	set	out	in	Annex	VIII	and	the	communication	of	the
technical	documentation	provided	for	in	Annex	VIII,	point	2,	to	a	notified	body,	which	shall	acknowledge	receipt	of	it	as	soon	as	possible	and	shall	retain	it;	(c)										for	equipment-group	II,	equipment	category	3,	internal	production	control	set	out	in	Annex	VIII;	(d)										for	equipment-groups	I	and	II,	in	addition	to	the	procedures	referred	to	in	points
(a),	(b)	and	(c)	of	this	paragraph,	conformity	based	on	unit	verification	set	out	in	Annex	IX	may	also	be	followed.	2.			The	procedure	referred	to	in	point	(a)	or	(d)	of	paragraph	1	shall	be	used	for	conformity	assessment	of	protective	systems.	3.			The	procedures	referred	to	in	paragraph	1	shall	be	applied	in	respect	of	components	with	the	exception	of
the	affixing	of	the	CE	marking	and	the	drawing	up	of	the	EU	declaration	of	conformity.	A	written	attestation	of	conformity	shall	be	issued	by	the	manufacturer,	declaring	the	conformity	of	the	components	with	the	applicable	provisions	of	this	Directive	and	stating	their	characteristics	and	how	they	must	be	incorporated	into	equipment	or	protective
systems	to	assist	compliance	with	the	essential	health	and	safety	requirements	set	out	in	Annex	II	applicable	to	finished	equipment	or	protective	systems.	4.			With	regard	to	the	safety	aspects	referred	to	in	point	1.2.7	of	Annex	II,	in	addition	to	the	conformity	assessment	procedures	referred	to	in	paragraphs	1	and	2,	the	procedure	referred	to	in	Annex
VIII	may	also	be	followed.	5.			By	derogation	from	paragraphs	1,	2	and	4,	the	competent	authorities	may,	on	a	duly	justified	request,	authorise	the	placing	on	the	market	and	putting	into	service	on	the	territory	of	the	Member	State	concerned	of	the	products	other	than	components	in	respect	of	which	the	procedures	referred	to	in	paragraphs	1,	2	and	4
have	not	been	applied	and	the	use	of	which	is	in	the	interests	of	protection.	6.			Documents	and	correspondence	relating	to	the	conformity	assessment	procedures	referred	to	in	paragraphs	1	to	4	shall	be	drawn	up	in	a	language,	determined	by	the	Member	State	concerned.	Article	14	:	EU	declaration	of	conformity	1.			The	EU	declaration	of	conformity
shall	state	that	the	fulfilment	of	the	essential	health	and	safety	requirements	set	out	in	Annex	II	has	been	demonstrated.	2.			The	EU	declaration	of	conformity	shall	have	the	model	structure	set	out	in	Annex	X,	shall	contain	the	elements	specified	in	the	relevant	conformity	assessment	procedures	set	out	in	Annexes	III	to	IX	and	shall	be	continuously
updated.	It	shall	be	translated	into	the	language	or	languages	required	by	the	Member	State	in	which	the	product	is	placed	or	made	available	on	the	market.	3.			Where	a	product	is	subject	to	more	than	one	Union	act	requiring	an	EU	declaration	of	conformity,	a	single	EU	declaration	of	conformity	shall	be	drawn	up	in	respect	of	all	such	Union	acts.
That	declaration	shall	contain	the	identification	of	the	Union	acts	concerned,	including	their	publication	references.	4.			By	drawing	up	the	EU	declaration	of	conformity,	the	manufacturer	shall	assume	responsibility	for	the	compliance	of	the	product	with	the	requirements	laid	down	in	this	Directive.	Article	15	:	General	principles	of	the	CE	marking
The	CE	marking	shall	be	subject	to	the	general	principles	set	out	in	Article	30	of	Regulation	(EC)	No	765/2008.	Article	16	:	Rules	and	conditions	for	affixing	the	CE	marking	and	other	markings	1.			The	CE	marking	shall	be	affixed	visibly,	legibly	and	indelibly	to	the	product	or	to	its	data	plate.	Where	that	is	not	possible	or	not	warranted	on	account	of
the	nature	of	the	product,	it	shall	be	affixed	to	the	packaging	and	to	the	accompanying	documents.	2.			The	CE	marking	shall	be	affixed	before	the	product	is	placed	on	the	market.	3.			The	CE	marking	shall	be	followed	by	the	identification	number	of	the	notified	body,	where	that	body	is	involved	in	the	production	control	phase.	The	identification
number	of	the	notified	body	shall	be	affixed	by	the	body	itself	or,	under	its	instructions,	by	the	manufacturer	or	his	authorised	representative.	4.			The	CE	marking	and,	where	applicable,	the	identification	number	of	the	notified	body	shall	be	followed	by	the	specific	marking	of	explosion	protection	,	the	symbols	of	the	equipment-group	and	category
and,	where	applicable,	the	other	markings	and	information	referred	to	in	point	1.0.5	of	Annex	II.	5.			The	CE	marking	and	the	markings,	symbols	and	information	referred	to	in	paragraph	4,	and,	where	applicable,	the	identification	number	of	the	notified	body,	may	be	followed	by	any	other	mark	indicating	a	special	risk	or	use.	Products	that	are
designed	for	a	particular	explosive	atmosphere	shall	be	marked	accordingly.	6.			Member	States	shall	build	upon	existing	mechanisms	to	ensure	correct	application	of	the	regime	governing	the	CE	marking	and	shall	take	appropriate	action	in	the	event	of	improper	use	of	that	marking.	CHAPTER	4	:	NOTIFICATION	OF	CONFORMITY	ASSESSMENT
BODIES	Article	17	:	Notification	Member	States	shall	notify	the	Commission	and	the	other	Member	States	of	bodies	authorised	to	carry	out	third-party	conformity	assessment	tasks	under	this	Directive.	Article	18	:	Notifying	authorities	1.			Member	States	shall	designate	a	notifying	authority	that	shall	be	responsible	for	setting	up	and	carrying	out	the
necessary	procedures	for	the	assessment	and	notification	of	conformity	assessment	bodies	and	the	monitoring	of	notified	bodies,	including	compliance	with	the	provisions	of	Article	23.	2.			Member	States	may	decide	that	the	assessment	and	monitoring	referred	to	in	paragraph	1	is	to	be	carried	out	by	a	national	accreditation	body	within	the	meaning
of	and	in	accordance	with	Regulation	(EC)	No	765/2008.	3.			Where	the	notifying	authority	delegates	or	otherwise	entrusts	the	assessment,	notification	or	monitoring	referred	to	in	paragraph	1	to	a	body	which	is	not	a	governmental	entity,	that	body	shall	be	a	legal	entity	and	shall	comply	mutatis	mutandis	with	the	requirements	laid	down	in	Article	19.
In	addition	it	shall	have	arrangements	to	cover	liabilities	arising	out	of	its	activities.	4.			The	notifying	authority	shall	take	full	responsibility	for	the	tasks	performed	by	the	body	referred	to	in	paragraph	3.	Article	19	:	Requirements	relating	to	notifying	authorities	1.			A	notifying	authority	shall	be	established	in	such	a	way	that	no	conflict	of	interest
with	conformity	assessment	bodies	occurs.	2.			A	notifying	authority	shall	be	organised	and	operated	so	as	to	safeguard	the	objectivity	and	impartiality	of	its	activities.	3.			A	notifying	authority	shall	be	organised	in	such	a	way	that	each	decision	relating	to	notification	of	a	conformity	assessment	body	is	taken	by	competent	persons	different	from	those
who	carried	out	the	assessment.	4.			A	notifying	authority	shall	not	offer	or	provide	any	activities	that	conformity	assessment	bodies	perform	or	consultancy	services	on	a	commercial	or	competitive	basis.	5.			A	notifying	authority	shall	safeguard	the	confidentiality	of	the	information	it	obtains.	6.			A	notifying	authority	shall	have	a	sufficient	number	of
competent	personnel	at	its	disposal	for	the	proper	performance	of	its	tasks.	Article	20	:	Information	obligation	on	notifying	authorities	Member	States	shall	inform	the	Commission	of	their	procedures	for	the	assessment	and	notification	of	conformity	assessment	bodies	and	the	monitoring	of	notified	bodies,	and	of	any	changes	thereto.	The	Commission
shall	make	that	information	publicly	available.	Article	21	:	Requirements	relating	to	notified	bodies	1.			For	the	purposes	of	notification,	a	conformity	assessment	body	shall	meet	the	requirements	laid	down	in	paragraphs	2	to	11.	2.			A	conformity	assessment	body	shall	be	established	under	the	national	law	of	a	Member	State	and	have	legal
personality.	3.			A	conformity	assessment	body	shall	be	a	third-party	body	independent	of	the	organisation	or	the	product	it	assesses.	A	body	belonging	to	a	business	association	or	professional	federation	representing	undertakings	involved	in	the	design,	manufacturing,	provision,	assembly,	use	or	maintenance	of	products	which	it	assesses,	may,	on
condition	that	its	independence	and	the	absence	of	any	conflict	of	interest	are	demonstrated,	be	considered	such	a	body.	4.			A	conformity	assessment	body,	its	top	level	management	and	the	personnel	responsible	for	carrying	out	the	conformity	assessment	tasks	shall	not	be	the	designer,	manufacturer,	supplier,	installer,	purchaser,	owner,	user	or
maintainer	of	the	products	which	they	assess,	nor	the	representative	of	any	of	those	parties.	This	shall	not	preclude	the	use	of	assessed	products	that	are	necessary	for	the	operations	of	the	conformity	assessment	body	or	the	use	of	such	products	for	personal	purposes.	A	conformity	assessment	body,	its	top	level	management	and	the	personnel
responsible	for	carrying	out	the	conformity	assessment	tasks	shall	not	be	directly	involved	in	the	design,	manufacture	or	construction,	the	marketing,	installation,	use	or	maintenance	of	those	products,	or	represent	the	parties	engaged	in	those	activities.	They	shall	not	engage	in	any	activity	that	may	conflict	with	their	independence	of	judgement	or
integrity	in	relation	to	conformity	assessment	activities	for	which	they	are	notified.	This	shall	in	particular	apply	to	consultancy	services.	Conformity	assessment	bodies	shall	ensure	that	the	activities	of	their	subsidiaries	or	subcontractors	do	not	affect	the	confidentiality,	objectivity	or	impartiality	of	their	conformity	assessment	activities.	5.		
Conformity	assessment	bodies	and	their	personnel	shall	carry	out	the	conformity	assessment	activities	with	the	highest	degree	of	professional	integrity	and	the	requisite	technical	competence	in	the	specific	field	and	shall	be	free	from	all	pressures	and	inducements,	particularly	financial,	which	might	influence	their	judgement	or	the	results	of	their
conformity	assessment	activities,	especially	as	regards	persons	or	groups	of	persons	with	an	interest	in	the	results	of	those	activities.	6.			A	conformity	assessment	body	shall	be	capable	of	carrying	out	all	the	conformity	assessment	tasks	assigned	to	it	by	Annexes	III	to	VII	and	Annex	IX	and	in	relation	to	which	it	has	been	notified,	whether	those	tasks
are	carried	out	by	the	conformity	assessment	body	itself	or	on	its	behalf	and	under	its	responsibility.	At	all	times	and	for	each	conformity	assessment	procedure	and	each	kind	or	category	of	products	in	relation	to	which	it	has	been	notified,	a	conformity	assessment	body	shall	have	at	its	disposal	the	necessary:	(a)										personnel	with	technical
knowledge	and	sufficient	and	appropriate	experience	to	perform	the	conformity	assessment	tasks;	(b)										descriptions	of	procedures	in	accordance	with	which	conformity	assessment	is	carried	out,	ensuring	the	transparency	and	the	ability	of	reproduction	of	those	procedures.	It	shall	have	appropriate	policies	and	procedures	in	place	that	distinguish
between	tasks	it	carries	out	as	a	notified	body	and	other	activities;	(c)										procedures	for	the	performance	of	activities	which	take	due	account	of	the	size	of	an	undertaking,	the	sector	in	which	it	operates,	its	structure,	the	degree	of	complexity	of	the	product	technology	in	question	and	the	mass	or	serial	nature	of	the	production	process.	A
conformity	assessment	body	shall	have	the	means	necessary	to	perform	the	technical	and	administrative	tasks	connected	with	the	conformity	assessment	activities	in	an	appropriate	manner	and	shall	have	access	to	all	necessary	equipment	or	facilities.	7.			The	personnel	responsible	for	carrying	out	conformity	assessment	tasks	shall	have	the
following:	(a)										sound	technical	and	vocational	training	covering	all	the	conformity	assessment	activities	in	relation	to	which	the	conformity	assessment	body	has	been	notified;	(b)										satisfactory	knowledge	of	the	requirements	of	the	assessments	they	carry	out	and	adequate	authority	to	carry	out	those	assessments;	(c)										appropriate
knowledge	and	understanding	of	the	essential	health	and	safety	requirements	set	out	in	Annex	II,	of	the	applicable	harmonised	standards,	of	the	relevant	provisions	of	Union	harmonisation	legislation	and	of	national	legislation;	(d)										the	ability	to	draw	up	certificates,	records	and	reports	demonstrating	that	assessments	have	been	carried	out.	8.		
The	impartiality	of	the	conformity	assessment	bodies,	their	top	level	management,	and	of	the	personnel	responsible	for	carrying	out	the	conformity	assessment	tasks	shall	be	guaranteed.	The	remuneration	of	the	top	level	management	and	personnel	responsible	for	carrying	out	the	conformity	assessment	tasks	of	a	conformity	assessment	body	shall	not
depend	on	the	number	of	assessments	carried	out	or	on	the	results	of	those	assessments.	9.			Conformity	assessment	bodies	shall	take	out	liability	insurance	unless	liability	is	assumed	by	the	State	in	accordance	with	national	law,	or	the	Member	State	itself	is	directly	responsible	for	the	conformity	assessment.	10.			The	personnel	of	a	conformity
assessment	body	shall	observe	professional	secrecy	with	regard	to	all	information	obtained	in	carrying	out	their	tasks	under	Annexes	III	to	VII	and	Annex	IX	or	any	provision	of	national	law	giving	effect	to	it,	except	in	relation	to	the	competent	authorities	of	the	Member	State	in	which	its	activities	are	carried	out.	Proprietary	rights	shall	be	protected.
11.			Conformity	assessment	bodies	shall	participate	in,	or	ensure	that	their	personnel	responsible	for	carrying	out	the	conformity	assessment	tasks	are	informed	of,	the	relevant	standardisation	activities	and	the	activities	of	the	notified	body	coordination	group	established	under	the	relevant	Union	harmonisation	legislation	and	shall	apply	as	general
guidance	the	administrative	decisions	and	documents	produced	as	a	result	of	the	work	of	that	group.	Article	22	:	Presumption	of	conformity	of	notified	bodies	Where	a	conformity	assessment	body	demonstrates	its	conformity	with	the	criteria	laid	down	in	the	relevant	harmonised	standards	or	parts	thereof	the	references	of	which	have	been	published
in	the	Official	Journal	of	the	European	Union,	it	shall	be	presumed	to	comply	with	the	requirements	set	out	in	Article	21	in	so	far	as	the	applicable	harmonised	standards	cover	those	requirements.	Article	23	:	Subsidiaries	of	and	subcontracting	by	notified	bodies	1.			Where	a	notified	body	subcontracts	specific	tasks	connected	with	conformity
assessment	or	has	recourse	to	a	subsidiary,	it	shall	ensure	that	the	subcontractor	or	the	subsidiary	meets	the	requirements	set	out	in	Article	21	and	shall	inform	the	notifying	authority	accordingly.	2.			Notified	bodies	shall	take	full	responsibility	for	the	tasks	performed	by	subcontractors	or	subsidiaries	wherever	these	are	established.	3.			Activities
may	be	subcontracted	or	carried	out	by	a	subsidiary	only	with	the	agreement	of	the	client.	4.			Notified	bodies	shall	keep	at	the	disposal	of	the	notifying	authority	the	relevant	documents	concerning	the	assessment	of	the	qualifications	of	the	subcontractor	or	the	subsidiary	and	the	work	carried	out	by	them	under	Annexes	III	to	VII	and	Annex	IX.
Article	24	:	Application	for	notification	1.			A	conformity	assessment	body	shall	submit	an	application	for	notification	to	the	notifying	authority	of	the	Member	State	in	which	it	is	established.	2.			The	application	for	notification	shall	be	accompanied	by	a	description	of	the	conformity	assessment	activities,	the	conformity	assessment	module	or	modules
and	the	product	or	products	for	which	that	body	claims	to	be	competent,	as	well	as	by	an	accreditation	certificate,	where	one	exists,	issued	by	a	national	accreditation	body	attesting	that	the	conformity	assessment	body	fulfils	the	requirements	laid	down	in	Article	21.	3.			Where	the	conformity	assessment	body	concerned	cannot	provide	an
accreditation	certificate,	it	shall	provide	the	notifying	authority	with	all	the	documentary	evidence	necessary	for	the	verification,	recognition	and	regular	monitoring	of	its	compliance	with	the	requirements	laid	down	in	Article	21.	Article	25	:	Notification	procedure	1.			Notifying	authorities	may	notify	only	conformity	assessment	bodies	which	have
satisfied	the	requirements	laid	down	in	Article	21.	2.			They	shall	notify	the	Commission	and	the	other	Member	States	using	the	electronic	notification	tool	developed	and	managed	by	the	Commission.	3.			The	notification	shall	include	full	details	of	the	conformity	assessment	activities,	the	conformity	assessment	module	or	modules	and	the	product	or
products	concerned	and	the	relevant	attestation	of	competence.	4.			Where	a	notification	is	not	based	on	an	accreditation	certificate	as	referred	to	in	Article	24(2),	the	notifying	authority	shall	provide	the	Commission	and	the	other	Member	States	with	documentary	evidence	which	attests	to	the	conformity	assessment	body’s	competence	and	the
arrangements	in	place	to	ensure	that	that	body	will	be	monitored	regularly	and	will	continue	to	satisfy	the	requirements	laid	down	in	Article	21.	5.			The	body	concerned	may	perform	the	activities	of	a	notified	body	only	where	no	objections	are	raised	by	the	Commission	or	the	other	Member	States	within	two	weeks	of	a	notification	where	an
accreditation	certificate	is	used	or	within	two	months	of	a	notification	where	accreditation	is	not	used.	Only	such	a	body	shall	be	considered	a	notified	body	for	the	purposes	of	this	Directive.	6.			The	notifying	authority	shall	notify	the	Commission	and	the	other	Member	States	of	any	subsequent	relevant	changes	to	the	notification.	Article	26
:	Identification	numbers	and	lists	of	notified	bodies	1.			The	Commission	shall	assign	an	identification	number	to	a	notified	body.	It	shall	assign	a	single	such	number	even	where	the	body	is	notified	under	several	Union	acts.	2.			The	Commission	shall	make	publicly	available	the	list	of	the	bodies	notified	under	this	Directive,	including	the	identification
numbers	that	have	been	assigned	to	them	and	the	activities	for	which	they	have	been	notified.	The	Commission	shall	ensure	that	the	list	is	kept	up	to	date.	Article	27	:	Changes	to	notifications	1.			Where	a	notifying	authority	has	ascertained	or	has	been	informed	that	a	notified	body	no	longer	meets	the	requirements	laid	down	in	Article	21,	or	that	it	is
failing	to	fulfil	its	obligations,	the	notifying	authority	shall	restrict,	suspend	or	withdraw	notification	as	appropriate,	depending	on	the	seriousness	of	the	failure	to	meet	those	requirements	or	fulfil	those	obligations.	It	shall	immediately	inform	the	Commission	and	the	other	Member	States	accordingly.	2.			In	the	event	of	restriction,	suspension	or
withdrawal	of	notification,	or	where	the	notified	body	has	ceased	its	activity,	the	notifying	Member	State	shall	take	appropriate	steps	to	ensure	that	the	files	of	that	body	are	either	processed	by	another	notified	body	or	kept	available	for	the	responsible	notifying	and	market	surveillance	authorities	at	their	request.	Article	28	:	Challenge	of	the
competence	of	notified	bodies	1.			The	Commission	shall	investigate	all	cases	where	it	doubts,	or	doubt	is	brought	to	its	attention	regarding,	the	competence	of	a	notified	body	or	the	continued	fulfilment	by	a	notified	body	of	the	requirements	and	responsibilities	to	which	it	is	subject.	2.			The	notifying	Member	State	shall	provide	the	Commission,	on
request,	with	all	information	relating	to	the	basis	for	the	notification	or	the	maintenance	of	the	competence	of	the	notified	body	concerned.	3.			The	Commission	shall	ensure	that	all	sensitive	information	obtained	in	the	course	of	its	investigations	is	treated	confidentially.	4.			Where	the	Commission	ascertains	that	a	notified	body	does	not	meet	or	no
longer	meets	the	requirements	for	its	notification,	it	shall	adopt	an	implementing	act	requesting	the	notifying	Member	State	to	take	the	necessary	corrective	measures,	including	withdrawal	of	notification	if	necessary.	That	implementing	act	shall	be	adopted	in	accordance	with	the	advisory	procedure	referred	to	in	Article	39(2).	Article	29
:	Operational	obligations	of	notified	bodies	1.			Notified	bodies	shall	carry	out	conformity	assessments	in	accordance	with	the	conformity	assessment	procedures	provided	for	in	Annexes	III	to	VII	and	Annex	IX.	2.			Conformity	assessments	shall	be	carried	out	in	a	proportionate	manner,	avoiding	unnecessary	burdens	for	economic	operators.	Conformity
assessment	bodies	shall	perform	their	activities	taking	due	account	of	the	size	of	an	undertaking,	the	sector	in	which	it	operates,	its	structure,	the	degree	of	complexity	of	the	product	technology	in	question	and	the	mass	or	serial	nature	of	the	production	process.	In	so	doing	they	shall	nevertheless	respect	the	degree	of	rigour	and	the	level	of
protection	required	for	the	compliance	of	the	product	with	the	requirements	of	this	Directive.	3.			Where	a	notified	body	finds	that	the	essential	health	and	safety	requirements	set	out	in	Annex	II	or	corresponding	harmonised	standards	or	other	technical	specifications	have	not	been	met	by	a	manufacturer,	it	shall	require	that	manufacturer	to	take
appropriate	corrective	measures	and	shall	not	issue	a	certificate	of	conformity.	4.			Where,	in	the	course	of	the	monitoring	of	conformity	following	the	issue	of	a	certificate,	a	notified	body	finds	that	a	product	no	longer	complies,	it	shall	require	the	manufacturer	to	take	appropriate	corrective	measures	and	shall	suspend	or	withdraw	the	certificate	if
necessary.	5.			Where	corrective	measures	are	not	taken	or	do	not	have	the	required	effect,	the	notified	body	shall	restrict,	suspend	or	withdraw	any	certificates,	as	appropriate.	Article	30	:	Appeal	against	decisions	of	notified	bodies	Member	States	shall	ensure	that	an	appeal	procedure	against	decisions	of	the	notified	bodies	is	available.	Article	31
:	Information	obligation	on	notified	bodies	1.			Notified	bodies	shall	inform	the	notifying	authority	of	the	following:	(a)										any	refusal,	restriction,	suspension	or	withdrawal	of	a	certificate;	(b)										any	circumstances	affecting	the	scope	of	or	conditions	for	notification;	(c)										any	request	for	information	which	they	have	received	from	market
surveillance	authorities	regarding	conformity	assessment	activities;	(d)										on	request,	conformity	assessment	activities	performed	within	the	scope	of	their	notification	and	any	other	activity	performed,	including	cross-border	activities	and	subcontracting.	2.			Notified	bodies	shall	provide	the	other	bodies	notified	under	this	Directive	carrying	out
similar	conformity	assessment	activities	covering	the	same	products	with	relevant	information	on	issues	relating	to	negative	and,	on	request,	positive	conformity	assessment	results.	Article	32	:	Exchange	of	experience	The	Commission	shall	provide	for	the	organisation	of	exchange	of	experience	between	the	Member	States’	national	authorities
responsible	for	notification	policy.	Article	33	:	Coordination	of	notified	bodies	The	Commission	shall	ensure	that	appropriate	coordination	and	cooperation	between	bodies	notified	under	this	Directive	are	put	in	place	and	properly	operated	in	the	form	of	a	sectoral	group	of	notified	bodies.	Member	States	shall	ensure	that	the	bodies	notified	by	them
participate	in	the	work	of	that	group,	directly	or	by	means	of	designated	representatives.	CHAPTER	5	:	UNION	MARKET	SURVEILLANCE,	CONTROL	OF	PRODUCTS	ENTERING	THE	UNION	MARKET	AND	UNION	SAFEGUARD	PROCEDURE	Article	34	:	Union	market	surveillance	and	control	of	products	entering	the	Union	market	Article	15(3)	and
Articles	16	to	29	of	Regulation	(EC)	No	765/2008	shall	apply	to	products	covered	by	Article	1	of	this	Directive.	Article	35	:	Procedure	for	dealing	with	products	presenting	a	risk	at	national	level	1.			Where	the	market	surveillance	authorities	of	one	Member	State	have	sufficient	reason	to	believe	that	a	product	presents	a	risk	to	the	health	or	safety	of
persons	or	to	domestic	animals	or	property,	they	shall	carry	out	an	evaluation	in	relation	to	the	product	concerned	covering	all	relevant	requirements	laid	down	in	this	Directive.	The	relevant	economic	operators	shall	cooperate	as	necessary	with	the	market	surveillance	authorities	for	that	purpose.	Where,	in	the	course	of	the	evaluation	referred	to	in
the	first	subparagraph,	the	market	surveillance	authorities	find	that	the	product	does	not	comply	with	the	requirements	laid	down	in	this	Directive,	they	shall	without	delay	require	the	relevant	economic	operator	to	take	all	appropriate	corrective	actions	to	bring	the	product	into	compliance	with	those	requirements,	to	withdraw	the	product	from	the
market,	or	to	recall	it	within	a	reasonable	period,	commensurate	with	the	nature	of	the	risk,	as	they	may	prescribe.	The	market	surveillance	authorities	shall	inform	the	relevant	notified	body	accordingly.	Article	21	of	Regulation	(EC)	No	765/2008	shall	apply	to	the	measures	referred	to	in	the	second	subparagraph	of	this	paragraph.	2.			Where	the
market	surveillance	authorities	consider	that	non-compliance	is	not	restricted	to	their	national	territory,	they	shall	inform	the	Commission	and	the	other	Member	States	of	the	results	of	the	evaluation	and	of	the	actions	which	they	have	required	the	economic	operator	to	take.	3.			The	economic	operator	shall	ensure	that	all	appropriate	corrective
action	is	taken	in	respect	of	all	the	products	concerned	that	it	has	made	available	on	the	market	throughout	the	Union.	4.			Where	the	relevant	economic	operator	does	not	take	adequate	corrective	action	within	the	period	referred	to	in	the	second	subparagraph	of	paragraph	1,	the	market	surveillance	authorities	shall	take	all	appropriate	provisional
measures	to	prohibit	or	restrict	the	products	being	made	available	on	their	national	market,	to	withdraw	the	product	from	that	market	or	to	recall	it.	The	market	surveillance	authorities	shall	inform	the	Commission	and	the	other	Member	States,	without	delay,	of	those	measures.	5.			The	information	referred	to	in	the	second	subparagraph	of
paragraph	4	shall	include	all	available	details,	in	particular	the	data	necessary	for	the	identification	of	the	non-compliant	product,	the	origin	of	the	product,	the	nature	of	the	non-compliance	alleged	and	the	risk	involved,	the	nature	and	duration	of	the	national	measures	taken	and	the	arguments	put	forward	by	the	relevant	economic	operator.	In
particular,	the	market	surveillance	authorities	shall	indicate	whether	the	non-compliance	is	due	to	either	of	the	following:	(a)										failure	of	the	product	to	meet	requirements	relating	to	the	health	or	safety	of	persons	or	to	the	protection	of	domestic	animals	or	property;	or	(b)										shortcomings	in	the	harmonised	standards	referred	to	in	Article	12
conferring	a	presumption	of	conformity.	6.			Member	States	other	than	the	Member	State	initiating	the	procedure	under	this	Article	shall	without	delay	inform	the	Commission	and	the	other	Member	States	of	any	measures	adopted	and	of	any	additional	information	at	their	disposal	relating	to	the	non-compliance	of	the	product	concerned,	and,	in	the
event	of	disagreement	with	the	adopted	national	measure,	of	their	objections.	7.			Where,	within	three	months	of	receipt	of	the	information	referred	to	in	the	second	subparagraph	of	paragraph	4,	no	objection	has	been	raised	by	either	a	Member	State	or	the	Commission	in	respect	of	a	provisional	measure	taken	by	a	Member	State,	that	measure	shall
be	deemed	justified.	8.			Member	States	shall	ensure	that	appropriate	restrictive	measures,	such	as	withdrawal	of	the	product	from	the	market,	are	taken	in	respect	of	the	product	concerned	without	delay.	Article	36	:	Union	safeguard	procedure	1.			Where,	on	completion	of	the	procedure	set	out	in	Article	35(3)	and	(4),	objections	are	raised	against	a
measure	taken	by	a	Member	State,	or	where	the	Commission	considers	a	national	measure	to	be	contrary	to	Union	legislation,	the	Commission	shall	without	delay	enter	into	consultation	with	the	Member	States	and	the	relevant	economic	operator	or	operators	and	shall	evaluate	the	national	measure.	On	the	basis	of	the	results	of	that	evaluation,	the
Commission	shall	adopt	an	implementing	act	determining	whether	the	national	measure	is	justified	or	not.	The	Commission	shall	address	its	decision	to	all	Member	States	and	shall	immediately	communicate	it	to	them	and	to	the	relevant	economic	operator	or	operators.	2.			If	the	national	measure	is	considered	justified,	all	Member	States	shall	take
the	necessary	measures	to	ensure	that	the	non-compliant	product	is	withdrawn	from	their	market,	and	shall	inform	the	Commission	accordingly.	If	the	national	measure	is	considered	unjustified,	the	Member	State	concerned	shall	withdraw	that	measure.	3.			Where	the	national	measure	is	considered	justified	and	the	non-compliance	of	the	product	is
attributed	to	shortcomings	in	the	harmonised	standards	referred	to	in	point	(b)	of	Article	35(5)	of	this	Directive,	the	Commission	shall	apply	the	procedure	provided	for	in	Article	11	of	Regulation	(EU)	No	1025/2012.	Article	37	:	Compliant	products	which	present	a	risk	1.			Where,	having	carried	out	an	evaluation	under	Article	35(1),	a	Member	State
finds	that	although	a	product	is	in	compliance	with	this	Directive,	it	presents	a	risk	to	the	health	or	safety	of	persons	or	to	domestic	animals	or	property,	it	shall	require	the	relevant	economic	operator	to	take	all	appropriate	measures	to	ensure	that	the	product	concerned,	when	placed	on	the	market,	no	longer	presents	that	risk,	to	withdraw	the
product	from	the	market	or	to	recall	it	within	a	reasonable	period,	commensurate	with	the	nature	of	the	risk,	as	it	may	prescribe.	2.			The	economic	operator	shall	ensure	that	corrective	action	is	taken	in	respect	of	all	the	products	concerned	that	he	has	made	available	on	the	market	throughout	the	Union.	3.			The	Member	State	shall	immediately
inform	the	Commission	and	the	other	Member	States.	That	information	shall	include	all	available	details,	in	particular	the	data	necessary	for	the	identification	of	the	product	concerned,	the	origin	and	the	supply	chain	of	the	product,	the	nature	of	the	risk	involved	and	the	nature	and	duration	of	the	national	measures	taken.	4.			The	Commission	shall
without	delay	enter	into	consultation	with	the	Member	States	and	the	relevant	economic	operator	or	operators	and	shall	evaluate	the	national	measures	taken.	On	the	basis	of	the	results	of	that	evaluation,	the	Commission	shall	decide	by	means	of	implementing	acts	whether	the	national	measure	is	justified	or	not,	and	where	necessary,	propose
appropriate	measures.	The	implementing	acts	referred	to	in	the	first	subparagraph	of	this	paragraph	shall	be	adopted	in	accordance	with	the	examination	procedure	referred	to	in	Article	39(3).	On	duly	justified	imperative	grounds	of	urgency	relating	to	the	protection	of	health	and	safety	of	persons	or	to	the	protection	of	domestic	animals	or	property,
the	Commission	shall	adopt	immediately	applicable	implementing	acts	in	accordance	with	the	procedure	referred	to	in	Article	39(4).	5.			The	Commission	shall	address	its	decision	to	all	Member	States	and	shall	immediately	communicate	it	to	them	and	the	relevant	economic	operator	or	operators.	Article	38	:	Formal	non-compliance	1.			Without
prejudice	to	Article	35,	where	a	Member	State	makes	one	of	the	following	findings,	it	shall	require	the	relevant	economic	operator	to	put	an	end	to	the	non-compliance	concerned:	(a)										the	CE	marking	has	been	affixed	in	violation	of	Article	30	of	Regulation	(EC)	No	765/2008	or	of	Article	16	of	this	Directive;	(b)										the	CE	marking,	where
required,	has	not	been	affixed;	(c)										the	specific	marking	of	explosion	protection		,	the	symbols	of	the	equipment-group	and	category	and,	where	applicable,	the	other	markings	and	information	have	been	affixed	in	violation	of	point	1.0.5	of	Annex	II	or	have	not	been	affixed;	(d)										the	identification	number	of	the	notified	body,	where	that	body	is
involved	in	the	production	control	phase,	has	been	affixed	in	violation	of	Article	16	or	has	not	been	affixed;	(e)										the	EU	declaration	of	conformity	or	the	attestation	of	conformity,	as	appropriate,	does	not	accompany	the	product;	(f)											the	EU	declaration	of	conformity	or,	where	required,	the	attestation	of	conformity	has	not	been	drawn	up
correctly;	(g)										technical	documentation	is	either	not	available	or	not	complete;	(h)										the	information	referred	to	in	Article	6(7)	or	8(3)	is	absent,	false	or	incomplete;	(i)											any	other	administrative	requirement	provided	for	in	Article	6	or	8	is	not	fulfilled.	2.			Where	the	non-compliance	referred	to	in	paragraph	1	persists,	the	Member	State
concerned	shall	take	all	appropriate	measures	to	restrict	or	prohibit	the	product	being	made	available	on	the	market	or	ensure	that	it	is	recalled	or	withdrawn	from	the	market.	CHAPTER	6	:	COMMITTEE,	TRANSITIONAL	AND	FINAL	PROVISIONS	Article	39	:	Committee	procedure	1.			The	Commission	shall	be	assisted	by	the	Committee	on
equipment	and	protective	systems	intended	for	use	in	potentially	explosive	atmospheres.	That	committee	shall	be	a	committee	within	the	meaning	of	Regulation	(EU)	No	182/2011.	2.			Where	reference	is	made	to	this	paragraph,	Article	4	of	Regulation	(EU)	No	182/2011	shall	apply.	3.			Where	reference	is	made	to	this	paragraph,	Article	5	of
Regulation	(EU)	No	182/2011	shall	apply.	4.			Where	reference	is	made	to	this	paragraph,	Article	8	of	Regulation	(EU)	No	182/2011,	in	conjunction	with	Article	5	thereof,	shall	apply.	5.			The	committee	shall	be	consulted	by	the	Commission	on	any	matter	for	which	consultation	of	sectoral	experts	is	required	by	Regulation	(EU)	No	1025/2012	or	by	any
other	Union	legislation.	The	committee	may	furthermore	examine	any	other	matter	concerning	the	application	of	this	Directive	raised	either	by	its	chair	or	by	a	representative	of	a	Member	State	in	accordance	with	its	rules	of	procedure.	Article	40	:	Penalties	Member	States	shall	lay	down	rules	on	penalties	applicable	to	infringements	by	economic
operators	of	the	provisions	of	national	law	adopted	pursuant	to	this	Directive	and	shall	take	all	measures	necessary	to	ensure	that	they	are	enforced.	Such	rules	may	include	criminal	penalties	for	serious	infringements.	The	penalties	provided	for	shall	be	effective,	proportionate	and	dissuasive.	Article	41	:	Transitional	provisions	1.			Member	States
shall	not	impede	the	making	available	on	the	market	or	the	putting	into	service	of	products	covered	by	Directive	94/9/EC	which	are	in	conformity	with	that	Directive	and	which	were	placed	on	the	market	before	20	April	2016.	2.			Certificates	issued	under	Directive	94/9/EC	shall	be	valid	under	this	Directive.	Article	42	:	Transposition	1.			Member
States	shall	adopt	and	publish	by	19	April	2016	the	laws,	regulations	and	administrative	provisions	necessary	to	comply	with	Article	1,	points	2	and	8	to	26	of	Article	2,	Article	3,	Articles	5	to	41	and	Annexes	III	to	X.	They	shall	forthwith	communicate	the	text	of	those	measures	to	the	Commission.	They	shall	apply	those	measures	from	20	April	2016.
When	Member	States	adopt	those	measures,	they	shall	contain	a	reference	to	this	Directive	or	be	accompanied	by	such	a	reference	on	the	occasion	of	their	official	publication.	They	shall	also	include	a	statement	that	references	in	existing	laws,	regulations	and	administrative	provisions	to	the	Directive	repealed	by	this	Directive	shall	be	construed	as
references	to	this	Directive.	Member	States	shall	determine	how	such	reference	is	to	be	made	and	how	that	statement	is	to	be	formulated.	2.			Member	States	shall	communicate	to	the	Commission	the	text	of	the	main	provisions	of	national	law	which	they	adopt	in	the	field	covered	by	this	Directive.	Article	43	:	Repeal	Directive	94/9/EC,	as	amended	by
the	Regulations	listed	in	Annex	XI,	Part	A,	is	repealed	with	effect	from	20	April	2016,	without	prejudice	to	the	obligations	of	the	Member	States	relating	to	the	time	limits	for	transposition	into	national	law	and	the	dates	of	application	of	the	Directive	set	out	in	Annex	XI,	Part	B.	References	to	the	repealed	Directive	shall	be	construed	as	references	to
this	Directive	and	shall	be	read	in	accordance	with	the	correlation	table	in	Annex	XII.	Article	44	:	Entry	into	force	and	application	This	Directive	shall	enter	into	force	on	the	twentieth	day	following	that	of	its	publication	in	the	Official	Journal	of	the	European	Union.	Points	1	and	3	to	7	of	Article	2,	Article	4	and	Annexes	I,	II,	XI	and	XII	shall	apply	from
20	April	2016.	Article	45	:	Addressees	This	Directive	is	addressed	to	the	Member	States.	Done	at	Strasbourg,	26	February	2014.	For	the	European	Parliament	The	President	M.	SCHULZ	For	the	Council	The	President	D.	KOURKOULAS	________________________________________	(1)		OJ	C	181,	21.6.2012,	p.	105.	(2)		Position	of	the	European	Parliament	of
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THE	COUNCIL,	in	extension	of	its	conclusions	on	standardization,	approved	on	16	July	1984	(Annex	I);	emphasizes	the	urgent	need	to	resolve	the	present	situation	as	regards	technical	barriers	to	trade	and	dispel	the	consequent	uncertainty	for	economic	operators;	emphasizes	the	importance	and	desirability	of	the	new	approach	which	provides	for
reference	to	standards	-	primarily	European	standards,	but	national	ones	if	need	be,	as	a	transitional	measure	-	for	the	purposes	of	defining	the	technical	characteristics	of	products,	an	approach	outlined	by	the	Commission	in	its	communication	of	31	January	1985,	which	follows	certain	guidelines	adopted	by	the	European	Parliament	in	its	resolution
of	16	October	1980	and	forms	part	of	the	extension	of	the	Council's	conclusions	of	16	July	1984;	aware	that	the	new	approach	will	have	to	be	accompanied	by	a	policy	on	the	assessment	of	conformity,	calls	on	the	Commission	to	give	this	matter	priority	and	to	expedite	all	its	work	in	this	area;	approves	the	guidelines	encapsulated	in	the	list	of
principles	and	main	elements	to	be	embodied	in	the	main	part	of	the	Directives	(Annex	II	to	this	resolution);	calls	on	the	Commission	to	submit	suitable	proposals	as	soon	as	possible.	ANNEX	I	CONCLUSIONS	ON	STANDARDIZATION	Approved	by	the	Council	on	16	July	1984	The	Council	believes	that	standardization	goes	a	long	way	towards	ensuring
that	industrial	products	can	be	marketed	freely	and	also	towards	creating	a	standard	technical	environment	for	undertakings	in	all	countries,	which	improves	competitiveness	not	only	on	the	Community	market	but	also	on	external	markets,	especially	in	new	technology.	It	recognizes	that	the	objectives	being	pursued	by	the	Member	States	to	protect
the	safety	and	health	of	their	people	as	well	as	the	consumer	are	equally	valid	in	principle,	even	if	different	techniques	are	used	to	achieve	them.	Accordingly,	the	Council	adopts	the	following	principles	for	a	European	standardization	policy:	-	agreement	by	the	Member	States	to	keep	a	constant	check	on	the	technical	regulations	which	are	applied	-
whether	de	jure	or	de	facto	-	on	their	territory	so	as	to	withdraw	those	which	are	obsolete	or	unnecessary;	-	agreement	by	the	Member	States	to	ensure	the	mutual	recognition	of	the	results	of	tests	and	the	establishment,	where	necessary,	of	harmonized	rules	as	regards	the	operation	of	certification	bodies;	-	agreement	to	early	Community
consultation	at	an	appropriate	level,	in	accordance	with	the	objectives	of	Directive	189/83/EEC	where	major	national	regulatory	initiatives	or	procedures	might	have	adverse	repercussions	on	the	operation	of	the	internal	market;	-	extension	of	the	Community	practice	in	matters	of	technical	harmonization	of	entrusting	the	task	of	defining	the	technical
characteristics	of	products	to	standards,	preferably	European	but	if	necessary	national,	where	the	conditions	necessary	for	this	purpose,	particularly	as	regards	health	protection	and	safety,	are	fulfilled;	-	a	very	rapid	strengthening	of	the	capacity	to	standardize,	preferably	at	European	level,	with	a	view	to	facilitating	on	the	one	hand	harmonization	of
legislation	by	the	Community	and	on	the	other	industrial	development,	particularly	in	the	field	of	new	technologies,	since	this	could	in	specific	circumstances	involve	the	Community	in	introducing	new	procedures	to	improve	the	drawing	up	of	standards	(e.g.	standardization	bureaus,	ad	hoc	committees).	The	adoption	of	European	standards	would	be
submitted	to	the	European	standardization	bodies	for	approval.	In	high	technology	sectors	particularly,	subjects	should	be	identified	where	common	specifications	and	standards	will	make	for	efficient	exploitation	of	the	Community	dimension	and	the	opening	of	public	works	and	supply	contracts	so	that	the	decisions	required	in	this	connection	may	be
taken.	ANNEX	II	GUIDELINES	FOR	A	NEW	APPROACH	TO	TECHNICAL	HARMONIZATION	AND	STANDARDS	The	following	are	the	four	fundamental	principies	on	which	the	new	approach	is	based:	-	legislative	harmonization	is	limited	to	the	adoption,	by	means	of	Directives	based	on	Article	100	of	the	EEC	Treaty,	of	the	essential	safety
requirements	(or	other	requirements	in	the	general	interest)	with	which	products	put	on	the	market	must	conform,	and	which	should	therefore	enjoy	free	movement	throughout	the	Community,	-	the	task	of	drawing	up	the	technical	specifications	needed	for	the	production	and	placing	on	the	market	of	products	conforming	to	the	essential
requirements	established	by	the	Directives,	while	taking	into	account	the	current	stage	of	technology,	is	entrusted	to	organizations	competent	in	the	standardization	area,	-	these	technical	specifications	are	not	mandatory	and	maintain	their	status	of	voluntary	standards,	-	but	at	the	same	time	national	authorities	are	obliged	to	recognize	that	products
manufactured	in	conformity	with	harmonized	standards	(or,	provisionally,	with	national	standards)	are	presumed	to	conform	to	the	"essential	requirements"	established	by	the	Directive.	(This	signifies	that	the	producer	has	the	choice	of	not	manufacturing	in	conformity	with	the	standards	but	that	in	this	event	he	has	an	obligation	to	prove	that	his
products	conform	to	the	essential	requirements	of	the	Directive.	)	In	order	that	this	system	may	operate	it	is	necessary:	-	on	the	one	hand	that	the	standards	offer	a	guarantee	of	quality	with	regard	to	the	"essential	requirements"	established	by	the	Directives,	-	on	the	other	hand	that	the	public	authorities	keep	intact	their	responsibility	for	the
protection	of	safety	(or	other	requirements	envisaged)	on	their	territory.	The	quality	of	harmonized	standards	must	be	ensured	by	standardization	mandates,	conferred	by	the	Commission,	the	execution	of	which	must	conform	to	the	general	guidelines	which	have	been	the	subject	of	agreement	between	the	Commission	and	the	European
standardization	organizations.	In	so	far	as	national	standards	are	concerned	their	quality	must	be	verified	by	a	procedure	at	Community	level	managed	by	the	Commission,	assisted	by	a	standing	committee	composed	of	officials	from	national	administrations.	At	the	same	time	safeguard	procedures	must	be	provided	for,	under	the	management	of	the
Commission	assisted	by	the	same	committee,	in	order	to	allow	the	competent	public	authorities	the	possibility	of	contesting	the	conformity	of	a	product,	the	validity	of	a	certificate	or	the	quality	of	a	standard.	In	following	this	system	of	legislative	harmonization	in	each	area	in	which	it	is	feasible,	the	Commission	intends	to	be	able	to	halt	the
proliferation	of	excessively	technical	separate	Directives	for	each	product.	The	scope	of	Directives	according	to	the	"general	reference	to	standards"	formula	should	encompass	wide	product	categories	and	types	of	risk.	The	Community	could	on	the	one	hand,	therefore,	complete	the	extremely	complex	undertaking	of	harmonizing	technical	legislation
and	on	the	other	hand	promote	the	development	and	application	of	European	standards.	These	are	essential	conditions	for	the	improvement	of	the	competitiveness	of	its	industry.	OUTLINE	OF	THE	PRINCIPLES	AND	MAIN	ELEMENTS	WHICH	SHOULD	MAKE	UP	THE	BODY	OF	THE	DIRECTIVES	A.	JUSTIFICATIONS	Amongst	the	traditional
principles	justifying	a	Directive	the	following	aspects	should	be	emphasized:	-	Member	States	have	the	responsibility	of	ensuring	safety	on	their	territory	(in	the	home,	at	the	workplace,	etc.)	of	persons,	domestic	animals	and	goods,	or	the	respect	of	other	essential	protection	requirements	in	the	general	interest	such	as	health,	consumer	or
environmental	protection	etc.,	with	regard	to	the	hazards	covered	by	the	Directive	itself	(1);	-	the	national	provisions	ensuring	such	protection	must	be	harmonized	in	order	to	ensure	the	free	movement	of	goods,	without	lowering	existing	and	justified	levels	of	protection	in	the	Member	States;	-	CEN	and	CENELEC	(one	or	the	other,	or	both	according
to	the	products	covered	by	the	Directive)	are	the	competent	bodies	to	adopt	European	harmonized	standards	within	the	scope	of	the	Directive,	in	accordance	with	the	guidelines	which	the	Commission,	after	consultation	of	the	Member	States,	has	signed	with	these	bodies	(2).	(1)	For	reasons	of	convenience	and	ease	of	drafting	the	rest	of	this
document	refers	only	to	safety.	(2)	For	specific	sectors	of	industrial	activity	other	competent	European	bodies	for	the	drawing	up	of	technical	specifications	could	be	involved.	1.	In	this	outline	a	general	approach	is	developed	which	should	be	applied	according	to	the	needs	for	legislation	by	Directives	based	on	Article	100	of	the	Treaty	relating	to
sectors	or	families	of	products	as	well	as	types	of	hazard.	2.	The	object	of	the	Directive	will	be	specified	in	each	sphere	of	application	according	to	the	types	of	hazard	(safety,	health,	environmental,	consumer	protection,	etc.)	and	should	the	need	arise	to	the	circumstances	(in	the	home,	at	the	place	of	work,	under	road	traffic	conditions,	during	leisure
activities,	etc.).	3.	Where	appropriate,	it	should	be	stated	that	the	Member	States	may	make	provision,	in	accordance	with	Community	law,	for	national	regulations	concerning	the	conditions	for	use	of	products	covered	by	the	scope	of	the	Directive.	4.	Concerning	the	objective	mentioned	in	the	second	principle,	it	is	obvious	that	it	is	carried	into	effect
by	the	very	adoption	of	the	Directive	under	Article	100	of	the	Treaty,	as	the	essential	safety	requirements	contained	in	it	are	of	such	a	nature	as	to	ensure	the	pursuit	of	such	an	objective.	B.	MAIN	ELEMENTS	I.	Scope	Definition	of	the	range	of	products	covered,	as	well	as	the	nature	of	the	hazards	it	is	intended	to	avert.	The	scope	should	be	defined	in
such	a	way	that	a	consistent	approach	to	the	action	is	ensured,	and	that	the	proliferation	of	Directives	on	specific	products	is	avoided.	Moreover,	it	should	be	noted	that	the	enacting	terms	of	such	a	Directive	do	not	preclude	the	possibility	of	several	Directives	being	adopted	on	one	and	the	same	product	according	to	the	various	types	of	hazard
associated	with	that	product	(for	example,	mechanical	safety	of	a	machine	on	the	one	hand	and	pollution	by	that	machine	on	the	other	hand).	II.	General	clause	for	placing	on	the	market	The	products	covered	by	the	Directive	may	be	placed	on	the	market	only	if	they	do	not	endanger	the	safety	of	persons,	domestic	animals	or	goods	when	properly
installed	and	maintained	and	used	for	the	purposes	for	which	they	are	intended.	1.	The	Directives	would	provide	for	total	harmonization	as	a	general	rule.	Consequently,	any	product	placed	on	the	market	falling	within	the	scope	of	the	Directive	must	be	in	conformity	with	the	requirements	of	the	Directive.	In	certain	specific	conditions,	optional
harmonization	for	certain	products	may	prove	to	be	opportune.	The	outline	Directive,	however,	is	drawn	up	with	a	view	to	total	harmonization.	Appropriate	solutions	could	be	envisaged	in	order	to	take	account	of	the	need	to	support,	in	some	Member	States,	a	harmonious	move	towards	the	introduction	of	a	system	of	binding	regulations,	in	order	in
particular	to	ensure	the	establishment	of	appropriate	certification	infrastructures.	Point	II	therefore	represents	a	general	clause	setting	out	the	responsibilities	of	the	Member	States	in	relation	to	the	placing	of	goods	on	the	market.	2.	In	order	to	respect	the	general	principle	on	which	the	outline	Directive	is	based,	which	is	to	leave	to	the	trade	the
choice	of	the	means	of	attestation	of	conformity	and	thus	to	prohibit	Member	States	from	setting	up	any	system	of	control	prior	to	placing	on	the	market	(except,	of	course,	in	cases	where	prior	control	is	required	by	specific	Directives	for	special	sectors,	as	is	moreover	clearly	provided	for	in	point	VIII),	it	is	obvious	that	the	national	authorities	in	order
to	acquit	themselves	of	their	responsibilities	set	out	in	this	clause	must	be	allowed	to	exercise	control	on	the	market	by	way	of	spot	checks.	3.	In	certain	cases,	in	particular	with	regard	to	the	protection	of	workers	and	consumers,	the	conditions	set	out	in	this	clause	may	be	strengthened	(foreseeable	use).	III.	Essential	safety	requirements	Description
of	the	safety	requirements	which	are	essential	for	the	application	of	the	general	clause	in	point	II	with	which	all	products	covered	by	the	Directive	must	conform.	1.	The	essential	safety	requirements	which	must	be	met	in	the	case	of	products	which	can	be	put	on	the	market	shall	be	worded	precisely	enough	in	order	to	create,	on	transposition	into
national	law,	legally	binding	obligations	which	can	be	enforced.	They	should	be	so	formulated	as	to	enable	the	certification	bodies	straight	away	to	certify	products	as	being	in	conformity,	having	regard	to	those	requirements	in	the	absence	of	standards.	The	degree	of	detail	of	the	wording	will	depend	on	the	subject	matter.	If	the	basic	requirements
for	safety	are	observed,	the	general	clause	in	point	II	can	be	applied.	2.	Amendments	to	these	requirements	can	be	made	only	by	means	of	a	new	Council	Directive	under	Article	100	of	the	Treaty.	IV.	Free	movement	clause	Obligation	on	the	Member	States	to	accept,	under	the	conditions	referred	to	in	point	V,	the	free	movement	of	products	which
conform	to	points	II	and	III.	1.	Free	movement	will	be	ensured	in	the	case	of	products	declared	to	conform	to	the	protection	requirements	laid	down	in	the	Directive,	without	recourse	as	a	general	rule	to	prior	verification	of	compliance	with	the	requirements	set	out	in	point	III,	it	being	understood	that	note	2	of	point	II	also	applies	in	this	case.	The
interpretation	to	be	given	to	this	provision	should	not	have	the	consequence	that	third	party	certification	is	to	be	systematically	required	by	the	sectoral	Directives.	2.	The	actual	aim	of	the	Directives	in	question	is	to	cover	all	essential	requirements,	but	in	the	exceptional	case	of	cover	proving	incomplete,	it	would	always	be	possible	for	a	Member
State	to	act	under	Article	36	of	the	Treaty.	V.	Means	of	proof	of	conformity	and	effects	1.	Member	States	shall	presume	to	be	in	conformity	with	points	II	and	III	products	which	are	accompanied	by	one	of	the	means	of	attestation	described	in	point	VIII	declaring	that	they	are	in	conformity	with:	(a)	the	harmonized	standards	adopted	by	the	European
standardization	body	which	is	particularly	competent	within	the	scope	of	this	Directive,	when	these	standards	are	adopted	in	accordance	with	the	general	guidelines	agreed	between	that	body	and	the	Commission	and	the	references	of	which	are	published	in	the	Official	Journal	of	the	European	Communities	;	such	publication	should,	moreover,	also	be
carried	out	by	the	Member	States;	(b)	or	as	a	transitional	measure,	and	in	so	far	as	harmonized	standards	do	not	exist	in	the	field	covered	by	such	standards,	national	standards	referred	to	in	paragraph	2.	2.	Member	States	shall	communicate	to	the	Commission	the	text	of	those	national	standards	which	they	consider	to	meet	points	II	and	III.	The
Commission	shall	forthwith	forward	this	text	to	the	other	Member	States.	In	accordance	with	the	procedure	laid	down	in	paragraph	2	of	Point	VI,	the	Commission	shall	notify	the	Member	States	of	the	national	standards	which	enjoy	the	presumption	of	conformity	with	points	II	and	III.	Member	States	are	required	to	publish	the	references	of	these
standards.	The	Commission	shall	also	ensure	that	they	are	published	in	the	Official	Journal	of	the	European	Communities.	3.	Member	States	shall	accept	that	the	products	for	which	the	manufacturer	has	not	applied	any	standard	(because	of	absence	of	a	standard	as	laid	down	in	paragraphs	1	(a)	and	(b)	above	or	for	other	exceptional	reasons,	are
considered	to	be	in	conformity	with	points	II	and	III,	when	their	conformity	is	demonstrated	by	one	of	the	means	of	attestation	set	out	in	point	VIII,	paragraph	1	(a)	and	(b).	1.	Only	those	means	of	attestation	provided	for	in	point	VIII	necessarily	carry	presumption	of	conformity.	2.	The	presumption	of	conformity	is	constituted	by	the	fact	that	the
conformity	of	a	product	to	harmonized	or	national	standards	is	declared	by	one	of	the	means	of	attestation	set	out	in	point	VIII.	When	the	product	is	not	in	conformity	with	a	standard,	because	the	standards	do	not	exist	or	because	the	manufacturer,	for	example	in	cases	of	innovation,	prefers	to	apply	other	manufacturing	criteria	of	his	choice,
conformity	to	points	II	and	III	is	declared	by	the	means	of	an	attestation	delivered	by	an	independent	body.	3.	In	cases	under	point	V,	paragraphs	1	and	3,	Member	States	will	therefore	have	the	right,	for	the	presumption	to	operate,	to	request	at	any	time	one	of	the	means	of	attestation	set	out	in	point	VIII.	4.	The	drafting	and	adoption	of	the
harmonized	standards	mentioned	in	paragraph	1	(a)	by	the	CEN	and	CENELEC,	these	bodies	being	generally	considered	to	be	the	"European	standards	bodies	which	are	particularly	competent",	and	the	obligation	relating	to	transposition	into	national	standards	are	governed	by	these	two	bodies"	internal	rules	and	their	regulations	relating	to
standards	work.	The	internal	rules	of	CEN	and	CENELEC	are	in	the	process	of	being	harmonized.	However,	it	is	not	ruled	out	that	the	harmonized	standards	referred	to	in	paragraph	1	(a)	will	be	prepared	outside	CEN	and	CENELEC	by	other	bodies	which	may	assume	these	functions	in	particular	areas	;	in	such	cases	adoption	of	the	harmonized
standards	shall	be	submitted	for	approval	by	CEN/CENELEC.	In	any	case,	the	drafting	and	introduction	of	the	harmonized	standards	referred	to	in	point	V	must	be	subject	to	the	guidelines	agreed	between	the	Commission	and	these	organizations.	The	guidelines	deal	in	particular	with	the	following	principles	and	conditions:	-	the	availability	of
suitable	staff	and	technical	infrastructure	at	the	standards	body	which	the	Commission	mandates	to	proceed	with	standardization;	-	the	association	of	public	authorities	and	interested	circles	(in	particular	manufacturers,	users,	consumers,	unions);	-	the	adoption	of	harmonized	standards	and	their	transposition	into	national	standards	or,	at	least,	the
annulment	of	diverging	national	standards	under	conditions	approved	by	the	Commission	when	drawing	up	a	frame	of	reference	for	standardization	after	consultation	with	the	Member	States.	5.	In	the	selection	of	national	standards,	due	consideration	will	be	given	to	any	practical	difficulties	arising	from	that	selection.	National	standards	are	selected
only	on	a	transitional	basis.	Accordingly,	when	a	selection	decision	is	made,	the	relevant	European	bodies	will	in	principle	be	sent	instructions	to	draft	and	adopt	the	corresponding	European	standards	within	a	given	period	of	time	and	under	the	conditions	stated	above.	VI.	Management	of	the	list	of	standards	1.	Where	a	Member	State	or	the
Commission	considers	that	harmonized	standards	or	drafts	thereof	do	not	fully	satisfy	points	II	and	III,	the	Commission	or	the	Member	State	shall	bring	this	to	the	attention	of	the	committee	(point	X)	setting	out	the	reasons.	The	committee	shall	give	an	opinion	as	a	matter	of	urgency.	The	Commission	shall,	in	the	light	of	the	committee's	opinion,	notify
the	Member	States	of	the	necessity	of	withdrawing	or	not	withdrawing	the	standard	from	the	publication	referred	to	in	point	V,	paragraph	1	(a).	It	shall	inform	the	European	standards	body	concerned	and,	if	necessary,	give	it	a	new	or	revised	mandate.	2.	On	receipt	of	the	communication	referred	to	in	point	V,	paragraph	2,	the	Commission	shall
consult	the	committee.	After	the	committee	has	given	its	opinion,	the	Commission	shall,	within	a	given	period,	notify	the	Member	States	whether	the	national	standard	in	question	should	or	should	not	enjoy	presumption	of	conformity	and,	if	so,	be	subject	to	national	publication	of	its	references.	If	the	Commission	or	a	Member	State	considers	that	a
national	standard	no	longer	fulfils	the	conditions	for	presumption	of	conformity	to	the	safety	requirements,	the	Commission	shall	consult	the	committee.	In	the	light	of	the	opinion	of	the	committee,	it	shall	notify	the	Member	States	whether	or	not	the	standard	in	question	should	continue	to	enjoy	presumption	of	conformity	and	in	the	latter	case	be
withdrawn	from	the	publications	referred	to	in	point	V,	paragraph	2.	As	indicated	above	(see	notes	to	point	V,	paragraph	2)	the	Member	States	have	the	power	to	decide	which	of	their	national	standards	may	be	considered	to	be	in	conformity	with	points	II	and	III	and	thus	be	subject	to	the	Commission	confirmation	procedure.	VII.	Safeguard	clause	1.
Where	a	Member	State	finds	that	a	product	might	compromise	the	safety	of	individuals,	domestic	animals	or	property,	it	shall	take	all	appropriate	measures	to	withdraw	or	prohibit	the	placing	on	the	market	of	the	product	in	question	or	to	restrict	its	free	movement	even	if	it	is	accompanied	by	one	of	the	means	of	attestation	referred	to	in	point	VIII.
Within	a	given	period	of	time,	and	only	when	the	product	in	question	is	accompanied	by	one	of	the	means	of	attestation	provided	for	in	point	VIII,	the	Member	State	shall	inform	the	Commission	of	such	a	measure.	It	will	indicate	the	reasons	for	its	decision	and	in	particular	whether	the	non-conformity	results	from:	(a)	non-compliance	with	points	II	and
III	(when	the	product	does	not	conform	to	any	standard);	(b)	incorrect	application	of	the	standards	referred	to	in	point	V;	(c)	a	shortcoming	in	the	standards	themselves.	2.	The	Commission	shall	consult	the	Member	States	concerned	as	soon	as	possible.	If	the	Member	State	which	has	taken	measures	intends	to	maintain	them,	the	Commission	shall
refer	the	matter	to	the	committee	within	a	specified	period.	Where	the	Commission,	after	consultation	of	the	committee,	finds	that	the	action	is	justified	it	shall,	also	within	a	given	period	of	time,	inform	the	Member	State	in	question	and	point	out	to	the	other	Member	States	that	(all	else	being	equal)	they	are	also	obliged	to	prevent	the	product	in
question	from	being	placed	on	the	market.	3.	Where	failure	of	the	product	to	comply	with	points	II	and	III	results	from	a	shortcoming	in	the	harmonized	standards	or	in	the	national	standards,	the	consequences	shall	be	those	set	out	in	point	VI.	4.	Where	the	non-conforming	product	is	accompanied	by	a	means	of	attestation	issued	by	an	independent
body	or	by	the	manufacturer,	the	competent	Member	State	shall	take	the	appropriate	measures	against	the	author	of	the	attestation	and	inform	the	Commission	and	the	other	Member	States.	5.	The	Commission	shall	ensure	that	all	Member	States	are	kept	informed	of	the	progress	and	of	the	outcome	of	this	procedure.	This	point	describes	the
consequences	when	recourse	by	a	Member	State	to	the	safeguard	clause	appears	to	be	justified.	It	does	not	give	any	indication	on	the	consequences	when	recourse	does	not	appear	to	be	justified	after	expiry	of	the	Community	examination	procedure,	because	in	such	cases	the	general	rules	of	the	Treaty	apply.	VIII.	Means	of	attestation	of	conformity
1.	The	means	of	attestation	referred	to	in	point	V	which	the	trade	may	use	are:	(a)	certificates	and	marks	of	conformity	issued	by	a	third	party;	(b)	results	of	tests	carried	out	by	a	third	party;	(c)	declaration	of	conformity	issued	by	the	manufacturer	or	his	agent	based	in	the	Community.	This	may	be	coupled	with	the	requirement	for	a	surveillance
system;	(d)	other	means	of	attestation	which	could	possibly	be	determined	in	the	Directive.	2.	The	choice	by	trade	and	industry	between	these	different	means	may	be	limited,	or	even	removed,	according	to	the	nature	of	the	products	and	hazards	covered	by	the	Directive.	3.	National	bodies	authorized	to	issue	marks	or	certificates	of	conformity	shall
be	notified	by	each	Member	State	to	the	Commission	and	to	the	other	Member	States.	1.	The	appropriate	means	of	attestation	will	be	established	and	expanded	in	the	specific	Directives	taking	into	account	the	special	requirements	of	their	scope.	It	must	be	borne	in	mind	that	the	certification	bodies	designated	by	the	Member	States	for	cases	(a)	and
(b)	will	have	to	intervene	in	particular	in	the	absence	of	standards	and	where	the	manufacturer	does	not	observe	standards	(see	point	V,	paragraph	3).	2.	The	bodies	referred	to	in	paragraph	3	must	carry	out	their	duties	according	to	recognized	international	practices	and	principles	and	especially	in	accordance	with	ISO	Guides.	The	responsibility	for
the	control	of	the	operation	of	these	bodies	lies	with	the	Member	States.	Questions	concerning	the	carrying	out	of	tests	and	certification	may	be	put	before	the	committee	set	up	under	point	IX.	3.	With	regard	to	the	manufacturer's	declaration	of	conformity,	the	national	authorities	have	the	right	to	ask	the	manufacturer	or	the	importer	to	communicate
the	data	relating	to	the	tests	carried	out	concerning	safety	etc.,	when	they	have	good	grounds	for	believing	that	a	product	does	not	offer	the	degree	of	safety	required	in	all	respects.	Refusal	on	the	part	of	the	manufacturer	or	the	importer	to	communicate	these	data	constitutes	sufficient	reason	to	doubt	the	presumption	of	conformity.	4.	The
determination	of	a	limitative	list	of	means	of	attestation	only	concerns	the	system	of	presumption	of	conformity	but	cannot	have	the	effect	of	restricting	the	possibility	for	a	member	of	the	trade	to	prove,	by	any	means	he	sees	fit	within	the	framework	of	a	dispute	or	court	proceedings,	the	conformity	of	the	product	with	points	II	and	III.	IX.	Standing
committee	A	standing	committee	shall	be	set	up	chaired	by	a	representative	of	the	Commission	and	consisting	of	representatives	appointed	by	the	Member	States	who	may	avail	themselves	of	the	help	of	experts	or	advisers.	The	committee	shall	be	convened	by	its	chairman	either	on	his	own	initiative	or	at	the	request	of	a	Member	State.	The
committee	shall	draw	up	its	own	rules	of	procedure.	X.	Tasks	and	operation	of	the	committee	1.	The	committee	shall	carry	out	the	tasks	entrusted	to	it	by	virtue	of	the	foregoing	points.	2.	Furthermore,	any	question	regarding	the	implementation	of	a	Directive	may	be	submitted	to	the	committee.	The	tasks	of	the	committee	shall	be	concerned	with	the
implementation	of	the	Directive.	The	object	of	the	consultation	of	the	Committee	prior	to	the	publication	of	the	references	of	the	national	standards	is	more	to	provide	for	a	forum	for	the	discussion	of	the	objections	which	the	Commission	or	a	Member	State	may	formulate,	than	to	carry	out	a	systematic	examination	of	the	entire	contents	of	the
standards.	Criteria	for	choosing	the	priority	areas	in	which	this	approach	could	initially	be	applied	1.	The	need	to	find	a	new	approach	to	the	harmonization	of	technical	regulations,	based	on	"general	reference	to	standards"	and	following	the	lines	described	earlier,	is	the	outcome	of	a	number	of	conditions	(outlined	in	the	first	part	of	this
communication)	backed	up	by	the	experience	already	acquired	by	the	Community.	Consequently	it	is	a	general	principle,	the	validity	of	which	will	have	to	be	assessed	in	practical	terms	in	the	various	areas	in	which	it	will	be	applied.	The	Council	took	a	similar	view	in	its	"Conclusions"	of	16	July	1984	when	it	confirmed	the	general	need	for	an
extension	of	the	"general	reference	to	standards"	practice,	but	only	provided	the	necessary	conditions	were	fulfilled,	i.e.	as	regards	the	obligation	on	public	authorities	to	protect	the	health	and	safety	of	their	citizens.	2.	Before	the	priority	areas	in	which	this	approach	should	initially	be	applied	can	be	chosen,	it	is	therefore	necessary	to	establish	a
number	of	selection	criteria	to	be	taken	into	consideration,	criteria	which	cannot	be	taken	separately.	(a)	Since	the	approach	calls	for	the	"essential	requirements"	to	be	harmonized	and	made	mandatory	by	Directives	based	on	Article	100	of	the	Treaty,	the	"general	reference	to	standards"	approach	will	be	appropriate	only	where	it	is	genuinely
possible	to	distinguish	between	"essential	requirements"	and	"manufacturing	specifications".	In	other	words,	in	all	areas	in	which	the	essential	requirements	in	the	public	interest	are	such	that	a	large	number	of	manufacturing	specifications	have	to	be	included	if	the	public	authorities	are	to	keep	intact	their	responsibility	for	protection	of	their
citizens,	the	conditions	for	the	"general	reference	to	standards"	approach	are	not	fulfilled	as	this	approach	would	have	little	sense.	In	the	light	of	this	statement	areas	involving	safety	protection	certainly	appear	to	have	priority	over	those	involving	health	protection	(which	applies	to	the	scope	of	Directive	83/189).	(b)	If	"general	reference	to	standards"
is	to	be	possible,	the	area	concerned	must	be	covered	by,	or	be	capable	of	being	covered	by,	standardization.	Areas	which	are	inherently	ill	suited	to	standardization	work	are	certainly	the	areas	referred	to	in	(a)	above	where	the	need	for	regulations	is	felt	unanimously	throughout	the	Community.	In	other	areas	there	is	a	standardization	capacity	or
potential	and	in	the	latter	case	the	Community	should	encourage	it	in	close	cooperation	with	both	the	industry	concerned	and	the	European	standards	bodies,	whilst	ensuring	that	the	interests	of	consumers	are	taken	into	account.	(c)	The	progress	of	technical	harmonization	work	in	the	Community	under	the	general	programme	established	by	the
Council	resolutions	of	1969	and	1973	varies	greatly	from	one	industrial	sector	to	another.	In	manufacturing	industry	(which	appears	at	first	sight	better	to	fulfil	the	abovementioned	criteria)	most	of	the	Directives	adopted	concern	three	areas	:	motor	vehicles,	metrology	and	electrical	equipment.	The	new	approach	will	therefore	have	to	take	this	state



of	affairs	into	account	and	concentrate	mainly	on	other	areas	in	which	there	is	a	lack	of	Community	activities	(e.g.	many	engineering	products	and	building	materials)	without	calling	into	question	regulations	that	are	already	well	advanced	(for	example	those	referring	to	motor	vehicles).	The	case	of	electrical	equipment	is	different	:	this	is	the	only
area	to	have	been	tackled	by	a	Directive	of	the	"general	reference	to	standards"	type	and	should	certainly	be	included	in	the	priority	areas	for	all	such	products	not	yet	covered,	in	view	of	the	extremely	important	part	played	in	this	area	by	international	and	European	standardization.	(d)	One	of	the	main	purposes	of	the	new	approach	is	to	make	it
possible	to	settle	at	a	stroke,	with	the	adoption	of	a	single	Directive,	all	the	problems	concerning	regulations	for	a	very	large	number	of	products,	without	the	need	for	frequent	amendments	or	adaptations	to	that	Directive.	Consequently	in	the	selected	areas	there	should	be	a	wide	range	of	products	sufficiently	homogeneous	to	allow	common
"essential	requirements"	to	be	defined.	This	general	criterion	is,	however,	based	mainly	on	practical	and	labour-saving	considerations.	There	is	nothing	to	prevent	a	single	type	of	product,	in	certain	cases,	from	being	covered	by	the	"general	reference	to	standards"	formula	if	all	the	abovementioned	criteria	are	met.	(e)	Finally,	mention	should	be	made
of	one	criterion	that	the	Commission,	in	agreement	with	industry,	has	always	regarded	as	essential.	There	must	be	grounds	for	considering	that	the	existence	of	different	regulations	does	in	practice	genuinely	impede	the	free	movement	of	goods.	In	some	cases,	however,	even	if	these	grounds	are	not	obvious,	a	Directive	may	appear	necessary	to
protect	an	essential	public	interest	uniformly	throughout	the	Community.	Page	9	The	complexity	of	current	electronic	systems	is	such	that	it	is	impossible	for	the	analyst	to	validate	the	safety	level	of	a	CES	system	by	carrying	out	only	activities	when	the	design	process	is	well	underway	or	even	completed.	This	new	approach,	called	the	lifecycle,	was
not	so	important	for	electromechanical	or	low	integrated	electronic	technologies	which	were	generally	used	until	now	in	the	safety	of	machinery.	To	deal	with	safety	correctly,	it	is	now	necessary	to	have	an	overall	view	of	the	different	stages	that	mark	out	the	“life”	of	an	application,	from	the	definition	of	the	limits	of	this	application	through	at	least
the	safety	validation	(It	is	often	difficult	for	the	machinery	to	deal	with	the	maintenance	and	the	final	decommissioning	of	the	elements).	These	stages	are	generally	grouped	within	a	safety	lifecycle	at	global	application	level	(Cf.	IEC	61508-1).	This	lays	down	the	activities	necessary	to	implement	the	different	means	for	risk	reduction,	namely	CES
systems,	but	also	safety-related	systems	based	on	other	technologies	and	external	risk	reduction	facilities.	Three	broad	parts	in	the	overall	safety	lifecycle	can	be	distinguished.	[1]										The	first	stages,	based	on	the	definition	of	the	concept	and	a	hazard		and	a	risk	analysis	at	global	application	level	in	particular,	lead	to	allocating	safety	requirements
to	the	different	means	of	risk	reduction.	Two	reference	systems	can	potentially	be	employed	to	carry	out	hazard	and	risk	analyses	:	EN	954	(in	conjunction	with	EN	1050[viii])	and	IEC	61508	(see	chapter	4	for	the	choice	of	a	reference	system).	[2]										Then	comes	the	lifecycle	inherent	to	the	development	of	the	CES	system(s)	employed,	but	also	to
safety-related	systems	based	on	other	technologies	and	external	risk	reduction	facilities.	[3]										These	two	first	parts	are	completed	by	the	phases	of	installation	and	overall	safety	validation,	operation	and	possible	modifications	to	the	E/E/PES	(with,	where	appropriate,	a	return	to	the	adequate	life	cycle	phase).	3.1.2.						The	E/E/PES	Safety	LifeCycle
In	this	section,	the	content	of	the	lifecycle	concerning	the	development	of	CES	Systems	will	be	examined.	This	cycle	starts	at	the	specification	of	the	necessary	and	sufficient	conditions	for	the	realisation	of	such	systems	and	finishes	when	all	the	CES	safety-related	systems	are	no	longer	available	for	use.	The	principle	phases		that	make	up	the	lifecycle
are	the	following	:	Specification	:	Based	on	the	allocation	made	in	the	overall	safety	lifecycle,	this	phase	specifies	the	safety	functions	carried	out	by	the	CES	as	well	as	the	performance	in	terms	of	Safety	Integrated	Level	(IEC	61508)	or	of	category	(EN	954),	the	choice	of	one	or	the	other	being	oriented	by	considering	the	elements	given	in	chapter	4.
Architecture	:	This	phase	determines	the	hardware	(simple	channel,	dual	or	triple	redundancy,	diagnostic	coverage,	etc.)	and	software	(use	of	diversity,	etc.)	architecture	adopted	to	develop	the	CES(s),	see	chapter	3.3.	Design	and	development	:	This	phase	is	intended	to	design	and	produce	the	hardware	and	software	of	the	CES	system(s)	in	order	to
respect	the	requirements	laid	down	in	the	specification	phase.	Safety	validation	planning	of	the	CES	in	question	must	take	place	alongside	this	phase.	Section	3.1.3	looks	at	the	specific	life	cycle	of	the	software.	Validation	:	The	validation	is	intended	to	ensure	that	the	requirements	laid	down	in	the	specification	phase	are	indeed	respected.	So	as	not
be	judge	and	judged,	the	interventions	of	the	analyst	are	carried	out	primarily	at	CES	specification	and	validation	level.	Sections	3.2	to	3.5	deal	with	each	of	these	phases.	3.1.3.						The	Software	LifeCycle	The	software	life	cycle	is	a	subset	of	the	CES	lifecycle	which	concerns	the	activities	occurring	during	a	period	of	time	that	starts	when	software	is
designed	and	ends	when	the	software	is	permanently	disused.	The	unrolling	of	the	activities	is	defined	in	relation	to	the	particularities	of	the	project	,	for	example,	complexity	of	the	system	under	consideration	and	the	software,	end-use	of	previously	developed	products,	production	of	a	prototype	or	availability	of	testing	materials.	The	organisation	of
these	activities	can	be	represented	by	different,	distinct	lifecycles,	defined	according	to	the	type	of	project	in	question.	3.1.3.1.The	software	V-lifecycle	The	V-shaped	cycle	is	chosen	for	its	simplicity	and	because	it	is	adapted	to	software	products.	A	test	activity	is	placed	directly	across	from	a	development	activity	to	ensure	that	the	specified	elements
have	been	correctly	achieved.	This	lifecycle	corresponds	to	a	continuous	development	activity,	with	no	or	infrequent	deliveries	of	intermediate	products	and	with	no	significant	changes	to	the	specifications.	This	V-shaped	representation	is	illustrated	in	the	following	schema	:	Figure	2	:	The	software	V-lifecycle	Software	definition	usually	includes	the
following	sequential	development	activities	:	Specification	:	activity	that	consists	in	describing	the	expected	software	functionalities,	and	that	takes	into	account	inputs	and	any	applicable	constraints.	Design	:	activity	of	constructing	the	software	architecture	(usually	called	"preliminary	design"),	which	allows	the	implementation	of	software
specifications	and	the	construction	of	detailed	algorithms	(activity	usually	referred	to	as	"detailed	design").	The	source	code	can	then	be	constructed	without	any	further	information.	Coding	:	activity	of	producing	the	source	code,	in	languages	such	as	assembly	language	or	C,	which	can	then	be	accepted	by	an	assembler	or	compiler	for	the	production
of	executable	instructions	for	use	by	the	target	processor.	Executable	code	production:	activity	in	which	the	different	code	components	are	grouped	(by	link	editing	especially)	into	a	form	that	allows	the	generation	of	an	executable	code	for	loading	into	the	target	system.	These	definition	activities	are	complemented	by	software	verification	activities,
the	goal	of	which	is	to	verify	that	the	software	product	satisfies	specified	requirements	at	each	development	steps	and	to	detect	any	errors	that	might	have	been	introduced	during	the	software	development.	The	principal	activity	of	any	software	verification	is	testing.	Other	activities	such	as	review	or	analysis	(for	example	rereading	the	code)	are
possible	components	of	software	verification.	Software	testing	activities	generally	include	different	phases	that	correspond	to	different	development	activities	:	Module	tests	at	the	level	of	each	individual	module	can	be	used	to	demonstrate	that	the	module	carries	out	the	specified	function,	and	only	this	function.	Different	types	of	module	tests	can	be
found,	including	logical	tests	(error	search,	verification	of	correctness	of	the	interconnections	of	the	different	branches,	search	for	abnormal	behaviour)	and	calculation	tests	(verification	of	calculation	results,	performance	and	exactness	of	algorithms).	Calculation	tests	typically	include	data	tests	within	specification	limits	as	well	as	outside	these
limits	(abnormal	state),	at	the	specified	limits,	and	at	algorithmic	singularities.	Abnormal	behaviour	tests	(outside	boundary	values,	algorithmic	singularities,	errors)	are	generally	referred	to	as	robustness	tests.	Software	integration	tests	are	used	to	demonstrate	that	the	functional	units	made	up	of	an	assembly	of	modules	operate	correctly.	This	type
of	test	is	principally	concerned	with	the	verification	of	the	interconnections	between	modules,	data	circulation,	dynamic	aspects	and	the	sequencing	of	expected	events.	They	typically	include	tests	on	inter-modular	connections,	dynamic	aspects,	the	sequencing	of	expected	events,	and	the	rerun	of	operations	in	case	of	interruption.	Validation	tests	are
to	check	that	the	software	installed	in	the	hardware	satisfies	the	functional	specifications,	especially	by	verifying	hardware/software	interfaces,	general	performance	levels,	real-time	operation,	general	functions,	and	the	use	and	allocation	of	resources.	3.1.3.2.Other	software	lifecycles	:	the	Incremental	lifecycle	There	are	other	safety	lifecycle	which
were	not	expressed	earlier	like	incremental	lifecycle	which	primarily	concerns	those	projects	which	have	not	been	accurately	defined.	The	exploratory	lifecycle	concerned	projects	that	deal	with	the	development	of	a	product	concept	that	relies	on	innovative	technologies	or	on	technologies	which	have	not	yet	been	totally	mastered.	More	details	can	be
found	in	Annexes	1	to	5.	3.1.4.						Lifecycle	Requirements	The	goal	of	the	following	lifecycle	requirements[2]	is	to	obtain	a	formalised	description	of	the	organisation	of	the	development	and,	in	particular,	of	the	different	technical	tasks	that	the	development	is	composed	of.	This	description	promotes	improved	planning	of	the	development	activities,
and	more	thought	going	into	the	optimal	timeline	for	this	development.	·							The	software	development	lifecycle	should	be	specified	and	documented	(e.g	in	a	Software	Quality	Plan).	The	lifecycle	should	include	all	the	technical	activities	and	phases	necessary	and	sufficient	for	software	development.	·							Each	phase	of	the	lifecycle	should	be	divided
into	its	elementary	tasks	and	should	include	a	description	of	:	inputs	(documents,	standards	etc.),	outputs	(documents	produced,	analytical	reports,	etc.),	activities	to	be	carried	out,	verifications	to	be	performed	(analyses,	tests,	etc.).	The	necessary	documentation	should	be	established	at	each	phase	of	the	lifecycle	to	facilitate	verification	and
validation,	and	the	software	safety	requirements	should	be	traceable	and	capable	of	being	verified	at	each	stage	of	the	process	(traceability	matrix	for	each	definition	document).	This	will	avoid	a	situation	where	the	only	available	documentation	is	the	source	code	because	the	documents	that	should	have	been	prepared	were	not	(deadlines	too	tight,
project	manager	transferred	to	another	contract,	etc.).	The	analyst	should	be	able	to	carry	out	the	evaluation	of	software	conformity	to	the	present	requirements	by	conducting	any	audits	or	expertises	deemed	useful	during	the	different	software	development	phases.	All	technical	aspects	of	the	software	lifecycle	processes	are	subject	to	evaluation	by
the	analyst.	The	analyst	must	be	allowed	to	consult	all	verification	reports	(tests,	analyses,	etc.)	and	all	technical	documents	used	during	software	development.	The	intervention	of	the	analyst	at	the	specification	phase	is	preferable	to	an	a	posteriori	intervention	since	it	should	limit	the	impact	of	any	decisions	made.	On	the	other	hand,	financial	and
human	aspects	of	the	project	are	not	subject	to	evaluation.	It	is	in	the	interest	of	the	applicant	to	provide	proof	of	all	activities	carried	out	during	software	development.	The	analyst	should	have	all	the	necessary	elements	at	his	or	her	disposal	in	order	to	formulate	an	opinion.	Subcontracted	software	should	not	be	left	out	of	the	evaluation	procedure
and	should	comply	with	the	same	documentation’s	requirements.	3.2.												Specification	3.2.1.						Specification	procedure	for	safety	software	Today’s,	software	programs	are	characterised	by	their	complexity	and	size	which	are	such	that	it	seems	overly	optimistic	to	strive	to	avoid	all	faults	they	contain,	by	means	of	their	construction	and	by	testing
at	the	end	of	development.	In	order	to	master	software	development,	it	is	absolutely	necessary	that	a	procedure	procedure	adapted	to	this	technology	be	established.	During	the	life	span	of	a	software	program,	one	of	the	most	delicate	steps	to	be	accomplished	is	the	translation	of	needs	into	specifications.	The	drafting	of	specifications	and	the
possibility	of	evaluating	these	specifications	are	very	important	advantages,	in	particular	for	safety	software.	This	is	confirmed	by	a	study	run	by	HSE	concerning	the	primary	causes	of	failures,	based	on	34	incidents,	which	shows	the	primordial	proportion	(44.1%)	caused	by	poor	specifications	(Figure	3).	It	is	estimated	that	repairing	an	error	in
specifications	requires	approximately	20	times	more	effort	if	it	is	only	detected	when	used,	and	sometimes	even	more.	In	fact,	the	consequences	of	software	failures	are	not	limited	to	repairs.	In	certain	cases,	human	lives	may	be	involved.	Developing	systems	is	often	accompanied	by	quality	requirements,	which	are	certainly	necessary,	but	insufficient
in	the	case	of	safety	systems.	Quality	requirements	must	be	considered	along	with	safety	requirements.	Figure	3	:	Major	portion	attributed	to	specifications	in	the	causes	of	failures	Safety	software	specifications	proceduresprocedures		lie	within	the	framework	of	a	system	operation	safety	approach	which	makes	it	possible	to	master	the	risks	of	the
system	in	its	environment.	It	is	a	complete	methodological	approach	which	must	be	planned	and	systematic	in	order	to	identify,	analyse	and	control	the	risks	throughout	the	life	cycle	of	the	system,	in	particular	throughout	the	life	cycle	of	the	software,	with	the	intention	to	anticipate	and	reduce	incidents.	While	traditional	quality	procedures
procedures	implement	means	which	aim	towards	a	system	exempt	from	faults,	the	operation	safety	procedure	implements	other	means	in	order	to	aim	towards	a	system	exempt	from	failures	(Figure	4).	The	zero	fault	objective	is	a	lure	which	must	be	completely	abandoned	when	faced	with	strict	safety	requirements.	It	is	unrealistic	to	strive	to
eliminate	all	faults,	which	leads	to	tremendous	efforts	far	above	ordinary	economic	rules	and	beyond	the	present	limits	of	software	production	technology	and	the	state	of	the	art.	Figure	4	:	Operation	safety	means	3.2.2.						Specification	methods	In	the	1980’s,	Mr.	Gérald	WEINBERG,	a	specialist	in	programming	and	in	software	engineering,	declared
that	“if	buildings	were	built	like	programs	are	written,	the	first	flight	of	birds	would	destroy	everything”.	The	situation	has	evolved	since	then.	Methods	and	Software	Engineering	Workshop	(SEW)	tools	are	offered	to	developers,	in	order	to	help	them	and	accompany	them	in	their	work.	The	table	below	provides	a	non-exhaustive	list	of	a	few
specification	methods	and	their	main	characteristics.	These	methods	may	be	used	for	all	types	of	software.	The	safety	requirements	at	the	software	specification	level	are	taken	into	account	by	the	operation	safety	methods.	Name	Place	in	the	life	cycle	and	purpose	of	the	method	Observations	PN	Pétri	Network	Specification	Development	Method
based	on	transition	systems,	using	tokens	and	spaces.	It	makes	it	possible	to	demonstrate	properties	such	as	non-blocking,	vivacity	or	equity	of	a	set	of	co-operating	processes.	It	is	often	used	to	specify	parallelism	and	synchronisation.	Statecharts	Specification	Development	Specification	method	based	on	transition	systems.	SADT	(Structured	Analysis
Design	Technique)	Specification,	design	Development	Graphic	specification	method.	It	uses	boxes	to	represent	data	or	activities	and	arrows	to	represent	flows	between	data	or	these	activities.	It	is	sometimes	designated	as	a	semi-formal	design	method	and	is	often	used	in	industry.	SART	(Structured	Analysis	Real	Time)	Specification	Development	Real
time	extension	proposed	for	the	structured	S.A.	method	of	E.	Yourdon	and	T.	de	Marco.	One	of	the	most	widely	used	structured	software	analysis	methods	for	real	time	applications.	Z	Specification,	design	Development	Formal	specification	language	based	on	the	Zermelo	theory	of	sets.	It	makes	it	possible	to	express	functional	conditions	of	the
problem	to	be	translated	into	set	notation.	LDS	Specification	Development	Specification	and	functional	description	language.	It	is	subject	to	a	CCITT	standard.	CCS	Specification	Development	Formalism	used	to	describe	parallelism	semantics.	It	is	based	on	process	algebra	and	remains	very	abstract	and	impossible	to	be	used	to	make	useful
conclusions.	CSP	Specification	Development	Presents	the	same	characteristics	as	CCS.	Table	1	:	Specification	methods	3.2.3.						Case	tools	for	safety	software	specifications	To	our	knowledge,	no	SEW	combines	specification	tools	and	operation	safety	tools	for	software	specification,	while	taking	into	account	safety	requirements.	Nevertheless,	there	is
a	whole	store	of	software	specification	software	programs	on	the	market	which	implement	formal	methods	(VDM	methods,	B	methods,	etc.)	and	semi-formal	methods	(SART	methods,	SADT	methods,	etc.),	as	well	as	software	programs	which	make	it	possible	to	create	FMEA	and	arborescent	failure	charts.	Tool	Designer	Platform	Method	ATELIER	B
STERIA,	GEC-ALTHOM	UNIX	(HP-UX-LINUX-SOLARIS)	Formal	B	method	AXIOM/SYS	STG	Microsoft	(Windows	3.xx,	Windows	95,	Windows	NT)	SART	DESIGN	IDEF	METASOFTWARE	Microsoft	(Windows	3.xx,	Windows	95,	Windows	NT)	IDEF0	and	IDEFIX	ENVISION	FUTURE	TECH.SYSTEMS	Microsoft	(Windows	3.xx,	Windows	95,	Windows	NT)
SART,	SADT,	UML	OBJECT	GEODE	VERILOG	UNIX	(AIX,	HP,	UX,	SOLARIS,	SUN/OS)	OMT,	SDL,	MSC	ORCHIS	TNI	Microsoft	and	UNIX	IDEF0	STP-SE	AONIX	Microsoft	and	UNIX	SART	SYNCCHARTS	SIMILOG	UNIX	Esterel	TEAMWORK	CAYENNE	Microsoft,	UNIX	SART	Table	2	:	Case	tools	for	safety	software	specifications	Formal	methods	are
more	than	a	tool	for	representation	;	they	are	also	a	technique	for	drafting	specifications	which	restrains	the	designer	to	make	abstractions	and	finally	results	in	a	better	comprehension	and	modelisation	results	in	a	better	anlysis	and	an	enhanced	degree	of	modelisation	of	the	problemof	the	specifications	specification	problems.	It	is	sometimes	even
possible	to	make	simulations.	Use	of	a	formal	method	requires	considerable	investments	in	time	and	training.	Formal	methods	are	a	significant	step	forward	for	the	development	and	evaluation	of	critical	software.	Software	Specifications	Level	1	2	Software	specifications	should	take	the	following	points	into	account	:	·							safety	functions	with	a
quantitative	description	of	the	performance	criteria	(precision,	exactness)	and	temporal	constraints	(response	time),	all	with	tolerances	or	margins	when	possible,	·							non	safety	functions	with	a	quantitative	description	of	the	performance	criteria	(precision,	exactness)	and	temporal	constraints	(response	time),	all	with	tolerances	or	margins	when
possible,	·							system	configuration	or	architecture,	·							instructions	relevant	to	hardware	safety	integrity	(programmable	electronic	systems,	sensors,	actuators,	etc.),	·							instructions	relevant	to	software	integrity	and	the	safety	of	safety	functions,	·							constraints	related	to	memory	capacity	and	system	response	time,	·							operator	and	equipment
interfaces,	·							instructions	for	software	self-monitoring	and	for	hardware	monitoring	carried	out	by	the	software,	·							instructions	that	allow	all	the	safety	functions	to	be	checked	while	the	system	is	working	(on-line	testing).	The	instructions	for	monitoring,	developed	taking	safety	objectives	and	operating	constraints	(duration	of	continuous
operation	,etc.)	into	account,	can	include	devices	such	as	watch	dogs,		CPU	load	monitoring,	feedback	of	output	to	input	for	software	self-monitoring.	For	hardware	monitoring,	CPU	and	memory	monitoring,	etc.	Instructions	for	safety	function	verification:	for	example,	the	possibility	of	periodically	verifying	the	correct	operation		of	safety	devices
should	be	included	in	the	specifications.	O	O	Functional	requirements	should	be	specified	for	each	functional	mode.	The	transition	from	one	mode	to	the	other	should	be	specified	Functional	modes	can	include:	·							nominal	modes,	·							one	or	more	degraded	modes.	The	objective	is	to	specify	the	behaviour	in	all	situations	in	order	to	avoid	unexpected
behaviours	in	non-nominal	contexts.	O	O	Table	3	:	Software	specifications	Notation	:	The	requirements	discussed	in	the	present	document	are	organised	into	two	software	requirement	levels	(1,2)	according	to	the	criticity	of	the	functions	ensured	by	the	software.	Level	2	corresponds	to	the	highest	requirements	for	the	software	considered	in	this
document.	The	level	associated	with	a	given	function	depends	on	a	risk	analysis	of	the	entire	system.	The	level	can	be	used	to	establish	a	list	of	elementary	requirements	for	the	software	under	consideration.	Three	degrees	of	importance	can	be	defined	to	help	decide	decisions	whether	or	not	it	is	necessary	to	consider	a	given	requirement	as	a
function	of	the	level	of	criticity:	"O"													(Obligatory	quality	requirement)	:	this	requirement	should	be	applied	systematically	to	the	software	in	question.	"R"														(Recommended	quality	requirement)	:	the	application	of	this	requirement	is	recommended	but	not	automatically	imposed.	"/"														(no	requirement)	:	the	application	of	this
requirement	is	left	to	the	user's	discretion.	3.3.												Architecture	The	architecture	of	a	safety-related	Complex	Electronic	System	(CES)	is	one	of	the	key	elements	in	achieving	the	required	Category	(CAT)	or	Safety	Integrity	Level	(SIL).	This	is	the	reason	why	the	architectures	play	a	prominent	role	in	connecting	categories	and	safety	integrity	levels.
Requirements	on	architecture	are	related	to	hardware	and	software.	In	the	first	paragraph	of	this	chapter	hardware	architectures	which	are	commonly	used	in	machinery	(so-called	“designated	architectures”)	are	described	and	an	overview	of	the	Markov	simulations	of	these	architectures	is	given.	More	detailed	information	on	the	results	can	be
found	in	Annex	6.	In	the	second	chapter	the	influence	of	software	architecture	is	analysed.	A	quantification	of	this	influence	can	only	partially	be	considered	by	using	the	common	cause	factor.	Annex	6	gives	more	information	on	the	influence	of	software	fault	avoidance	through	architecture.	3.3.1.						Designated	CES	Architectures	for	Machinery
3.3.1.1.The	Role	of	Architectures	for	Safety	Related	Systems	Studying	EN	954-1	one	can	interpret	the	requirements	for	the	different	categories	as	architectural	constraints	for	the	design	of	safety-related	parts	of	control	systems.	In	the	categories	B	and	1	a	single	channel	architecture	without	monitoring	facilities	is	described	while	category	2	specifies
a	single	channel	architecture	with	monitoring	and	redundant	switch	off	path	and	categories	3	and	4	normally	need	redundant	signal	processing	and	reaction	to	fulfil	the	requirements.	Transferring	the	requirements	of	EN	954-1	into	complex	electronic	safety-related	systems	will	lead	to	different	system	architectures	that	are	in	use	in	the	machinery
sector.	With	these	common	architectures	brought	into	different	Markov	models	the	probability	of	a	dangerous	failure	per	hour	(PDF)	or	the	probability	of	failure	on	demand	(PFD)	can	be	calculated	for	different	diagnostic	coverages,	mean	times	to	failure	and	common	cause	factors.	The	results	of	these	calculations	can	be	used	to	establish
relationships	between	commonly	used	architectures	in	the	machinery	sector	and	different	safety	integrity	levels	as	defined	in	IEC	61508-1.	The	following	paragraph	will	describe	commonly	used	architectures	for	CES	in	the	machinery	sector.	Several	assumptions	are	made	which	are	typical	for	these	architectures.	A	proof	test	is	not	standard	in	the
machinery	sector	for	CES.	Therefore	the	proof	test	interval	was	set	to	10	years	which	is	the	average	time	a	safety-related	CES	is	in	use	today	(called	the	“mission	time”).	Chapter	3	of	Annex	6	will	describe	how	the	PFD	and	the	PDF	have	been	calculated	taking	into	account	the	demand	on	the	CES	and	determining	the	average	over	the	mission	time.
3.3.2.						Common	Architectures	for	Machinery	3.3.2.1.														Single	channel	system	without	fault	detection	in	accordance	with	category	B	or	1	of	EN	954‑1	The	categories	B	or	1	according	to	EN	954‑1	imply	that	the	system	does	not	provide	any	capability	of	detecting	internal	faults.	For	category	1	not	only	basic	but	well-tried	safety	principles	and
components	must	be	used,	which	means	that	a	higher	reliability	is	achieved	and	therefore	the	probability	of	a	system	failure	is	lower	than	in	category	B	(see	EN	954‑1,	6.22).	If	we	assume	the	system	comprising	a	sensor	(S),	a	programmable	electronic	device	(PED)	with	integrated	power	supply	for	signal	evaluation	and	a	drive	(D)	that	is	controlled	by
the	PED	it	can	be	represented	in	a	block	diagram	by	a	simple	series	system.	This	is	shown	in	Figure	5.	Figure	5	:	Block	diagram	of	a	single	channel	system	without	fault	detection	Normally	a	single	electronic	device	is	not	regarded	to	be	a	well-tried	component.	Thus,	it	is	not	possible	to	realise	a	category	1	single	channel	safety	system	using	a	PED.
Three	assumptions	have	been	made	in	order	to	determine	the	SIL	:	[1]										Switching	off	the	drive	is	the	appropriate	action	to	generate	a	safe	state	of	the	machine	(in	IEC	61508	called	“equipment	under	control”	(EUC))	the	drive	is	belonging	to.	[2]										The	safety	system	is	not	able	to	induce	a	hazardous	situation	by	itself.	The	worst	case	which	can
occur	is	a	dangerous	failure,	i.e.	the	system	cannot	perform	it’s	intended	safety	function.	[3]										Failures	are	only	revealed	by	a	demand	on	the	safety	function.	This	leads	to	a	hazardous	situation	which	will	be	followed	by	a	repair.	3.3.2.2.Single	channel	system	with	implemented	tests	in	accordance	with	category	2	of	EN	954-1	Category	2	of	EN	954-
1	requires	self	checks	to	be	executed	by	the	safety	related	system	"at	suitable	intervals".	The	tests	may	be	initiated	either	manually	or	automatically.	If	a	fault	is	detected	an	output	signal	shall	be	generated	in	order	to	initiate	an	"appropriate	control	action".	Whenever	possible	a	safe	state	shall	be	induced.	These	requirements	imply	"that	the
occurrence	of	a	fault	can	lead	to	the	loss	of	the	safety	function	between	the	checking	intervals".	Additionally	it	must	be	remarked	that	many	of	the	typical	testing	techniques	do	not	provide	a	diagnostic	coverage	of	100%.	Therefore	there	may	exist	faults	within	the	safety	device	which	cannot	be	detected	by	the	checks.	A	representative	system
architecture	for	category	2	is	presented	by	the	block	diagram	of	Figure	6.	Figure	6	:	Block	diagram	of	a	single	channel	system	with	implemented	tests	Compared	with	the	simple	system	of	Figure	5	a	watchdog	(WD)	has	been	added	in	order	to	monitor	the	operation	of	the	programmable	electronic	device	(PED)	which	is	thought	to	be	represented	by	a
microcontroller	system.	In	the	PED	a	power	supply	is	integrated.	The	drive	(D)	has	two	separate	inputs,	the	first	(Ip)	-	as	usual	-	for	the	PED	and	a	second	one	(Iw)	for	the	watchdog,	each	providing	full	switch-off	capability.	The	system	is	also	performing	periodic	tests	of	the	sensor,	the	switch-off	path(s)	of	the	drive	and	the	watchdog.	Several
assumptions	have	been	made	in	order	to	ease	the	creation	of	a	suitable	Markov	model	:	[1]										Switching	off	the	drive	is	the	appropriate	action	to	generate	a	safe	state	of	the	equipment	under	control	(EUC)	the	drive	is	belonging	to.	[2]										The	safety	system	is	not	able	to	induce	a	hazardous	situation	by	itself.	The	worst	case	which	can	occur	is	a
dangerous	failure,	i.e.	the	system	cannot	perform	it’s	intended	safety	function.	[3]										The	programmable	electronic	device	(PED)	is	periodically	performing	a	self	test.	The	detection	of	a	dangerous	fault	in	the	PED	is	acknowledged	by	the	absence	of	trigger	pulses	within	the	watchdog	(WD)	time	out	period.	This	online	test	is	characterised	by	the	test
rate	and	the	diagnostic	coverage	CPE	which	is	assigned	a	value	between	zero	and	one.	CPE	is	the	conditional	probability	that	a	dangerous	failure	of	PED	will	be	detected,	given	that	it	has	occurred.	In	this	case	the	PED	is	no	longer	able	to	cut	off	the	drive	via	input	Ip	although	this	might	be	necessary.	If	the	fault	is	detectable	the	drive	will	be	cut	off	by
the	watchdog	via	input	Iw	(presumed	that	WD	and	Iw	both	are	operational).	[4]										The	sensor	and	the	drive-internal	switch-off	path	beginning	with	input	Ip	of	the	drive	are	tested	periodically	by	the	PED.	The	diagnostic	coverages	are	assumed	to	be	equal	to	one	as	long	as	the	tests	are	carried	out.	[5]										The	watchdog	is	also	tested	by	the	PED.
The	diagnostic	coverage	is	supposed	to	be	equal	to	one.	There	are	two	ways	to	monitor	the	operation	of	the	watchdog.	It’s	output	signal	can	either	be	directly	reread	by	the	PED	or	the	drive-internal	switch-off	path	beginning	with	input	Iw	of	the	drive	can	be	included	in	the	test	loop.	In	the	latter	case	the	switch-off	path	is	included	in	the	test	loop.	This
can	be	expressed	by	the	diagnostic	coverage	which	is	set	either	to	zero	or	to	one.	[6]										Any	failure	which	has	been	detected	successfully	will	drive	the	system	to	a	non-volatile	safe	state	with	the	drive	cut	off.	The	system	is	assumed	to	be	disconnected	from	the	power	manually	until	it	has	been	repaired	or	replaced	by	a	new	one.	[7]										If	the	PED
has	failed	it	will	no	longer	perform	any	tests	of	PED-external	components,	i.e.	S,	Ip,	WD	and	Iw	are	not	tested	in	case	of	a	failure	of	PED.	[8]										In	order	to	describe	the	drive	by	a	single	dangerous	failure	rate	this	rate	is	equally	distributed	to	both	inputs	Ip	and	Iw	respectively.	3.3.2.3.														Dual	channel	system	with	comparison	in	accordance
with	category	3	or	4	of	EN	954-1	EN	954‑1	requires	a	category	3	device	to	remain	operational	if	a	single	fault	is	present	in	any	part	of	the	system.	Besides,	"whenever	reasonably	practicable	the	single	fault	shall	be	detected	at	or	before	the	next	demand	upon	the	safety	function."	This	includes	that	not	all	faults	should	be	detected	and	that	"the
accumulation	of	undetected	faults	may	lead	to	an	unintended	output	and	a	hazardous	situation	at	the	machine."	Common	mode	failures	shall	be	taken	into	account.	In	addition	to	above-mentioned	demands	there	are	more	rigid	requirements	to	be	fulfilled	by	a	system	that	claims	for	category	4.	The	single	fault	shall	be	detected	"whenever	possible"
and,	"if	this	detection	is	not	possible,	then	an	accumulation	of	faults	shall	not	lead	to	a	loss	of	safety	functions."	The	problem	of	providing	the	safety	functions	after	the	occurrence	of	a	fault	is	often	solved	by	the	implementation	of	redundancy.	A	typical	example	for	homogeneous	redundancy	is	given	by	the	dual	channel	system	depicted	by	Figure	7.
Whether	category	3	or	4	can	be	met	depends	on	the	extent	to	which	faults	can	be	detected	or	tolerated.	The	system	comprises	two	sensors	(S1,	S2)	of	same	type	and	two	programmable	electronic	devices	(PED1,	PED2)	of	identical	type	with	integrated	power	supply	in	each	PED	combined	with	a	single	drive	(D).	Either	of	the	PEDs	is	connected	to	an
individual	input	(IN1,	IN2)	of	the	drive.	In	reality	the	PEDs	will	usually	be	given	by	microcontrollers.	The	cross	link	between	them	is	intended	for	data	interchange.	Figure	7	:	Block	diagram	of	a	dual	channel	system	with	comparison	Again,	there	is	a	number	of	reasonable	assumptions	which	have	been	made	in	order	to	derive	a	suitable	Markov	model	:
·							Assumption	1	:	Switching	off	the	drive	is	the	appropriate	action	to	generate	a	safe	state	of	the	equipment	under	control	(EUC)	the	drive	is	belonging	to.	·							Assumption	2	:	The	safety	system	is	not	able	to	induce	a	hazardous	situation	by	itself.	The	worst	case	which	can	occur	is	a	dangerous	failure,	i.e.	the	system	cannot	perform	it’s	intended
safety	function.	·							Assumption	3	:	Periodic	online	tests	are	carried	out	by	the	two	programmable	electronic	devices	(PEDs).	The	complete	set	of	tests	includes	:	a	self-test	of	PED1	controlled	and	monitored	by	PED2,	a	self-test	of	PED2	controlled	and	monitored	by	PED1,	a	test	of	the	drive-internal	switch-off	path	beginning	with	input	IN1	of	the	drive,
performed	by	PED1,	a	test	of	the	drive-internal	switch-off	path	beginning	with	input	IN2	of	the	drive,	performed	by	PED2,	a	comparison	of	the	output	signals	of	the	two	sensors	(S1,	S2),	performed	by	PED1	and	PED2	together.	Each	of	the	tests	is	checking	subfunctions	which	are	performed	by	the	different	components.	Performing	all	subfunctions
properly	is	a	pre-condition	for	the	safety	system	to	provide	it's	intended	safety	function(s).	·							Assumption	4	:	The	mutually	contolled	and	monitored	self-tests	of	the	PEDs	are	characterised	by	a	diagnostic	coverage,	which	can	be	assigned	a	value	between	zero	and	one.	·							Assumption	5	:	The	diagnostic	coverage	related	to	the	sensors	is	equal	to
one.	In	some	cases	the	feature	will	be	implemented,	in	others	it	won’t.	This	can	be	expressed	by	the	diagnostic	coverage	which	is	set	either	to	zero	or	to	one.	·							Assumption	6	:	The	diagnostic	coverage	related	to	the	drive-internal	switch-off	paths	beginning	with	inputs	IN1	and	IN2	of	the	drive	is	equal	to	one.	In	some	cases	the	feature	will	be
implemented,	in	others	it	won’t.	This	can	be	expressed	by	the	diagnostic	coverage	which	is	set	either	to	zero	or	to	one.[3]	·							Assumption	7	:	Any	failure	which	has	been	detected	successfully	will	lead	the	system	to	a	non-volatile	safe	state	with	the	drive	cut	off.	The	system	is	assumed	to	be	disconnected	from	the	power	manually	until	it	has	been
repaired	or	replaced	by	a	new	one.	·							Assumption	8	:	If	one	PED	has	failed	dangerous	it	will	no	longer	perform	the	test	of	it’s	related	drive	input.	The	comparison	of	the	output	signals	of	the	sensors	is	also	inhibited.	·							Assumption	9	:	The	same		dangerous	failure	of	both	sensors	at	the	same	time	is	not	detectable	because	they	deliver	identical
(wrong)	output	signals.	This	can	not	be	revealed	by	a	comparison.	·							Assumption	10	:	The	failure	rate	of	each	input	channel	of	the	drive	is	given	by	:	·							Assumption	11	:	Common	cause	effects	do	not	hit	complete	channels	but	the	two	sensors,	the	two	PEDs	and	the	two	switch-off	inputs	of	the	drive	separately.	3.3.2.4.														Dual	channel	system
in	mixed	technology	in	accordance	with	category	3	of	EN	954‑1	In	many	applications	a	mixed	technology	is	used	in	order	to	implement	a	safety	function.	A	first	channel	is	given	by	a	standard	programmable	logic	controller	(PLC)	with	integrated	power	supply	and	no	specific	online	tests,	while	the	second	channel	is	formed	by	electromechanical	means.
Online	tests	are	carried	out	by	the	PLC	to	check	the	elements	of	the	electromechanical	signal	path.	As	an	example	the	simplified	schematic	of	Figure	8	depicts	the	implementation	of	an	emergency	stop	function	employing	a	PLC	and	a	relay	circuit.	Figure	8	:	Implementation	of	an	emergency	stop	function	using	mixed	technology	We	assume	a	machine
where	a	current	converter	(CC)	is	controlled	by	a	standard	PLC.	The	rotation	sensor	(S)	is	part	of	the	speed	or	position	control	of	the	current	converter	and	can	be	used	by	the	PLC	to	monitor	the	motor	movements.	The	safety	function	to	be	implemented	is	the	emergency	stop	of	the	dangerous	movement	as	soon	as	the	emergency	stop	device	(ES)	is
actuated.	The	actuator	contains	two	mechanically	forced	contacts,	either	of	them	providing	a	separate	output	signal.	One	of	which	is	processed	by	the	PLC	while	the	other	is	led	to	a	relay	circuit	(RC)	consisting	of	2	relays	(or	contactors	respectively)	with	forced	contacts.	The	emergency	stop	function	is	executed	by	both	the	PLC	via	the	current
converter	and	the	relay	circuit.	A	failure	of	the	opening	of	the	contacts	of	the	emergency	stop	actuator	device	is	excluded.	Independent	random	failures	are	supposed	to	happen	to	the	PLC,	the	current	converter,	the	relay	circuit	and	the	sensor	while	the	emergency	stop	actuator	ES	is	imputed	not	to	fail	to	open	it’s	contacts	if	the	button	is	pressed.	The
PLC	software	is	designed	so	that	the	opening	of	the	contact	of	ES	immediately	leads	to	a	stop	signal	for	the	current	converter.	Four	online	tests	can	be	modelled	by	our	Markov	model.	If	one	of	the	tests	is	not	implemented	in	reality	the	pertinent	test	rate	may	be	set	to	zero.	For	the	online	tests	the	following	assumptions	are	made	:	·							PLC	diagnostic
test	:	as	said	before	a	standard	PLC	is	used.	Therefore	we	assume	only	simple	online	tests	like	a	watchdog	and	parity	bit	test	of	the	memory	which	are	common	today	also	for	standard	electronics.	This	will	result	in	a	low	diagnostic	coverage	of	30%.	We	assume	that	the	PLC	after	failure	detection	permanently	switches	off	the	outputs	connected	with
CC	and	RC.	·							CC	diagnostic	test	:	in	suitable	time	intervals	e.g.	once	per	day	or	during	maintenance	the	PLC	switches	off	the	motor	movement	using	the	current	converter	(CC).	In	parallel	the	PLC	monitors	the	output	signal	of	the	rotation	sensor	(S)	so	that	it	can	detect	the	reaction	of	CC.	If	the	movement	is	not	stopped	by	CC	the	PLC	permanently
stops	the	motor	via	the	relay	circuit	(RC).	·							Rotation	sensor	diagnostic	test	:	the	diagnostic	test	of	CC	can	only	be	effective	if	the	rotation	sensor	(S)	is	able	to	detect	the	motion	of	the	motor.	To	check	this	the	PLC	is	reading	the	sensor	signal	after	switching	on	the	motor.	If	the	motion	is	not	detected	the	PLC	permanently	stops	the	motor	using	the
relays	circuit	(RC).	·							Relay	circuit	diagnostic	test	:	after	a	normal	stop	of	the	motor	using	CC	and	after	executing	the	CC	diagnostic	test	the	PLC	switches	off	the	control	signal	for	RC.	Simultaneously	the	PLC	monitors	the	corresponding	contact(s)	of	the	relay	circuit	(RC).	If	RC	does	not	react	properly	the	PLC	permanently	stops	the	motor	via	the
current	converter	(CC).	Because	of	the	test’s	simplicity	the	diagnostic	coverage	can	reach	100%.	3.3.2.5.														Triple	channel	system	with	comparison	in	accordance	with	category	4	of	EN	954‑1	In	few	(rare)	cases	the	problem	of	providing	the	safety	functions	after	the	occurrence	of	a	fault	is	solved	by	the	implementation	of	triple	redundancy.	A
typical	example	for	homogeneous	redundancy	is	given	by	the	triple	channel	system	depicted	by	Figure	9.	Whether	category	3	or	4	can	be	met	depends	on	the	extent	to	which	faults	can	be	detected	or	tolerated.	Figure	9	:	Block	diagram	of	a	triple	channel	system	with	comparison	The	system	comprises	three	sensors	(S1,	S2	and	S3)	of	same	type	and
three	programmable	electronic	devices	(PED1,	PED2	and	PED3)	of	identical	type	(with	integrated	power	supply)	in	connection	with	a	single	drive	(D).	Each	PED	is	connected	to	an	individual	input	(IN1,	IN2	and	IN3)	of	the	drive.	In	reality	the	PEDs	will	usually	be	given	by	microcontrollers.	The	three	cross	links	between	them	are	intended	for	data
interchange.	More	or	less	the	same	or	equivalent	assumptions	are	made	as	for	the	dual	channel	architecture	in	chapter	3.3.2.3	in	order	to	derive	a	Markov	model	which	can	deliver	comparable	results.	3.3.3.						Designated	architectures	of	CES	for	the	machinery	sector	It	could	be	shown	in	Annex	6	that	typical	architectures	used	in	machinery	which
fulfil	the	requirements	of	EN	954-1	can	be	linked	to	the	SILs	of	IEC	61508.	Figure	10	compiles	some	results	obtained	by	the	Markov	models	presented	in	Annex	6.	In	order	to	make	different	architectures	comparable	the	input	parameters	for	identical	or	similar	functional	units	have	been	set	to	the	same	values.	In	other	cases	reasonable	values	have
been	chosen.	Unless	otherwise	noted,	the	following	input	data	have	been	assumed	:	MTTF	of	sensors,	PEDs	and	PLCs	:																																						15	years	MTTF	of	switch-off	paths	of	the	drive	:																																30	years	MTTF	of	a	watchdog	:																																																											100	years	MTTF	of	a	relay	circuit	(two	contactors)	:																													50
years	Mission	time	(life	time)	:																																																								10	years	Repair	rate	(after	failure	detection	or	hazardous	event)	:							1/(8	hours)	All	test	rates	of	single	channel	systems	:																																1/(15	min)	All	test	rates	of	dual	or	triple	channel	systems	:																					1/(10	s)	All	demand	rates	of	single	channel	systems	:																									1/(24
hours)	All	demand	rates	of	dual	or	triple	channel	systems	:													10/hour	Figure	10	:	Comparison	of	different	architectures	used	in	machinery	All	evaluations	have	been	executed	applying	the	high	demand	procedure.	As	shown	in	Figure	10,	SILs	1	to	3	can	be	achieved	by	system	architectures	belonging	to	different	categories.	For	category	B	no	link
to	a	SIL	is	possible.	With	category	2	and	suitable	tests	running	in	a	time	interval	which	is	about	100	times	smaller	than	the	mean	time	between	demands	SIL	1	is	achievable	(for	more	information	see	Annex	6).	Redundancy	without	any	diagnostic	tests	running	is	comparable	to	category	B	systems	and	cannot	be	used	even	for	SIL	1.	Redundancy	in
mixed	technology	may	achieve	SIL	2	if	online	testing	of	the	periphery	is	implemented.	To	achieve	SIL	3	a	redundant	system	needs	to	have	99%	diagnostic	coverage	or	a	much	better	MTTF	of	the	subsystems	than	we	presumed	for	our	reference	systems.	Given	appropriate	conditions	SIL	3	is	possible	with	a	triple	redundant	system.	Figure	10
demonstrates	that	simple	doubling	of	signal	processing	paths	and	implementing	no	online	tests	(“simple	redundancy”)	does	not	provide	a	significant	gain	if	the	mission	time	has	a	similar	order	of	magnitude	as	the	MTTF	of	a	single	channel.	Other	investigations	have	shown	that	“simple	redundancy”	can	only	have	a	positive	effect	if	the	mission	time	is
one	order	of	magnitude	smaller	than	the	MTTF.	For	simple	systems	(e.g.	contactors	or	valves)	which	can	be	proof	tested	once	a	year	(i.e.	100%	diagnostic	coverage	for	all	subsystems)	simple	doubling	of	the	hardware	may	be	useful.	For	complex	subsystems	like	ASICs	or	PEDs	simple	doubling	is	only	useful	if	the	MTTF	is	one	order	of	magnitude	bigger
(possible	e.g.	for	some	ASICs)	than	the	mission	time	(life	time)	of	the	safety	system.	In	all	other	cases	online	diagnostics	are	essential	also	in	redundant	safety-related	systems.	These	results	compiled	in	Figure	10	could	be	helpful	for	standardisation.	A	link	may	be	drawn	between	SILs	and	the	categories	for	so	called	designated	architectures.	The
architectures	introduced	in	this	chapter	are	proposed	to	be	considered	as	designated	architectures	for	the	machinery	sector.	A	manufacturer	who	can	prove	that	his	architecture	is	equivalent	to	one	of	the	designated	architectures,	has	to	determine	the	MTTFdangerous	of	his	subsystems,	the	diagnostic	coverage	of	the	online	tests	and,	in	case	of
redundant	systems,	estimate	the	common	cause	factor.	Then	he	may	derive	the	SIL	out	of	a	table.	As	an	example,	a	table	of	this	kind	is	presented	in	the	following.	This	table	is	the	compilation	of	results	achieved	by	choosing	particular	input	data.	New	Markov	modelling	will	be	necessary	only	if	system	architectures	and/or	parameters	for	the
subsystems	are	used,	which	are	not	listed	in	the	table.	There	are	several	data	banks	which	could	be	employed	to	determine	the	MTTF	of	hardware	components,	for	example	FARADIP.THREE[ix],	MIL	HDBK	217	or	the	Siemens	Standard	SN	29500[x].	The	results	obtained	are	sensitive	to	the	data	bank	used	and	therefore	to	attain	comparable	results
one	should	preferably	use	only	one	of	them.	The	diagnostic	coverage	can	be	determined	using	the	failure	model	in	annex	A	of	part	2	of	IEC	61508.	Part	6	of	IEC	61508	may	be	helpful	to	estimate	the	common	cause	factor	β.	Standardisation	could	specify	one	methodology	for	estimating	the	CCF.	With	this	proposal	a	link	between	the	two	standards
IEC	61508	and	EN	954-1	is	possible,	but	it	is	not	a	fixed	link	between	categories	and	SILs.	3.3.4.						Conclusions	for	designated	CES	Architectures	for	machinery	Markov	models	turned	out	to	be	a	very	appropriate	tools	for	determining	the	Safety	Integrity	Level	(SIL)	of	safety	related	systems.	Enriched	by	a	specific	feature	allowing	for	the	online	test
rate	and	the	demand	rate	on	the	safety	function	the	probability	of	a	failure	on	demand	(PFD)	and	the	probability	of	a	dangerous	failure	per	hour	(PDF)	can	be	calculated.	Thus	the	method	is	covering	the	"low	demand	mode	of	operation"	as	well	as	the	"high	demand	or	continuous	mode	of	operation"	as	defined	in	IEC	61508.	Applying	the	developed
technique	to	a	number	of	typical	system	architectures	commonly	used	in	machinery	systematic	investigations	could	be	carried	out.	Hence	a	lot	of	information	could	be	obtained	about	the	influence	of	fundamental	system	parameters	such	as	the	component's	mean	time	to	failure	(MTTF),	the	diagnostic	coverage	(DC)	and	the	repetition	rate	of	automatic
online	tests,	the	demand	rate	on	the	safety	function	and	the	common	cause	factor	(β)	in	multiple	channel	architectures.	This	information	is	useful	not	only	for	the	validator	but	may	also	help	the	system	designer	to	chose	an	appropriate	system	structure	and	to	fix	basic	design	parameters	for	a	given	application.	Some	of	the	results	obtained	by	Markov
modelling	are	listed	in	the	following	:	Assuming	reasonable	failure	rates	of	the	components	it	will	be	hard	to	achieve	even	SIL	1	with	an	untested	single	channel	system.	Theoretically	the	situation	may	be	improved	by	introducing	regular	proof	tests	but	this	is	neither	realistic	for	complex	electronics	nor	are	proof	tests	standard	for	electronic	devices	in
machinery.	Online	testing	is	essential	not	only	for	single	channel	structures	but	also	for	multiple	channel	architectures.	Using	components	with	a	sufficient	(not	unrealistic)	MTTF	SIL	3	can	be	achieved	with	a	diagnostic	coverage	of	90%	or	more.	The	simple	watchdog	of	a	typical	single	channel	system	will	usually	provide	a	lower	diagnostic	coverage
so	that	only	SIL	2	may	be	attainable.	The	influence	of	the	online	test	interval	depends	on	the	system	architecture.	Considering	a	single	channel	system	for	maximum	test	efficiency	the	test	interval	should	be	chosen	smaller	by	a	factor	of	at	least	100	than	the	mean	time	between	demands	on	the	safety	function.	In	a	dual	channel	system	the	test	interval
may	be	much	smaller	since	it	is	related	to	the	MTTF	of	one	of	the	channels.	Common	cause	failures	can	substantially	reduce	the	SIL	of	especially	homogenous	redundant	structures.	The	benefit	of	a	dual	or	triple	channel	system	may	be	completely	lost	due	to	a	common	cause	factor	of	a	few	percent	only.	The	system	architectures	having	been	made
subject	to	the	investigations	of	this	report	are	proposed	to	be	considered	as	"designated	architectures"	for	the	machinery	sector.	Exemplary	evaluation	results	listed	in	a	table	provide	a	helpful	overview	on	the	performance	of	different	technical	solutions.	Involving	additional	input	parameters	like	MTTF	of	system	components	and	diagnostic	coverage,
the	table	is	able	to	draw	a	link	between	the	categories	of	EN	954‑1	and	the	SIL	according	to	IEC	61508.	Furthermore,	in	some	cases	even	validation	concerning	the	Safety	Integrity	Level	to	be	achieved	by	a	particular	safety	related	system	may	be	simplified	by	application	of	this	table.			SIL	System	Architecture	Mean	Time	to	dangerous	Failure	MTTFd
(years)	CCF	β	(%)	Diagnostic	Coverage	(each	Channel)	(%)	Cat.	In/Processing/Out	In/Processing/Out	-	Single	PE,	Single	I/O	15/15/30	-	0/0/0	B	Single	PE,	Single	I,	Ext.	WD(u/t)	15/15/30	-	0/60/0	B	Dual	PE,	Dual	I/O,	1oo2	15/15/30	5	0/0/0	B	1	Single	PE,	Single	I,	Ext.	WD(u/t)	15/15/30	-	100/60/100	2	Single	PE,	Single	I,	Ext.	WD(u/t)	7.5/15/10	-
100/60/100	2	Dual	PE,	IPC,	Dual	I/O,	1oo2	15/15/30	5	100/60/100	3	Dual	PE,	IPC,	Dual	I/O,	1oo2	15/15/30	10	100/90/100	3	Dual	PE,	IPC,	Dual	I/O,	1oo2	45/15/60	10	100/90/100	3	Triple	PE,	IPC,	Triple	I/O,	1oo3	15/15/30	5	100/60/100	3	Triple	PE,	IPC,	Triple	I/O,	1oo3	15/15/30	10	100/90/100	4	2	Single	PE,	Single	I,	Ext.	WD(t)	15/15/30	-	100/90*/100	2
Dual	PE,	IPC,	Dual	I/O,	1oo2	15/15/30	1	100/90/100	3	Dual	PE,	IPC,	Dual	I/O,	1oo2	30/30/60	5	100/90/100	3	Dual	PE,	IPC,	Dual	I/O,	1oo2	7.5/15/10	1	100/99/100	4	Mixed	Dual	Processing,	Dual	O,	1oo2	∞/(15/100)/(15/100)	-	0/(30/100)/(100/100)	3	Triple	PE,	IPC,	Triple	I/O,	1oo3	15/15/30	1	100/60/100	3	Triple	PE,	IPC,	Triple	I/O,	1oo3	100/100/200	10
100/90/100	4	3	Single	PE,	Single	I,	Ext.	WD(t)	30/30/60	-	100/99*/100	2	Dual	PE,	IPC,	Dual	I/O,	1oo2	45/45/90	1	100/99/100	4	Triple	PE,	IPC,	Triple	I/O,	1oo3	100/100/200	1	100/90/100	4	Conditions	for	single	channel	systems	:																																																Conditions	for	dual	or	triple	channel	systems	:	All	test	rates	:																	1/(15
min)																																																											All	test	rates:																																				1/(24h)	Demand	rate	:																	1/(24	h)																																																															Demand	rate:																																				10/h	Repair	rate	:																				1/(8h)																																																																		Repair	rate:																																							1/(8h)	Mission	time	(life	time)	:	10
years																																																													Mission	time	(life	time):																			10	years	MTTFd	of	watchdog:					100	years																																																												MTTFd	of	output	sensor	of	mixed	system:	15	years	MTTFd	of	switch-off	path	for	watchdog:																																																		equal	to	normal	switch-off	path	(output	sensor	not	tested)	WD(u/t):	
Watchdog	and	pertinent	switch-off	path	untested	or	tested	WD(t):					Watchdog	and	pertinent	switch-off	path	tested																									IPC	:																	Inter-processor	communication	(*	not	achievable	by	simple	watchdog)	Table	4	:	Possible	designated	architectures	for	machinery	3.3.5.						Influence	of	Software	Architecture	3.3.5.1.Software	Architecture
and	Common	Cause	Partial	or	full	redundancy	is	a	powerful	tool	to	achieve	higher	CATs	and	if	used	in	connection	with	on-line	tests	also	higher	SILs.	Hardware	redundancy	in	CES	is	often	connected	with	software	redundancy.	In	parallel	to	hardware	architecture	the	influence	of	software	architecture	has	to	be	analysed	as	a	part	of	design.	The
question	of	common	mode	faults,	inherent	to	the	concept	of	redundancy,	then	arises.	The	example	of	compilation	is	very	revealing.	Two	identical	source	software	products	can	produce	erroneous	executable	codes	if	these	codes	are	generated	by	the	same	erroneous	compiler.	The	common	source	of	faults	is	therefore	the	compiler	which	systematically
introduces	errors	into	the	programmes.	These	errors,	if	no	precaution	is	taken,	produce	common	mode	failures	that,	in	certain	cases,	can	diminish	the	safety	of	the	application.	Standardisation	bodies	have	therefore	taken	care	to	draw	the	attention	of	designers	and	of	those	responsible	for	the	evaluation	to	the	problems	linked	to	these	types	of	failures.
Hence,	a	note	associated	with	category	4	of	EN	954-1	lays	down	that.	If	further	faults	occur	as	a	result	of	the	first	single	fault,	the	fault	and	all	consequent	faults	shall	be	considered	as	a	single	fault.	Common	mode	failures	shall	be	taken	into	account,	for	example	by	using	diversity	or	special	procedures	to	identify	such	faults.	Common	mode	failures
(the	result	of	a	single	initial	fault)	are	equivalent	to	single	faults,	and	must	therefore	not	affect	the	safety	of	the	application.	This	is	a	very	strong	obligation	as,	strictly	speaking,	only	recourse	to	a	diversified	and	validated	structure	satisfies	the	requirements	of	category	4	for	such	failures.	In	the	preceding	example,	the	designer	would	be	led	to	use	two
distinct	and	validated	compilers	if	it	turns	out	that	errors	can	be	introduced	on	compilation.	The	standard	proposes	two	ways	of	taking	these	failures	into	account	:	diversity	or	the	use	of	procedures	to	identify	common	mode	failures.	The	latter	is	not	open	to	question	and	must	be	followed	as	soon	as	a	redundant	structure	has	been	employed,	otherwise
the	benefits	stemming	from	it	may	be	lost.	In	contrast,	recourse	to	diversity	must	be	studied	carefully	so	as	not	to	lead	designers	to	these	complex	means	as,	in	certain	cases,	they	can	consist	of	two	distinct	developments	and	products.	In	addition,	the	efficiency	with	respect	to	common	mode	faults	can	sometimes	be	questionable	if	no	precautions	have
been	taken.	Going	back	to	the	example	of	software,	it	can	be	tempting	to	design	two	different	software	to	carry	out	the	same	function.	The	limitations	of	this	technique,	a	priori	attractive,	nevertheless	quickly	become	apparent.	It	is	indeed	very	difficult	to	give	a	final	guarantee	of	the	absence	of	common	points	between	two	such	programmes.	The
same	specification	is	often	used	which,	if	erroneous,	will	lead	to	two	programmes	with	similar	failures	for	the	same	input	data	;	both	programmes	may	have	been	designed	and	coded	by	two	people	or	two	teams	with	a	similar	culture,	generating	software	errors	with	identical	consequences,	etc.	This	example	quickly	demonstrates	that	the	diversity	laid
down	in	EN	954	cannot	be	imposed	without	precautions	to	deal	with	common	mode	phenomena.	3.3.5.2.Common	Mode	Failures	(CMF)	and	their	appearance	mechanism	Defining	common	mode	failures	avoids	any	confusion	or	misunderstanding	relative	to	the	problems	posed	and	their	possible	solutions.	Indeed,	many	use	the	terms	common	mode
faults,	common	mode	failures,	and	common	cause	failures	indifferently	when	referring	to	common	phenomena	affecting	several	distinct	entities.	This	paragraph	is	intended	to	clarify	the	concept	of	Common	Mode	Failure	by	explaining	the	sequence	of	phenomena	involved	in	the	lead	up	to	these	failures.	Fault	/	Error	/	Failure	A	reminder	should	first	be
given	of	what	a	failure	is.	The	failure	are	the	transition	from	correct	service	to	incorrect	service[xi]	&	[xii].	The	failure	occurs	when	the	service	provided	no	longer	conforms	to	the	specification.	The	deemed	or	supposed	cause	of	a	failure	is	a	fault,	a	definition	that	constitutes	a	shortcut	who	introduces	the	intermediate	concept	of	error.	This
terminology	is	in	everyday	usage	within	the	scientific	community.	It	is	more	accurate	than	that	found	in	the	EN	954	standard	which	does	not	distinguish	between	failures	and	faults.	A	fault	is	thus	defined	as	the	state	of	an	entity	unable	to	accomplish	a	required	task	but	not	including	incapacity	due	to	preventive	maintenance	or	other	pre-programmed
actions.	Failure	mode	/	Failure	mechanism	With	failure	defined,	the	mode	of	failure	can	then	be	defined,	something	that	should	not	be	confused	with	failure	mechanism,	which	is	the	physical	process	(e.g.	corrosion)	that	has	led	to	the	failure[xiii].	To	all	intents	and	purposes,	the	failure	mode	as	being	the	observable	manifestation	of	the	failure	(e.g.
short	circuit,	transistor	output	stuck,	cut	in	a	circuit).	This	definition	is	of	course	relative	to	the	level	of	observation	of	phenomena;	the	failure	of	a	transistor	can	be	considered	as	global	system	fault.	Common	Mode	Failure	With	this	clarification	made,	the	definition	of	Common	Mode	Failures[xiv]	clearly	synthesises	the	different	wordings	found	in	the
bibliography[xv].	Common	mode	failures	are	failures	affecting	multiple	entities,	simultaneous	and	multiple,	dependent	on	a	single	initial	cause.	This	definition	has	the	advantage	of	applying	to	all	types	of	architecture,	without	involving	the	nature	of	the	redundancy.	Simultaneity	is	an	important	point	that	should	be	noted	when	talking	about	common
mode	failures.	states	that	failures	can	take	place	at	identical	or	distinct	times	but,	that	at	a	given	moment,	the	failure	states	coincide.	The	length	of	the	time	interval	is	crucial	as	it	indeed	allows	discrimination	between	correlated	failures	and	multiple	independent	failures.	Common	mode	failure	appearance	mechanism	The	definition	given	by	J.C.
LAPRIE	clearly	shows	the	sequence	of	phenomena	leading	to	common	mode	failure.	At	the	outset	is	a	common	cause	capable	of	generating	correlated	faults.	These	faults	should	be	distinguished	from	independent	faults,	which	are	attributed	to	different	causes.	Correlated	faults	are	at	the	root	of	similar	errors	that,	when	activated	or	revealed,	provoke
a	common	mode	failure.	The	following	diagram	(Figure	11)	is	therefore	obtained.	Figure	11	:	Phenomena	leading	to	a	common	mode	failure	Common	mode	failures	usually	originate	from	a	common	cause.	In	certain	cases,	it	may	be	that	independent	faults	lead	to	similar	errors.	On	account	of	their	low	probability	of	appearance,	these	faults	will	not	be
considered	in	the	remainder	of	this	document.	3.3.5.3.Software	Diversity	Diversity	is	a	technique	which	consists	in	creating	n-versions	of	an	entity	(hardware	or	software)	whilst	introducing	one	or	several	differences	into	each	entity	or	its	development	process	in	order	to	avoid	common	mode	failures.	Functional	diversity	is	often	quoted	to	overcome
common	mode	failures[xvi].	It	consists	in	acquiring	different	parameters,	using	different	technologies,	different	logic	or	algorithms,	or	different	means	of	activating	outputs	to	provide	several	ways	of	detection[xvii].	It	is,	however,	difficult	to	justify	diversity	throughout	the	processing	chain,	except	for	very	high	safety	applications.	The	most	important
advantages	of	diversity	are	at	CPU,	interface	memory,	programme,	and	data	format	level.	Diversity	is	seen	as	a	solution	to	common	mode	failures	that	cannot	be	predicted.	It	is	complementary	to	the	concepts	of	independence	and	separation.	Software	diversity	is	in	fact	a	subset	of	design	diversity,	which	is	isolated	on	account	of	its	importance.	It’s	the
development	and	the	execution	of	different	but	functionally	equivalent		versions	(or	variants)	in	order	to	detect	eventual	errors	by	comparing	in	real	time	the	results	attained.	Following	the	identification	of	a	state	of	error	recovery	is	undertaken	by	:	Backwards	recovery	in	which	the	system	returns	to	the	state	previously	saved.	Forwards	recovery	in
which	the	system	branches	in	a	new	state	(usually	in	degraded	mode)	in	which	the	system	is	able	to	operate.	Error	compensation,	based	on	an	algorithm	using	the	redundancy	built	into	the	system	to	furnish	the	right	reply.	Error	detection	by	verification	of	the	results	arising	from	the	different	variants	can	be	undertaken	by	:	Acceptance	(internal)	test
to	check	the	results	of	the	execution	of	a	programme.	The	calculation	of	the	checksum	represents	a	typical	example	of	an	acceptation	test.	External	coherence,	in	which	results	are	checked	by	means	of	external	intervention.	Automatic	checking	of	numerical	results.	This	is	the	verification	of	the	numerical	accuracy	of	algorithmic	results,	for	example
for	floating	calculations	for	which	a	minor	error	in	a	result	could	propagate	to	take	on	ever	increasing	importance.	More	often	than	not,	versions	are	designed	by	different	teams,	to	achieve	the	same	safety	objective.	As	for	design	diversity,	it	is	assumed	that	different	designers	will	not	make	the	same	mistakes.	Neither	the	bibliography	nor	the	field
experience	permit	to	know	the	conditions	of	optimal	software	diversity	(it	may	be	enough	to	produce	two	different	designs	from	the	same	specification)[xviii].	In	fact,	the	software	must	have	sufficiently	diversified	dynamic	and	logic	parameters	to	be	considered	as	diversified.	Nevertheless,	UCRL	proposes	classifying	the	factors	increasing	software
diversity	in	the	following	decreasing	order	of	importance	:	different	algorithms,	logic,	and	programme	architecture,	different	sequences	and	order	of	execution,	different	programming	languages,	different	programming	environment.	Two	basic	techniques	are	used	for	fault	tolerance	LYU.	3.3.5.4.														Recovery	Blocks	Figure	12	:	Example	for
Recovery	Blocks	Several	blocks	functionally	equivalent	(M1,	M2,	M3,	etc.)	are	created	and	executed	sequentially	as	long	as	an	error	is	detected	by	the	modules	undertaking	the	acceptance	tests	(A1,	A2,	A3,	etc.)	assigned	to	each	block	Mi	(Figure	12).	Proper	application	of	this	principle	means	that	the	acceptance	tests	(A1,	A2,	A3,	etc.)	should	be
distinct	but	in	practice	a	single	test	common	to	all	the	blocks	is	often	developed.	An	extreme	case	consists	in	adopting	an	acceptance	test	that	is	similar	to	the	blocks	and	then	comparing	the	output	from	the	monitored	blocks	with	the	results	of	the	acceptance	test.	One	of	the	problems	posed	by	this	method	in	a	monoprocessor	environment	is	found	in
the	sequential	nature	of	the	execution	of	the	versions.	3.3.5.5.														N-version	programming	N-version	programming	has	been	the	subject	of	academic	experiments	intended	primarily	to	ascertain	the	efficiency	limits	with	respect	to	common	mode	failures.	This	technique	consists	in	running	multiple	versions	(N)	of	a	software	product	in	parallel,	and
taking	a	majority	vote	to	determine	the	final	result.	The	number	of	versions	depends	on	the	number	of	faults	that	are	to	be	tolerated	(3	versions	will	be	able	to	tolerate	1	fault).	The	assumption	on	which	its	efficiency	is	established	is	based	on	the	following	diagram	(Figure	13).	Figure	13	:	Principle	of	N-version	programming	In	order	to	be	fully
efficient,	this	technique	must	be	carried	out	in	line	with	the	following	rules	:	Requirements	must	be	specified	and	analysed	with	formal	methods.	The	specification	documents	must	be	debugged	and	stabilised	before	the	development	of	any	components	(for	example	by	developing	final	code	prototypes).	A	protocol	must	exist	in	order	to	know	and	solve
the	problems.	This	protocol	should	contain	measures	ensuring	independence	in	development	and	should	not	introduce	correlated	faults	such	as,	for	example,	communication	errors,	common	lack	of	knowledge	,	or	exchanges	of	erroneous	information	between	the	development	teams.	Verification,	validation	and	the	test	must	all	be	formalised	and	must
show	absence	of	correlated	faults.	The	specifications,	design	and	the	code	must	all	be	tested.	The	advantages	of	N-versions	programming	are	:	Simplification	of	the	test	as	it	is	enough	to	run	N	programmes	with	the	same	inputs	and	compare	the	outputs	obtained.	The	reliability	of	each	version	can	be	lower,	the	contribution	at	the	global	level	provided
by	the	comparison.	It	must,	however,	be	sufficient	not	to	degrade	the	reliability	level	of	all	N	versions.	The	higher	development	costs	can	be	compensated	by	a	reduction	in	validation	costs,	these	advantages	being	linked	to	the	assumption	of	non	correlation	of	the	N	versions.	These	advantages	are	minimised	by	the	conclusions	of	various	experiments	:
The	increases	in	reliability	provided	by	N-versions	programming	depend	on	the	non	correlation	of	the	failures	of	the	different	versions[xix]	&[xx].	Experience	and	probabilistic	calculations	have	shown	that	there	is	no	true	independence	between	the	different	versions	developed[xxi].	The	rate	of	appearance	of	correlated	failures	obtained	following	the
experimentation	is	much	higher	than	that	calculated	by	making	the	assumption	of	fault	independence.	Strictly	independent	developments	are	therefore	not	enough	to	guarantee	significant	benefits	in	terms	of	reliability.	Even	if,	on	average,	substantial	benefits	are	possible	using	N-versions	programming,	these	benefits	are	so	variable	that	it	is	still
possible	to	combine	several	versions	to	obtain	a	poor	result.	The	results	are	relative	to	the	experiments	carried	out.	Extension	to	any	type	of	application	is	therefore	difficult.	The	use	of	different	languages	to	create	different	versions	of	a	software	product	does	not	have	a	major	impact	on	reducing	the	causes	of	correlated	failures.	In	addition	to	these
conclusions,	various	lessons	can	be	drawn	from	the	experiments	carried	out	:	The	different	experiments	were	conducted	on	relatively	simple	modules	of	reduced	size.	When	large	programmes	composed	of	numerous	interconnected	modules	are	involved,	identifying	and	separating	the	critical	parts	and	only	applying	N-versions	programming	to	these
parts.	A	general	rule	applies	to	the	development	of	diversified	programmes	;	the	earlier	the	development	teams	come	into	contact,	the	greater	the	chance	of	introducing	common	mode	faults[xxii].	At	the	outset	of	the	software	life	cycle	there	is	necessarily	a	common	specification.	However,	there	must	be	a	minimum	of	different	design	processes,	to
avoid	errors	at	this	level	being	propagated	throughout	the	software	life	cycle.	Diversity	creates	a	dilemma	that	is	difficult	to	solve	;	not	stating	the	algorithm	in	a	specification	does	promote	diversity	but	may	generate	faults	due,	for	instance,	to	level	of	understanding	of	the	programmers.	3.3.6.						Key	Questions	for	Software	Fault	Avoidance	through
Architecture	There	are	checklists	developed	in	WP1.2d	which	rise	the	following	key	questions	during	the	development	of	the	software	architecture	in	order	to	deal	with	software	common	mode	failures.	The	key	questions	are	structured	along	the	safety	life	cycle	for	software	development.	3.3.6.1.														Software	specifications	Have	the	software
specifications	been	developed	by	different	people	?	If	no,	what	are	the	links	between	these	people	?	The	specifications	can	be	written	in	different	forms.	It	is	very	difficult,	if	not	impossible,	to	introduce	real	diversity,	at	software	level,	links	often	being	necessary	between	two	teams	responsible	for	drawing	up	the	specifications.	Have	the	common	mode
faults	likely	to	affect	the	software	been	determined	?	What	are	the	potential	sources	of	CMF	at	the	system	level	?	CMF	determination	is	vital	to	take	these	phenomena	into	account	correctly.	In	particular,	the	possibility	of	introducing	systematic	faults	over	the	course	of	every	stage	of	the	software	life	cycle	is	to	be	analysed.	Does	the	software
redundancy	chosen	take	account	of	common	modes	?	Taking	CMF	into	account	can	/	must	influence	the	choice	of	structure	:	temporal,	structural,	functional	diversity,	etc.	What	type	of	diversity	has	been	specified	for	the	software	:	Human	diversity	?	Functional	diversity	?	Signal	diversity	?	If	so,	Input	signal	diversity	?	Output	signal	diversity	?	Signal
processing	diversity	?	Equipment	diversity	?	The	types	of	diversity	chosen	are	determined	by	the	CMFs	likely	to	affect	the	software.	Of	course,	software	and	hardware	diversity	are	linked.	Homogeneous	diversity	does	not	guard	against	design	faults.	Has	the	software	been	developed	in	accordance	with	a	quality	plan	or	quality	requirements	?
Following	a	quality	plan	for	the	development	of	a	software	product	contributes	to	fault	avoidance	(whether	common	mode	or	not).	It	is	vital,	in	particular	when	the	software	architecture	is	homogeneous.	A	minimum	software	quality	must	be	ensured,	even	in	the	case	of	a	diversified	structure.	Quality	avoids	the	introduction	of	software	faults,	in
particular	at	the	maintenance	stage.	3.3.6.2.														Software	Design	In	the	case	of	diversity,	have	the	different	software	products	been	designed	by	different	people	?	Be	attentive	to	possible	links	between	teams	responsible	for	designing	different	software	versions.	Skills	of	the	designers	?	A	lack	of	designer	skill	can	lead	to	the	introduction	of	similar
faults	in	the	different	versions	of	a	software	product.	Are	the	algorithms	identical	from	one	channel	to	another	?	Are	the	development	tools	employed	identical	from	one	channel	to	another	?	What	logic	separation	is	there	between	redundant	channels	?	Separation	is	a	constructive	technique	that	does	not	propagate	the	failures	of	one	function	to
another,	thereby	limiting	the	analyses	to	sensitive	points.	Are	there	shared	memories	that	could	propagate	a	logic	fault	from	one	channel	to	another	?	Is	software	execution	desynchronised	?	Desynchronisation	of	the	execution	of	two	programmes	creates	an	offset	favourable	to	reducing	faults	stemming	from	common	external	perturbation,	for	example
electromagnetic	perturbation.	3.3.6.3.														Software	coding	In	the	case	of	diversity,	have	the	different	software	products	been	coded	by	different	people	?	Be	attentive	to	possible	links	between	teams	responsible	for	coding	the	different	versions	of	a	software	product.	Have	different	programming	languages	been	used	for	each	channel	?	Have
different	compilers	or	assemblers	been	employed	?	3.4.												Design	and	development	There	is	no	simple	answer	to	know	how	software	and	hardware	of	safety-related	parts	of	machine	control	systems	should	be	designed.	Several	aspects	will	be	important	to	reach	the	objective	of	a	control	system	safe	enough	for	its	intended	application.	Safety
considerations	all	through	the	life	cycle	will	be	important.	This	Chapter	describes	some	aspects	of	software,	microcomputer	hardware	and	complex	integrated	circuits	which	have	to	be	addressed	during	the	development	phase	of	the	life	cycle	:	How	should	safety-related	software	be	developed	to	avoid	faults	?	What	measures	can	be	implemented	to
detect	faults	in	microprocessor	circuits	before	they	manifest	themselves	as	failures	of	the	machine	?	How	should	complex	integrated	circuits	be	designed	?	The	requirements	are	intended	to	guide	the	designer	during	the	development	work.	3.4.1.						Software	The	software	of	the	control	system	is	the	specification	for	most	of	the	functionality	of	the
machine.	Both	safety-related	and	non	safety-related	functions	can	be	software	controlled	software	controlled.	Even	if	the	specification	used	as	input	to	the	software	development	is	fault-free,	mistakes	in	the	design	process	may	introduce	software	faults.	Software	failures	and	other	unexpected	behaviour	might	lead	to	the	creation	of	dangerous	faults	in
the	machine	control	system.	A	set	of	requirements	for	all	technical	activities	associated	with	software	development	should	be	followed	in	order	to	avoid	faults	in	software.	To	obtain	a	software	package	of	satisfactorily	high	quality,	a	number	of	activities,	a	certain	organisation	and	a	number	of	principles	must	all	be	established.	Software	product
requirements	for	design	and	development	should	cover	:	Interface	with	system	architecture.	Software	that	can	be	parametrizedparametrized		by	the	user.	Pre-existent	software.	Software	design.	Development	languages.	Software	coding.	3.4.1.1.Interface	with	system	architecture	Interface	with	system	architecture	Level	1	2	Software	safety
requirements	as	well	as	the	determination	of	expected	events	should	arise	from	safety	analyses	at	system,	functional	and	hardware	level,	etc.	/	O	The	list	of	constraints	imposed	by	hardware	architecture	on	software	should	be	defined	and	documented.	Consequences	of	any	hardware/software	interaction	on	the	safety	of	the	machine	or	system	being
monitored	should	be	identified	and	evaluated	by	the	designer,	and	taken	into	account	in	the	software	design.	Constraints	such	as	:	·							protocols	and	formats,	·							input/output	frequencies,	·							by	rising	and	falling	edge	or	by	level,	·							input	data	using	reverse	logic	etc.	Listing	these	constraints	allows	them	to	be	taken	into	account	at	the	start	of
the	development	activity,	and	reduces	the	risk	of	incompatibilities	between	software	and	hardware	when	the	former	is	installed	in	the	target	hardware.	The	consequences	of	any	software	errors	should	be	studied	at	system	level	in	particular.	O	O	Table	5	:	Interface	with	system	architecture	3.4.1.2.Software	that	can	be	parametrized	by	the	user	The
following	requirements	concern	the	development	of	software	products	that	are	designed	to	allow	end-users	to	set	their	own	parameters.	The	end-user	may	be	either	the	person	responsible	for	integrating	the	product	into	the	system	or	else	the	user.	Such	software	can	have	different	degrees	of	complexity	:	a	table	of	messages	or	a	system	option.	In
keeping	with	the	spirit	of	the	present	document,	the	definition	of	software	parameters	is	limited	and	defined	precisely	in	the	specification	documents.	This	excludes	any	modifications	that	might	cause	doubt	about	the	exact	version	of	the	software,	since	this	type	of	modification	should	always	be	undertaken	by	the	software	designer.	Certain	systems
can	also	include	optional	functions	that	are	selected	through	the	use	of	parameter-setting	options	in	the	software.	Software	that	can	be	parametrized	by	the	user	Level	1	2	The	parameters	should	be	formally	specified	(type,	relations,	…)	in	the	form	of	memory	arrays.	Moreover,	the	software	and	the	parameters	should	be	possible	to	modify	without
affecting	each	other.	R	R	Software	specifications	should	define	mechanisms	that	can	be	used	to	prevent	the	possibility	of	any	parameters	set	by	the	user	can	affect	the	system	safety.	In	so	far	as	modifiable	parameters	are	concerned,	these	mechanisms	should	provide	protection	against	:	-							undefined	or	invalid	initial	values,	-							values	falling
outside	functional	limits,	-							data	alteration.	The	definition	of	software	parameters	by	users	should	be	kept	within	the	limits	established	by	the	system	specifications	approved	by	the	analyst.	In	particular,	test	procedures	should		include	different	parameter	values	and	different	types	of	software	behaviour.	The	designer	should	ensure	that	only	those
parameters	which	can	be	modified	are	accessible	to	the	user.	R	O	Table	6	:	Software	that	can	be	parametrized	by	the	user	3.4.1.3.Pre-existent	software	The	term	"pre-existent"	software	refers	to	the	source	modules	that	have	not	been	developed	specifically	for	the	system	at	hand,	and	are	integrated	into	the	rest	of	the	software.	These	include	software
products	developed	by	the	designer	for	previous	projects,	or	commercially	available	software	(e.g.	modules	for	scientific	calculations,	sequencers,	etc.).	Such	software	components	are	called	COTS	(Commercial	Off-The-Shelf)	Software.	When	dealing	with	this	type	of	software,	and	especially	in	the	case	of	commercial	software	products,	the	designer
does	not	always	have	access	to	all	the	elements	needed	to	satisfy	the	previous	requirements	(e.g.	what	tests	have	been	carried	out,	is	the	design	documentation	available).	Specific	co-ordination	with	the	analyst	is	therefore	necessary	at	the	earliest	possible	moment.	Pre-existent	Software	Level	1	2	The	designer	should	indicate	the	use	of	pre-existent
software	to	the	analyst,	and	it	is	the	designer's	responsibility	to	demonstrate	that	pre-existent	software	has	the	same	level	as	the	present	requirements.	Such	a	demonstration	should	be	done	:	-							either	by	using	the	same	verification	activities	on	the	pre-existent	software	as	on	the	rest	of	the	software,	-							or	through	practical	experience	where	the



pre-existent	software	has	functioned	on	a	similar	system	in	a	comparable	executable	environment	(e.g.	it	is	necessary	to	evaluate	the	consequences	of	a	change	of	the	compiler	or	of	a	different	software	architecture	format).	The	goal	of	indicating	the	use	of	pre-existent	software	is	to	open	up	consultations	with	the	analyst	as	early	as	possible	about		any
eventual	difficulties	that	this	type	of	software	might	cause.	The	integration	of	pre-existent	source	modules	can	be	the	cause	of	certain	anomalies	or	unsafe	behaviour	if	they	were	not	developed	with	the	same	rigour	as	the	rest	of	the	software.	O	O	Pre-existent	software	should	be	identified	using	the	same	configuration	management	principles	that	were
applied	to	the	rest	of	the	software.	Perfect	configuration	control	should	be	exercised	over	all	the	software	components,	regardless	of	their	origin.	O	O	Table	7	:	Pre-existent	Software	3.4.1.4.Software	design	Software	Design	Level	1	2	Description	of	the	software	design	should	include	at	the	very	least	:	-				a	description	of	the	software	architecture	that
defines	the	structure	decided	on	to	satisfy	specifications,	-				a	description	of	inputs	and	outputs	(e.g.	in	the	form	of	an	internal	and	external	data	dictionary),	for	all	the	modules	making	up	the	software	architecture,	-				sequencers	and	interruptions,	-				global	data,	-				a	description	of	each	software	module	(inputs/outputs,	algorithm,	design
particularities,	etc.),	-					libraries	used,	-				pre-existent	software	used.	O	O	Software	should	be	modular	in	order	to	facilitate	its	maintenance	:	·							each	module	or	group	of	modules	should	correspond,	if	possible,	to	a	function	in	the	specifications	·							interfaces	between	modules	should	be	as	simple	as	possible	The	general	characteristic	of	correct
software	architecture	can	be	summed	up	in	the	following	way	:	a	module	should	possess	a	high	level	of	functional	cohesion	and	a	simple	interface	with	its	environment	O	O	Software	should	be	designed	to	limit	those	parts	associated	with	safety:	-				data/functional	architecture:	strict	limitation	of	global	variables,	implementation	of	operators	on	state
variables	(visibility),	-				control	of	the	layout	of	arrays	in	memory	(risk	of	array	overflows).	O	O	Table	8	:	Software	Design	3.4.1.5.Development	languages	The	goal	of	these	requirements	is	to	ensure	that	the	designer	uses	a	programming	language	and	development	tools	that	are	well	adapted	to	the	software	being	developed,	and	that	these	tools	do	not
lead	to	the	introduction	of	errors	in	the	executable	code	on	the	target	machine.	The	following	requirements	can	be	applied	to	any	language	used	(if	more	than	one	language	is	used	simultaneously	on	the	same	system).	Generally,	the	most	widely	used	languages	include	:	·							an	assembly	language,	specific	to	the	microprocessor	or	microcontroller
employed,	·							an	advanced	programming	language	such	as	C.	Development	Languages	Level	1	2	The	selected	programming	language	should	correspond	to	the	characteristics	of	the	application,	and	should	be	fully	and	clearly	defined	or	at	least	limited	by	clearly	defined	characteristics.	The	characteristics	of	the	application	refer	to	such	factors	as
size,	type	(industrial	or	scientific	software,	management,	etc.),	and	any	performance	constraints.	For	example,	COBOL	does	not	satisfy	the	development	requirements	of	a	monitoring/control	application	on	an	industrial	machine.	Any	deficiencies	in	the	language	can	be	avoided	using	appropriate	coding	rules.	R	O	Table	9	:	Development	Languages
3.4.1.6.Software	coding	Coding	Level	1	2	The	source	code	should:	a)		be	readable,	understandable,	and	subject	to	tests,	b)		satisfy	design	specifications	of	the	software	module,	c)		obey	the	coding	manual	instructions.	O	O	The	coding	rules	applicable	to	a	given	software	product	should	be	outlined	in	detail	in	a	coding	manual	and	used	to	develop	the
software.	The	coding	manual	should	:	·							indicate	what	programming	principles	should	be	applied	and	prohibit	any	uncertain	language	aspects	·							describe	rules	for	source	code	presentation	and	documentation	·							include	conventions	used	in	naming	components,	subroutines,	variables	and	constants.	A	set	of	rules	are	provided	in	Appendix	A	of
this	document.	For	example,	indented	presentation	of	different	blocks	of	instructions,	use	of	blank	lines,	contents	of	the	source	file	header	(author's	name,	input	and	output	data,	modified	data,	etc.).	These	conventions	help	to	improve	software	legibility	and	maintenance.	R	O	Table	10	:	Coding	3.4.2.						Fault	detection	in	microcomputer	hardware
Programmable	electronic	systems	(PES)	have	the	ability	to	detect	faults	within	themselves	before	a	fault	is	manifested	as	a	failure	of	the	system.	The	techniques	and	measures	used	focus	on	different	parts	of	the	electronic	hardware	and	may	require	different	amount	of	system	effort.	It	is	regarded	as	state-of-the-art	to	implement	techniques	for	fault
detection	in	PES	used	in	safety-critical	applications.	3.4.2.1.Diagnostic	coverage	It	is	easy	to	imagine	some	possible	faults	which	can	cause	unexpected	behaviour	of	the	machine	which	is	controlled.	A	bit	in	a	memory	cell	may	be	stuck	at	”0”	or	”1”.	The	output	circuits	may	be	stuck	at	”ON”.	A	software	fault	may	cause	a	task	to	enter	an	”eternal	loop”.
Perhaps	interruptions	in	the	supply	power,	or	variations	in	the	voltage	level,	may	influence	the	execution	of	the	software.	Data	transferred	on	serial	communication	lines	may	be	distorted	by	interference.	An	internal	CPU	fault	might	cause	incorrect	execution.	There	are	techniques	and	measures	to	detect	such	faults	before	the	machine	gets	out	of
control.	When	numerical	values	are	needed	in	calculations,	60%	is	used	for	“low”	coverage,	90%	is	used	for	“medium”	coverage	and	99%	is	used	for	“high”	coverage.	The	quantification	of	the	diagnostic	coverage	for	different	methods	of	fault	detection	in	memory	and	I/O	units	is	based	on	values	extracted	from	the	IEC	61508	standard.	Those	values
are	the	results	of	theoretical	studies	based	on	a	simplified	probabilistic	approach.	The	lack	of	data	concerning	the	various	types	of	memory	chips,	and	the	assumption	that	the	potential	faults	are	equally	distributed	introduce	a	number	of	uncertainties.	Simple	tests	will	not	detect	all	hardware	faults.	Elaborate	tests	will	detect	many	hardware	faults	at
the	cost	of	much	processing	effort	spent.	The	diagnostic	coverage,	DC,	is	defined	as	the	fractional	decrease	in	the	probability	of	dangerous	hardware	failure	resulting	from	the	operation	of	the	automatic	diagnostic	tests.	[IEC	61508-4,	clause	3.8.6]	See	formula	1.	If	the	test	detects	all	faults,	the	coverage	is	100%.	If	no	faults	are	detectable,	the
coverage	is	0%.	diagnostic	coverage	DC		=						[1]	Another	definition	of	diagnostic	coverage,	DCN,		(see	formula	2)	relates	to	the	fraction	of	total	number	of	different	failures	that	is	detected	during	a	particular	test.	There	can	be	large	differences	between	the	two	ways	to	define	the	diagnostic	coverage.	The	probability	based	approach	distinguishes
between	faults	which	occur	with	different	probability,	while	the	number	based	approach	does	not.	Atest	technique	testing	technique		which	detects	faults	occurring	with	high	probability	is	very	well	likely	to	have	a	high	DC,	but	may	have	a	low	DCN	if	there	is	a	large	number	of	low	probability	faults	which	are	not	detected.	diagnostic	coverage	DCN	=		
									[2]	It	may	be	hard	to	find	numerical	values	for	the	probabilities	of	different	faults.	Sometimes	the	assumption	is	made,	that	all	faults	have	the	same	probability.	This	is	always	an	approximation	of	reality.	It	is	possible	to	make	a	numerical	calculation	of	the	coverage	of	some	methods.	While	the	coverage	of	some	other	methods	may	have	to	be
expressed	in	qualitative	ways	such	as	”high/medium/low”.	An	estimation	of	the	diagnostic	coverage	will	be	needed	to	be	able	to	compare	two	diagnostic	test	methods.	A	translation	from	the	qualitative	definition	“low/medium/high”,	to	a	quantitative	measure	expressed	as	a	percentage	will	be	needed.	This	report	has	chosen	to	follow	the	definitions
suggested	by	the	IEC	61508	standard.	(see	Figure	14).	High	coverage	is	used	for	techniques	and	measures	with	a	probability	higher	than	99%	to	detect	a	fault.	Medium	coverage	means	a	probability	less	than	99%,	but	higher	than	90%.	Low	coverage	will	correspond	to	a	diagnostic	coverage	greater	than	60%,	but	lower	than	90%.	Techniques	and
measures	offering	less	than	60%	probability	to	detect	faults	are	to	be	avoided	in	safety-related	parts	of	control	systems.	Figure	14	:	Diagnostic	coverage	defined	as	low,	medium	and	high	Similar	uncertainties	are	introduced	for	other	parts	of	the	PES.	The	probability	of	different	faults	in	the	processing	unit	will	depend	on	the	type	of	processor,	the
manufacturer,	the	production	process,	the	design	etc.	It	is	hardly	possible	to	state	a	probability	that	will	be	valid	in	all	cases.	Assuming	equal	probabilities	of	all	possible	faults,	the	previous	expressions	[1]	and	[2]	for	the	diagnostic	coverage	become	equivalent.	Faults	in	the	programme	sequence	will	have	different	probabilities	depending	on	the
programming	language,	the	experience	of	the	programmer,	the	testing	effort	etc.	It	will	not	be	easy	to	state	a	probability-based	diagnostic	coverage	for	the	programme	sequence	monitor.	The	most	valid	estimation	of	diagnostic	coverage	for	a	fault	detecting	method	should	at	this	stage	be	limited	to	one	of	the	three	levels	referred	earlier	in	this
section:	low,	medium	or	high.	The	level	chosen	may	be	different	if	probability,	or	numbers	of	errors,	is	used	for	the	definition	of	diagnostic	coverage.	However,	the	level	will	be	the	same	if	all	faults	are	equally	probable.	Diagnostic	test	interval	Methods	for	fault	detection	can	be	used	at	power-up	to	establish	if	the	electronic	system	is	fit	to	start
operating.	Faults	should	be	detected	at	start,	and	operation	must	not	be	allowed	to	start	when	faults	are	detected.	Such	a	power-up	test	will	not	detect	faults,	which	occur	during	operation.	Thus	it	will	not	be	suitable	for	systems	of	high	safety	integrity	with	strict	requirements	for	behaviour	at	fault.	Power-up	testing	is	sometimes	used	in	systems	with
moderated	moderating		safety	requirements,	and	short	operating	time	between	power-ups.	Fault	detection	may	also	be	performed	at	run-time	to	find	faults	occurring	during	operation.	The	diagnostic	test	interval	will	be	of	great	importance	to	decide	for	which	applications	the	system	can	be	used.	The	test	interval	will	be	the	maximum	time	during
which	an	undetected	fault	may	exist.	The	diagnostic	test	interval	is	defined	as	the	interval	between	on-line	tests	to	detect	faults	in	a	safety-related	system	that	have	a	specified	diagnostic	coverage	[IEC61508-4,	clause	3.8.7].	The	application	will	decide	the	requirement	fordiagnostic	test	interval,	which	depends	on	the	application	of	the	safety	system
and	its	architecture.	Normally	within	a	given	time	interval,	the	occurrence	of	a	component	failure	is	much	less	probable	than	the	execution	of	an	online	test.	For	a	single	channel	system,	the	diagnostic	time	interval	depends	on	the	mean	time	between	operation	demands	(see	chapters	5.3	&	6.3	of	Annex	6).	3.4.2.2.Methods	to	detect	faults	Processing
units	The	processing	unit	of	the	PES	may	suffer	from	faults	whichfaults,	which	may	cause	malfunction.	Examples	of	such	faults	could	be	bit	errors	in	one	of	its	internal	registers,	or	malfunctioning	of	the	instruction	decoder.	Self-testing	is	employed	by	designing	software	routines,	which	test	the	functionality	of	the	processing	unit.	Certain	operations
are	performed,	and	there	will	be	only	one	correct	result	of	such	a	test.	The	principle	of	letting	a	processor	whichprocessor,	which	might	be	defect	check	to	check	defect	itself,	relies	on	the	assumption	that	a	fault	will	corrupt	the	result	of	the	self-check.	The	self-test	has	to	be	designed	in	such	a	way	a	such	way	that	the	risk	for	a	fault	corrupting	the	test
itself	is	negligible.	Invariable	memory	ranges	Semiconductor	memories	may	fail	to	work	as	intended.	A	fault	in	the	invariable	memory	will	corrupt	the	source	code	and	constants	stored	there.	The	instructions	to	the	processing	unit	may	be	distorted,	and	important	constants	and	parameters	will	be	incorrect.	This	This	will	result	in	an	unpredictable
behaviour	of	the	machine	control	system.	It	is	important	to	try	to	detect	such	faults	before	the	execution	is	disturbed	disturbing	of	the	execution.	The	methods	for	checking	of	invariable	memory	all	rely	on	reading	the	memory	cells	and	compare	the	read	values	to	what	originally	stored	there.This	This	may	be	done	by	direct	comparison	towith		a
duplicate	area,	or	by	calculating	a	checksum	(or	signature).	The	checksum	will	then	be	compared	then	to	the	sum	whichsum,	which	was	originally	calculated	and	stored	in	memory.	Memory	tests	can	be	quite	time	consuming.	It	may	not	be	possible	to	cover	the	complete	address	range	at	one	time.	Run	time	checking	is	often	performed	by	checking	only
a	limited	address	range	each	time	the	memory	test	task	is	started.	After	a	large	number	of	calls	to	the	memory	test	task,	the	complete	memory	will	have	been	tested.	Variable	memory	ranges	Semiconductor	memories	may	fail	to	work	as	intended.	A	fault	in	the	variable	memory	will	corrupt	all	variables	stored	in	memory.	This	X	will	result	in	an
unpredictable	behaviour	of	the	machine	control	system.	The	methods	for	checking	variable	memory	rely	on	different	ways	to	stimulate	the	memory	cells,	and	check	that	the	function	(works	?)	correctly.	Test	patterns	of	different	complexity	can	be	written	and	then	read	back.	A	complex	test	pattern	will	have	a	higher	diagnostic	coverage	than	a	simple
test	pattern.	Also	testing	of	variable	memory	can	be	time	consuming,	as	described	above	for	invariable	memory.	I/O	Units	and	Interface	Interfaces	to	external	units	are	present	on	many	safety-related	machine	control	systems.	They	can	be	analogue,	digital,	serial	or	parallel.	The	external	communication	through	these	interfaces	can	be	of	great
importance	for	the	safety.	The	status	of	the	I/O	units	and	interfaces	may	be	critical,	and	should	therefore	be	monitored.	Data	paths	Even	a	physically	small	PES	may	consist	of	several	internal	units	whichunits,	which	communicate.	Examples	of	such	data	paths	are	electrical	parallel	buses,	serial	buses	and	optical	fibres.	The	data	paths	between	the
internal	units	may	fail,	and	should	be	checked.	Important	signals,	such	as	alarm	signals,	originating	from	one	unit	should	be	detected	and	processed	by	the	appropriate	receiving	unit.	Power	supply	All	safety-related	programmable	electronic	systems	should	have	some	kinds	of	circuitry	to	ensure	that	operation	will	not	be	started	before	an	adequate
supply	voltage	has	been	reached.	The	behaviour	of	the	processor	and	other	electronic	circuits	is	only	specified	only	for	a	specific	voltage	range.	Monitoring	of	the	supply	voltage	level	will	also	be	important	also	during	run-time.	Interruptions	of	the	power	supply	will	cause	the	electronic	hardware	to	enter	an	undefined	range	where	the	exact	behaviour
cannot	be	foreseen.	The	monitoring	circuit	must	give	an	alarm	in	time	before	than	the	voltage	reaches	a	threshold	value.	The	PES	should	have	a	”graceful	death”	bringing	the	controlled	machinery	to	a	safe	state.	The	programmable	electronic	system	should	then	have	then	time	to	take	proper	action	to	enter	a	safe	state.	It	may	also	be	necessary	to
save	machine	status	and	calculated	values	in	a	non-volatile	memory.	The	output	signal	from	the	hardware	circuit	monitoring	the	power	supply	can	be	either	static	or	dynamic.	The	output	from	a	static	monitor	will	indicate	proper	power	supply	with	a	constant	high	or	low	output	signal.	A	change	of	the	output	will	give	an	alarm	to	the	processor.	A
monitor	built	on	a	dynamic	principle	will	have	a	dynamic	output	signal.	Power	failure	will	be	indicated	by	a	constant	signal.	The	most	common	way	to	implement	a	supply	power	monitoring	is	to	use	a	standard	commercial	supply	power	monitor	circuit.	Such	ICs	are	available	from	several	semiconductor	manufactures.	A	disadvantage	with	this	type	of
circuit	is	that	it	is	normally	not	testable,	i.e.	a	fault	in	the	circuit	will	not	be	noticed	before	the	PES	is	shut	down	in	an	uncontrolled	way.	Also	over-voltage	may	create	unwanted	behaviour	of	the	control	system.	Checking	facilities	can	also	be	implemented	to	react	on	over-voltage	before	the	specified	operating	voltage	is	exceeded,	and	the	behaviour
cannot	be	guaranteed.	One	example	when	over-voltage	detection	is	needed	may	be	a	dual-channel	system	using	a	single	power	supply.	Programme	sequence	The	execution	sequence	of	the	software	may	be	distorted	by	either	software	faults,	hardware	faults	or	environmental	disturbances.	This	will	with	great	probability	lead	to	incorrect	behaviour	of
the	programmable	electronic	system.	The	consequences	of	such	a	fault	are	not	possible	to	foresee	since	”anything	may	happen”.	However,	there	are	well	establishedwell-established	techniques	to	monitor	the	programme	sequence.	The	monitoring	of	programme	sequence	may	be	realised	both	in	hardware	and	in	software.	A	combination	of	a	hardware
unit	(”watchdog”)	with	a	logical	monitoring	realised	in	software	will	be	the	most	powerful.	But	also	less	sophisticated	techniques	built	on	simple	hardware	or	software	solutions	will	certainly	be	able	to	detect	some	errors	in	the	programme	sequence.	There	are	several	hardware	solutions	for	watchdog	functionality.	Many	microcontrollers	offer	a
watchdog	circuit	on-chip.	The	watchdog	is	then	programmed,	activated	and	controlled	through	internal	registers	of	the	controller.	There	are	also	special	circuits	available	to	supervise	microcontrollers.	Such	circuits	often	offer	the	facility	of	a	watchdog.	Another	solution	is	to	design	a	separate	hardware	circuitry	based	on	a	monostable	flip-flop
whichflop,	which	has	to	be	retriggered	at	a	specified	interval.	The	watchdog	circuit	is	preferred	to	be	hardware	independent	from	the	processor	itself.	The	same	error	which	causes	the	fault	in	programme	sequenceerror,	which	causes	the	fault	in	programme	sequence,	should	not	cause	also	the	watchdog	to	stop	functioning.	There	is	an	increased	risk
for	this	if	the	watchdog	is	integrated	on	the	same	chip	as	the	processor.	Special	caution	must	be	paid	if	the	time	base	used	by	the	processor	and	the	watchdog	is	the	same.	A	clock	fault	might	then	affect	both	the	microcontroller	and	the	watchdog.	A	good	watchdog	should	be	tested	or	fail-safe.	Systems	with	high	requirements	for	functional	safety	may
let	the	processor	fake	a	watchdog	alarm	at	every	power-up,	or	at	a	periodic	interval.	The	processor	will	then	detect	if	the	watchdog	is	non-operational.	Otherwise	there	is	a	risk	for	a	fault	in	the	watchdog	to	pass	unnoticed,	until	it	really	will	be	needed.	Another	possibility	is	to	design	a	watchdog	circuitry	where	single	hardware	faults	will	cause	an
alarm.	A	detected	fault	in	the	program	sequence	will	require	different	kinds	of	actions	depending	of	the	type	of	system.	It	is	important	that	the	correct	action	is	taken.	It	will	not	be	enough	to	design	a	watchdog	into	the	system,	and	not	specify	properly	which	action	shall	be	taken	at	fault.	Most	machines	have	a	safe	state	whichstate,	which	shall	be
entered	when	a	fault	is	detected.	A	watchdog	circuit	may	force	the	processor	and	the	outputs	to	the	safe	state	where	signals	are	inactive.	Another	possibility	is	that	a	watchdog	alarm	will	cut	the	power	to	the	outputs	and	leave	the	machine	in	safe	state.)	This	safe	state	must	not	be	possible	to	exit	without	a	dedicated	action	of	reset.	For	applications
with	requirements	for	high	availability,	the	watchdog	alarm	may	be	used	to	isolate	one	of	the	processors	and	let	a	redundant	unit	take	over	without	affecting	the	normal	operation	of	the	system.	3.4.2.3.Requirements	The	requirements	listed	in	this	report	are	combined	to	form	adequate	safety	principles	for	a	certain	category	(B,	1,	2,	3	or	4).	Different
safety	principles	are	listed	for	the	different	architectures	in	category	3	and	4.	A	dual-channel	system	employing	safety	principles	of	medium	diagnostic	coverage	may	provide	the	same	probability	for	failure	of	the	safety	function,	as	a	single	channel	system	using	safety	principles	with	high	diagnostic	coverage.	Some	of	the	checking	principles	may	be
applied	either	at	power-up,	or	continuously	during	run-time.	This	will	be	much	depending	on	the	application	and	no	specific	requirements	are	given	for	when	(or	how	often)	the	checking	must	take	place.	Processing	unit	3.4.2.3.1.1.Programme	seq	Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.1.a	The	CPU	shall	be	checked	for	stuck-at	failures	of
registers	and	internal	RAM.	x	x	x	x	4.1.b	The	decoding	and	execution	of	instructions	shall	be	checked.	x	x	4.1.c	All	registers	must	be	checked.	x	x	4.1.d	Faults	in	the	processing	unit	shall	be	indicated	by	the	PES.	x	x	x	x	Minimum	diagnostic	coverage	-	-	High	Medium	High	Medium	Table	11	::	Safety	principles	for	monitoring	of	the	processing	unit
Invariable	memory	ranges	3.4.2.3.1.2.Programme	seq	Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.2.a	The	PES	shall	be	able	to	detect	faults	in	the	invariable	memory.	x	x	x	x	x	4.2.b	The	complete	address	range	must	be	checked.	x	x	4.2.c	Memory	failures	shall	be	indicated	by	the	PES.	x	x	x	x	x	Minimum	diagnostic	coverage	-	Low	High	Medium	High
Medium	Table	12	::	Safety	principles	for	monitoring	of	invariable	memory	Variable	memory	ranges	3.4.2.3.1.3.Programme	seq	Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.3.a	The	PES	shall	be	able	to	detect	faults	in	the	variable	memory.	x	x	x	x	x	4.3.b	The	complete	address	range	must	be	covered.	x	x	x	4.3.c	Memory	failures	shall	be	indicated	by
the	PES.	x	x	x	x	x	Minimum	diagnostic	coverage	-	Low	High	Medium	High	Medium	Table	13	::	Safety	principles	for	monitoring	of	variable	memory	I/O	Units	and	Interface	3.4.2.3.1.4.Programme	seq	Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.4.a	The	PES	shall	automatically	check	the	input	and	output	units	(digital,	analogue,	serial	or	parallel).	x	x	x
x	4.4.b	Faults	detected	in	the	internal	communication	shall	be	indicated.	x	x	x	x	Minimum	diagnostic	coverage	-	-	High	Medium	High	Medium	Table	14	:	Safety	principles	for	monitoring	of	I/O	units	and	interface	Data	paths	3.4.2.3.1.5.Programme	seq	Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.5.a	The	PES	shall	automatically	check	the	internal
communication.	x	x	x	x	4.5.b	Faults	detected	in	the	internal	communication	shall	be	indicated.	x	x	x	x	Minimum	diagnostic	coverage	-	-	High	Medium	High	Medium	Table	15	::	Safety	principles	for	monitoring	of	data	paths	Power	supply	3.4.2.3.1.6.Programme	seq	Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.6.a	The	PES	shall	be	able	to	detect
decreases	in	the	supply	voltage,	and	the	execution	of	the	processor	must	be	halted	in	a	controlled	way.	x	x	x	x	x	x	4.6.b	The	supply	voltage	monitoring	circuit	must	be	dynamic,	i.e.	correct	supply	voltage	is	indicated	by	a	dynamic	signal.	x	or	46c	x	or	46c	4.6.c	The	supply	voltage	monitor	circuit	must	be	fail-safe,	i.e.	a	fault	in	the	circuitry	shall	lead	to	a
power	fail	alarm.	x	or46b	x	or46b	4.6.d	Power	supply	failures	shall	be	indicated	by	the	PES.	x	x	x	x	Minimum	diagnostic	coverage	Low	Low	High	Medium	High	Medium	Table	16	:	Safety	principles	for	monitoring	of	supply	power	Programme	sequence			Category	B	2	3	Single	3	Dual	4	Dual	4	Triple	4.7.a	The	PES	shall	have	a	watchdog	implemented	in
hardware	to	monitor	the	program	sequence	x	x	x	x	x	x	4.7.b	The	hardware	(especially	the	time	base)	used	for	the	watchdog	shall	be	independent	of	the	processor	it	is	supposed	to	supervise.	x	x	4.7.c	There	shall	be	software	means	of	monitoring	the	program	sequence.	x	x	x	x	4.7.d	The	watchdog	must	be	automatically	tested	by	the	software	at	power-
up	or	a	periodic	intervals.	x	or	47e	x	or	47e	4.7.e	The	watchdog	must	be	fail-safe,	i.e.	a	fault	in	the	watchdog	circuitry	will	lead	to	a	watchdog	alarm.	x	or	47d	x	or	47d	4.7.f	A	watchdog	alarm	shall	be	indicated	by	the	PES	x	x	x	x	Minimum	diagnostic	coverage	Low	Low	High	Medium	High	Medium	Table	17	:	Safety	principles	for	monitoring	of	program
execution	3.4.2.3.1.Complex	Integrated	Circuits	Application-Specific	Integrated	Circuits	(ASICs)	are	used	in	electronic	systems	dedicated	to	the	management	of	safety	functions.	These	complex	integrated	circuits	may	incorporate	several	million	transistors,	and	so	cause	problems	for	the	evaluation	of	the	functional	safety	of	the	systems	that	include
them.	For	discrete	components	(relays,	transistors,	resistors,	capacitors,	etc.)	the	analyst	can	evaluate	the	safety	level	by	simulating	virtually	all	the	device’s	fault	situations,	using	a	practically	exhaustive	list	of	possible	failures.	For	complex	electronic	circuits	such	as	ASICs,	this	exhaustive	approach	is	impossible.	To	evaluate	the	operational	safety
characteristics	it	is	necessary	to	know	the	failure	modes	of	the	components	used,	and	this	is	not	possible	for	these	circuits.	The	traditional	methods	of	testing	performance	in	the	presence	of	faults	are	inadequate.	It	is	therefore	necessary	to	tackle	the	evaluation	not	only	by	updating	subsequent	tests	on	the	finished	products	but	also	by	extending	the
field	of	investigation	from	the	origin	of	the	faults	considered	:considered:	errors	of	specification,	design	or	production,	internal	faults,	or	external	effects.	The	validation	test	scheme	results	in	the	sum	of	independent	verification	steps	during	the	implementations	process.	The	complete,	uninterrupted	sequence	of	verification	steps	provides	the	objective
evidence	(„validation”)	that	the	final	result	(e.	g.	the	programmed	FPGA)	fulfils	the	initial	requirements	for	the	intended	use	and	the	required	safety	category.	3.4.2.3.2.Technology	The	term	”complex	component”	may	be	applied	to	a	wide	variety	of	devices.	The	range	spans	different	process	technologies,	different	design	and	implementation
methodologies	as	well	as	different	levels	of	complexity.	A	number	of	typical	products	and	design	methodologies	for	integrated	circuits	are	described	below.	The	number	of	parties	involved	in	the	design	and	validation	process	varies	as	well	as	the	responsibility	for	the	work	packages	within	the	design	flow.	CICs	may	be	divided	into	three	main	families
:families:	programmable	circuits,	prediffused	arrays,	and	precharacterised	arrays.	Figure	15	::	The	families	of	CICs	Programmable	circuits	are	components	made	up	of	matrices	of	gates,	connecting	tracks	and	complex	cells	such	as	registers,	bistable	devices,	and	so	on.	The	user	makes	the	interconnections	between	the	cells	according	to	his	application
purposes	using	a	programming	tool.	The	different	arrangements	of	cells,	the	complexity	available	and	the	interconnection	technologies	used	determine	the	different	sub-families	of	programmable	logic	devices	(PLDs)	:)	:	Programmable	Array	Logic	(PAL)	circuits	consisted	solely	of	one	programmable	AND	matrix	and	another	fixed	OR	matrix.
Programmable	Logic	Array	(PLA)	circuits	consisted	of	programmable	AND	and	OR	matrices.	These	circuits	can	very	easily	incorporate	more	complex	cells,	but	are	now	obsolete.	Complex	Programmable	Logic	Device	(CPLD)	and	High	Capacity	PLD	(HCPLD)	circuits	are	a	development	of	PLDs	containing	a	large	number	of	very	complex	basic	cells.	In
all	these	PLD	circuits,	the	cells	are	interconnected	in	arrays	and	the	user	removes	the	unwanted	connection	points	by	breaking	the	track.	This	programming	is	not	reversible.	The	Erasable	Programmable	Logic	Device	(EPLD)	is	a	PLD	that	can	be	programmed	electrically	and	erased	using	UV	light	using	the	EPROM	memory	technique.	The	Electrically
Erasable	Programmable	Logic	Device	(EEPLD)	is	a	PLD	that	can	be	programmed	and	erased	electrically	using	the	EEPROM	memory	technique.	These	two	sub-families	encompass	erasable	and	reprogrammable	PLDs,	techniques	that	are	very	useful	in	prototyping.	Field	Programmable	Gates	Array	(FPGA)	circuits	employ	two	interconnection
techniques	:techniques	:	the	non-melt	technique	for	which	the	user	sets	up	connection	points	by	breaking	down	a	dielectric	(an	irreversible	configuration)	and	SRAM	for	which	the	configuration	of	the	connections,	stored	in	a	ROM	memory,	is	automatically	loaded	into	a	solid-state	RAM	each	time	the	circuit	is	switched	on.	The	interconnections	are
made	by	MOS	transistors	turned	on	by	commands	from	the	RAM	(reconfigurable).	They	include	complex	cells	such	as	registers,	multiplexers,	etc.,	and	represent	strong	competition	for	the	pre-diffused	family.	A	prediffused	circuit	is	an	incomplete	circuit.	The	deep	layers	of	the	component	are	made	beforehand	by	the	constructor.	The	user	designs	the
interconnections	of	his	circuit	in	tracks	provided	for	this	purpose	using	a	CAD	method.	The	circuit	will	then	be	finished	by	the	constructor	who	creates	these	connections	on	a	final	layer	of	aluminium.	This	family	is	subdivided	into	three	sub-groups	:groups	:	Gate	Arrays	are	organised	into	rows	of	basic	cells	and	interconnection	tracks	that	are	fixed	in
location	and	size.	Seas	of	Gates	or	”silicon	seas”	are	circuits	with	a	high	density	of	transistors	but	no	tracks.	The	interconnections	are	made	on	top	of	these	transistors	by	a	special	metal	layer,	giving	the	user	considerable	flexibility	for	defining	functions	and	connections.	Embedded	Arrays	offer	composite	solutions	that	employ	the	best	features	of	the
various	families	:families	:	the	complexity	and	optimisation	of	precharacterised	circuits,	the	short	development	time	of	prediffused	circuits,	the	high	density	of	seas	of	gates,	and	so	on.	With	precharacterised	arrays,	the	user	has	a	software	library	of	standard	cells	that	are	defined	and	characterised	by	the	constructor.	He	chooses	the	cells	necessary	for
producing	the	functions	required	and	can	design	all	the	interconnection	masks.	This	circuit	is	more	optimised	than	a	prediffused	circuit.	The	most	evolved	form	of	precharacterised	circuit	is	the	silicon	compilation.	This	circuit	is	optimised	as	regards	the	parametrisable	cells,	RAM,	ROM,	multiplexers,	connection	of	logic	functions,	and	so	on,	using	a
description	of	the	component	in	a	high	level	language.	PLD	CPLD	FPGA	gate	array	cell	based	ASIC	core	based	ASIC	full	custom	ASIC	standard	IC		functional	specification	C	C	C	C	C	C	V		implementation	C	C	D	D	D,	M	D	V		place	&	route,	layout	V	C	V	D	D,	M	D	V		wafer	production	V	V	V	V	V	V	V		packaging	V	V	V	V	V	V	V		test	V,	C	V,	C	V,	D	V,	D	V,	D	V	V
	responsibilities	V			IC	/	ASIC	vendor	(manufacturer)	C			end	customer,	system	and	application	development	D			ASIC	design	centre	M			macro	core	(pre-designed	functional	blocks)	vendor	Table	18	::	Overview	of	Integrated	Circuits	Standard	IC	are	manufactured	in	large	quantities	and	applied	for	different	applications.	Functionality,	validation,
production	and	production	test	aretests	are	solely	in	the	hand	of	the	semiconductor	vendor.	Manual	manipulations	and	optimisations	at	layout	level	are	frequently	used	to	reduce	required	area.	Not	designed	for	safety-related	systems,	fault	avoidance	during	the	design	process	is	only	adequate	for	standard	products.	Frequent	changes	in	production
process,	process	technology	and	layout	are	likely	for	cost	and	yield	optimisation.	Number	of	components	manufactured	using	a	certain	process	or	mask	revision	areNumber	of	components	manufactured	using	a	certain	process	or	mask	revision	is	not	publicly	known.	Design	and	production	of	full	custom	ASIC	is	similar	to	standard	IC,	with	functionality
defined	by	end	customer.	Core	Based	ASIC	areis	based	on	pre-layouted	or	generated	macro	cores,	connected	by	additional	logic.	Examples	for	pre-layouted	macros	are	standard	microprocessor	cores,	peripheral	components,	communication	interfaces,	analogue	blocks,	special	function	I/O	cells.	Examples	for	generated	macros	include	embedded	RAM,
ROM,	EEPROM	or	FLASH.	Generated	blocks	are	assumed	to	be	„correct	by	construction”,	based	on	design	rules.	Pre-layouted	or	generated	macros	are	process	specific	but	may	be	ported	to	different	technologies.	In	most	cases,	the	macro	cores	are	not	identical	to	the	original	discrete	off-the-shelf	components	(different	process,	provided	by	a	third
party).	Cell	Based	ASIC	are	based	on	logic	primitives	(like	AND,	OR,	Flip-Flop,	Latch)	taken	from	a	cell	library.	The	gate-level	netlist	containing	the	logic	primitives	and	the	interconnections	is	usually	created	from	a	high	level	hardware	description	language	(VHDL,	Verilog)	using	synthesis	tools.	The	functional	and	timing	characteristics	of	the	logic
primitives	is	characterised	in	the	cell	library;	these	parameters	are	used	to	drive	the	synthesis	tool	and	are	also	used	for	simulation.	In	addition,	layout	tools	are	used	to	place	the	cells	and	to	route	the	interconnects.	Multi	Chip	Module	(MCM)	are	multiple	chips	(dies)	and	passive	components	mounted	on	a	common	substrate	and	assembled	into	a
single	package.	In	most	cases,	package	and	outline	is	similar	a	standard	IC.	The	chips	(dies)	use	for	MCM	production	are	usually	pre-validated,	but	not	finally	characterised.	Thus,	testing	under	environmental	conditions	needs	to	be	done	at	MCM	level.	MCM	is	primarily	a	different	packaging	technology.	Design	methodology	for	the	individual	parts	of
the	MCM	is	mostly	identical	to	the	design	methodology	for	system	build	on	conventional	printed	circuit	boards.	Therefore,	MCM	are	not	further	discussed	in	this	report.	Chip	On	Board.	(COB)	has	a	die	which	is	bonded	directly	on	the	printed	circuit	board	and	hermetically	sealed	afterwards,	instead	of	using	chips	(dies)	in	conventional	packages.	COB
is	primarily	a	different	packaging	technology,	thus	no	further	discussed	in	this	report.	3.4.2.3.3.Faults	in	ASICs	For	safety-related	integrated	circuits,	the	different	product	types	require	different	validation	concepts.	For	example,	the	layout	and	placement	of	the	cells	of	a	gate	array	or	a	FPGA	is	fixed;	components	based	on	these	predefined	structures
are	manufactured	in	larger	numbers,	thus	the	structure	itself	might	be	considered	as	„proven	in	use“	after	some	time.	For	the	other	product	types	listed	in	the	previous	paragraphs,	the	structure	is	define	during	the	layout	process.	Thus,	especially	for	deep	sub-micron	processes,	interference	between	neighbouring	cells	or	interconnections	are
possible,	with	actual	influence	on	the	chips	functionality.	It	is	obvious	that	this	situation	has	to	be	considered	during	validation	testing	and	fault	injection.	Generally	speaking	an	application	developed	using	an	ASIC	will	be	more	reliable	than	one	with	standard	circuits.	First	of	all,	reliability	is	inversely	proportional	to	the	number	of	connections
between	units	and,	secondly,	low	power	also	means	better	reliability.	However,	for	these	complex	components	:	Knowledge	of	faults,	and	any	cause/fault	correlation,	are	no	more	than	partial.	Reducing	the	physical	size	of	the	basic	components	creates	new	faults.	The	growing	complexity	increases	the	probability	that	design	faults	will	appear.	The
more	limited	spread	of	ASICs	compared	with	standard	circuits	means	that	interpreting	the	feedback	of	experience	is	more	difficult.	3.4.2.3.4.Phase	model	It	is	useful	to	identify	the	major	steps	that	lead	to	a	production-ready	component.	This	”phase	model”	is	intended	to	be	more	general	than	the	two	design	flows	given	in	chapter	3.4.3.3.	Based	on	the
phase	model	from	the	IEC	61508,	the	following	phases	are	identified	:	[1]										Specification:	Textual	or	formal	description	of	the	device’s	functionality.	[1]										Design	Description:	Formal	description	(e.	g.	Boolean	Equations,	Schematic,	(V)HDL)	that	may	be	automatically	translated	into	a	fusemap	/	bitstream	(PLD,	FPGA)	or	gate	level	netlist	(Gate
Array,	ASIC).	[2]										Implementation:	Transformation	of	the	design	description	into	a	netlist	/	fusemap	/	bitstream	that	may	be	used	to	produce	or	program	the	component.	This	phase	is	subdivided	into	two	phases:	”Implementation	I”	maps	the	design	description	into	the	primitives	of	the	target	device	(logic	blocks,	gates),	”Implementation	II”
produces	the	final	information	required	for	the	component	production	or	programming	(fusemap	or	bitstream	file,	layout	database).	[3]										Production:	Production	(programming)	of	the	component,	based	on	the	output	of	the	implementation	phase.	[4]										Post	Production	:	The	component	is	available	for	standard	system	integration	and	validation
tests.	3.4.2.3.5.Design	Flow	The	description	of	the	development	work	can	also	be	made	as	a	flow	chart	of	activities.	Simplified	design	flows	for	Application	Specific	Integrated	Circuits	(ASICs)	and	Programmable	Logic	Devices/Field	Programmable	Gate	Arrays	(PLD/FPGA)	show	the	different	methodologies,	design	steps	and	tools	typically	used	for	the
development	of	complex	components	(for	further	details	on	safety	issues	see	Annex	WP	3.3).	Figure	16	:	ASIC	Simplified	Design	Flow	It	is	possible	to	identify	several	potential	safety	hazards	in	all	the	activities	during	the	design.	The	design	of	complex	components	for	safety-related	machine	control	systems	will	require	attention	to	hazards	such	as	:
Vendor-dependent	quality	of	the	soft	core	or	macro	libraries.	Correctness	is	not	guaranteed.	Faults	during	the	synthesis	process	(caused	by	the	synthesis	tool).	Only	faults	covered	by	the	test	pattern	set	of	the	production	are	revealed.	Thus,	high	fault	coverage	is	mandatory.	For	PLD	type	devices,	timing	is	assumed	to	be	”correct	by	construction”,	so
the	actual	timing	is	not	verified.	Only	the	successful	programming	may	be	checked	by	reading	out	the	programmed	pattern	in	the	production.	This	does	not	guarantee	correct	behaviour	of	the	device	(same	reasoning	as	for	volatile	devices).	Figure	17	:	PLD/FPGA	Simplified	Design	Flow	3.4.2.3.6.Field	experience	The	definitions	of	IEC	61508	(part	2)
for	class	A	and	B	components	implies	that	„field	experience	should	be	based	on	at	least	100.000	hours	operating	time	over	a	period	of	two	years	with	10	systems	in	different	applications.“	Especially	for	complex	standard	components,	it	is	not	known	to	the	end	user	whether	the	devices	that	are	actually	used	on	the	circuit	board	are	manufactured	for
the	required	period	of	time	with	the	current	mask	revision	and	on	the	current	process	line.	Even	if	the	standard	component	is	available	for	many	years,	modifications	during	that	period	of	time	are	most	likely,	contradicting	the	requirements	laid	down	in	IEC	61508.	For	complex	application	specific	integrated	circuits	(ASICs),	the	terms	„experience“	or
„proven	in	use“	should	be	clarified	and	related	to	the	different	inputs	for	the	design	process	:	Process	technology.	Design	rules	for	cell	placement,	interconnect	and	layout.	Pre-layouted	or	generated	macro	cores.	Cell	libraries,	including	layout	information	and	simulation	models.	Soft	macros.	Design	tools:	layout,	synthesis,	simulation.	In	addition,	rules
for	fault-avoidance	during	the	design	process	and	for	the	validation	tests	after	migration	to	another	process	technology	have	to	be	worked	out.	Equal	strategies	must	be	used	for	both	standard	integrated	circuits	and	application	specific	circuits,	because,	for	example,	it	is	not	acceptable	that	changes	in	standard	IC	are	silently	accepted	while	the	same
modification	of	an	application	specific	device	requires	additional	validation	tests.	3.5.												Validation	3.5.1.						Introduction	In	general,	validation	process	is	made	to	confirm	by	examination	and	provision	of	objective	evidence	that	the	particular	requirements	for	a	specific	intended	use	are	fulfilled	[IEC	61508-4,	clause	3.8.2].	When	validation	is
related	to	safety	related	parts	of	a	control	system	the	purpose	is	to	determine	the	level	of	conformity	to	their	specification	within	the	overall	safety	requirements	specification	of	the	machinery	[pr	EN	954-2	1999].	Carrying	out	a	validation	process	can	be	a	laborious	task	especially	for	complicated	systems,	which	have	got	high	safety	demands.
However,	although	the	process	can	be	laborious	it	is	also	necessary.	Validation	is	often	needed	for	the	following	purposes	:	to	prove	customers	that	the	product	is	applicable	for	the	intended	purpose,	to	prove	authorities	that	the	product	is	safe	and	reliable	enough	for	the	intended	purpose,	to	prove	the	manufacturer	that	the	product	is	ready	for	the
market,	to	prove	the	reasons	for	specific	solutions,	to	have	documentation	to	help	future	alterations	of	the	product,	to	prove	the	quality	of	the	product.	The	validation	process	has	been	growing	to	meet	the	common	needs	as	the	technology	has	developed.	Simple	systems	can	be	analysed	(FMEA)	and	tested	(fault	injection)	quite	thoroughly.	Systems
with	moderate	complexity	can	be	analysed	quite	thoroughly,	but	the	tests	cannot	cover	the	whole	system.	Very	complex	systems	cannot	be	analysed	totally	in	details	and	also	thorough	tests	are	not	possible.	A	number	of	different	methods	are	needed	in	the	process.	Analyses	are	needed	at	least	in	the	system	level	and	the	detailed	component	level,	but
also	requirements	related	to	different	lifecycle	phases	have	to	be	fulfilled.	This	means	that	attributes	such	as	quality	control,	correct	design	methods	and	management	become	more	important	since	most	of	the	failures	or	errors	are	related	to	these	kind	of	issues.	Confidence	is	a	very	important	factor	related	to	the	validation	process.	The	user	of	the
validation	documents	has	to	trust	the	validation	quality,	otherwise	the	validation	has	no	meaning.	The	validation	activities	are	actually	carried	out	to	convince	someone	that	the	product	is	properly	designed	and	manufactured.	One	way	to	increase	the	confidence	is	to	perform	the	validation	process	according	to	existing	requirements	and	guides,	and	to
have	objective	experts	involved	in	the	validation	process.	3.5.2.						Validation	process	Safety	validation	process	consists	of	planning	and	actual	validation.	The	same	process	can	be	applied	also	for	subsystems.	A	checklist	or	other	guide	is	needed	in	the	process	to	include	all	necessary	actions	to	the	safety	validation	plan.	The	phases	of	the	validation
process	are	presented	in	Figure	18.	First,	validation	plan	is	made	according	to	known	validation	principles.	Then	the	system	is	analysed	according	to	the	validation	plan	and	the	known	criteria	and	design	considerations.	Testing	is	carried	out	according	to	the	validation	plan	and	the	results	of	the	analysis.	All	the	phases	have	to	be	recorded	in	order	to
have	a	reliable	proof	of	the	validation	process	and	the	documents	to	help	future	modifications.	Figure	18	:	Overview	of	the	validation	process	[prEN	954-2	1999]	Validation	planning	The	purpose	of	safety	validation	planning	is	to	plan	out	that	the	safety	requirements	(e.g.	standards	EN	954	or	IEC	61508)	are	tested	or	analysed.	Safety	validation
planning	is	performed	to	facilitate	and	to	enhance	the	quality	of	safety	validation.	The	planning	states	the	organisation	and,	in	chronological	order,	the	tests	and	verification	activities	needed	in	the	validation	process.	A	checklist	is	needed	in	the	planning	process	in	order	to	include	all	essential	analyses	and	the	tests	into	the	safety	validation	plan.	Such
checklist	can	be	gathered	from	IEC	61508-1,	prEN	954-2	or	Nordtest	Method.	Large	control	systems	may	include	separate	subsystems,	which	are	convenient	to	validate	separately.	The	main	input	for	safety	validation	planning	are	the	safety	requirements.	Each	requirement	shall	be	tested	in	the	validation	process	and	the	passing	criteria	shall	be
declared	in	the	plan.	It	is	also	important	to	declare	the	person(s)	that	makes	the	decisions	if	something	unexpected	happens,	or	who	has	the	competence	to	do	the	validation.	As	a	result,	safety	validation	planning	gives	a	guideline	how	to	perform	safety	validation.	Validation	The	purpose	of	safety	validation	is	to	inspect	that	all	safety	related	parts	of
the	system	meet	the	specification	for	safety	requirements.	Safety	validation	is	carried	out	according	to	the	safety	validation	plan.	As	a	result	of	the	safety	validation,	it	is	possible	to	see	that	the	safety	related	system	meets	the	safety	requirements	since	all	the	safety	requirements	are	validated.	When	discrepancies	occur	between	expected	and	actual
results	it	has	to	be	decided	whether	to	issue	a	request	to	change	the	system	or	the	specifications	and	possible	applications.	Also,	it	has	to	be	decided	whether	to	continue	and	make	the	needed	changes	later	or	to	make	changes	immediately	and	start	the	validation	process	in	an	earlier	phase.	3.5.2.1.Validation	by	analysis	Different	analysing	techniques
are	needed	in	different	phases	of	the	design.	At	first,	hazard	identification	and	risk	analysis	techniques	are	useful.	Such	techniques	are	e.g.	“hazard	and	operability	study	(HAZOP)”,	“preliminary	hazard	analysis	(PHA)”,	and	techniques,	which	use	hazard	lists.	There	are	many	techniques	for	software	verification	and	for	probabilistic	approach	to
determine	safety	integrity.	In	software	verification	the	software	errors	are	searched	systematically	by	using	e.g.	data	flow	analysis,	control	flow	analysis,	software	FMEA,	or	sneak	circuit	analysis	(see	IEC	61508-7).	In	probabilistic	approach,	it	is	expected	that	the	verification	process	is	already	carried	out	and	statistical	values	are	used	to	calculate	a
probabilistic	value	for	executing	the	program	correctly.	There	are	also	methods	for	verifying	component,	such	as	ASIC,	designs.	This	chapter,	however,	is	concentrating	on	analysis	techniques,	which	are	used	in	analysing	control	systems.	There	are	two	basic	type	of	techniques	for	analysing	systems	:	Top-down	methods	(deductive),	which	begin	with
defined	system	level	top	event(s)	and	the	initiating	factors	are	concluded.	Bottom-up	methods,	which	begin	with	single	failures	and	the	system	level	consequences	are	concluded.	Both	analysing	techniques	have	their	advantages	and	disadvantages,	but	after	all	the	value	of	the	results	depend	on	the	analyst.	The	techniques	can,	however,	make	the
analyst	more	observant	to	detect	certain	type	of	failures	or	events.	Bottom-up	methods	tend	to	help	the	analyst	to	detect	all	single	failures	and	events,	since	all	basic	events	are	considered.	Top-down	methods	tend	to	help	the	analyst	to	detect	how	combined	effects	or	failures	can	cause	a	certain	top	event.	Top-down	methods	are	good	if	only	the	critical
events	have	to	be	analysed.	Bottom-up	methods	are	good	if	the	whole	system	has	to	be	analysed	systematically.	The	basic	demand	is	that	the	analysing	technique	has	to	be	chosen	so	that	all	critical	events	are	to	be	detected	with	the	minimum	duty.	Top-down	methods	give	an	overview	of	the	system,	show	the	critical	parts,	systematic	failures	and
human	factors.	Bottom-up	methods	consider	the	system	systematically	and	a	lot	of	failures	are	found.	Combined	bottom-up	and	top-down	approach	is	often	likely	to	be	an	efficient	technique.	The	top-down	analysis	provides	the	global	picture	and	can	focus	the	analysis	to	areas	that	are	most	significant	from	the	overall	performance	point	of	view.
Bottom-up	methods	can	then	be	focused	on	the	most	critical	parts.	Bottom-up	analysis	aims	at	finding	”the	devil	that	hides	in	the	details”.	The	most	important	point	after	choosing	the	analysing	method	is	to	concentrate	on	the	weak	points	of	the	method.	This	can	be	done	by	using	strict	discipline.	FMEA	When	the	safety	and	performance	of	a	control
system	is	assessed,	the	failure	mode	and	effect	analysis	(FMEA)	is	the	most	common	tool	used.	There	is	an	international	standard	(IEC	812.	1985)	which	defines	the	method.	FMEA	is	a	bottom-up	(inductive)	method	which	begins	with	single	failures,	and	then	the	causes	and	the	consequences	of	the	failure	are	considered.	In	the	FMEA,	all	components,
elements	or	subsystems	of	the	system	under	control	are	listed.	FMEA	can	be	done	on	different	levels	and	in	different	phases	of	the	design	which	affects	the	depth	of	the	analysis.	In	an	early	phase	of	the	design,	a	detailed	analysis	cannot	be	done.	Also	some	parts	of	the	system	can	be	considered	so	clear	and	harmless	that	deep	analysis	is	not	seen
necessary.	However,	in	the	critical	parts,	the	analysis	needs	to	be	deep	and	it	should	be	made	on	component	level.	If	safety	of	the	system	depends	very	much	on	a	certain	complex	component	the	analysis	may	include	even	some	inner	parts	of	the	component.	This	can	mean	e.g.	software	analysis	or	consideration	of	typical	failures	related	to	a	certain
logical	function.	In	prEN	954-2	there	are	useful	lists	for	FMEA	on	failures	of	common	components	in	different	types	of	control	systems.	The	standard	gives	probable	component	failures	and	the	analyst	decides	if	the	failures	are	valid	in	the	system	considered	or	if	there	are	other	possible	failures.	If	functional	blocks,	hybrid	circuits	or	integrated	circuits
are	analysed	the	list	in	prEN	954-2	is	not	enough.	Also	systematic	failures	and	failures	typical	to	the	technology	(microprocessors,	memories,	communication	circuits,	etc.)	have	to	be	considered	since	those	failures	are	more	common	than	basic	random	hardware	failures.	FMEA	is	intended	mainly	for	single	random	failures	and	so	it	has	some	weak
points	:	Does	not	support	detection	of	common	cause	failures	and	design	failures	(systematic	failures).	Human	errors	are	usually	left	out;	the	method	concentrates	on	components	and	not	the	process	events.	Series	of	actions	causing	a	certain	hazard	are	difficult	to	detect.	Sequential	failures	causing	a	hazard	can	also	be	difficult	to	detect,	since	the
basic	idea	of	the	method	is	to	consider	one	failure	at	a	time.	If	the	analysis	is	made	with	strict	discipline	it	is	possible	to	detect	also	sequential	failures.	If	a	failure	is	not	detected	by	the	control	system	other	failures	(or	events)	are	studied	assuming	the	undetected	failure	has	happened.	Systems	with	a	lot	of	redundancy	can	be	difficult	to	consider	since
sequential	failures	can	be	important.	The	method	treats	failures	equally,	and	so	even	failures	with	very	low	probability	are	considered	carefully.	This	may	increase	the	work	and	cause	a	lot	of	paper.	In	a	large	analysis	documentation	it	can	be	difficult	to	identify	the	critical	failures.	It	can	be	difficult	to	see	which	failures	have	to	be	considered	first	and
which	means	are	the	best	to	take	care	of	the	critical	failures.	However,	FMEA	is	probably	the	best	method	to	detect	random	hardware	failures,	since	it	considers	all	components	(individually	or	as	blocks)	systematically.	Some	critical	parts	can	be	analysed	on	detailed	level	and	some	on	system	level.	If	the	method	seems	to	become	too	laborious,	the
analysis	can	be	done	on	higher	level,	which	may	increase	the	risk	that	some	failure	effects	are	not	detected.	The	FMEA	table	includes	always	the	failure	modes	of	each	component	and	the	effects	of	each	failure	mode.	Since	the	analysis	is	carried	out	to	improve	the	system	or	to	show	that	the	system	is	safe	or	reliable	enough,	some	remarks	and	future
actions	are	also	always	needed	in	the	table.	Severity	ranking	is	needed	to	ease	the	comparison	between	failure	modes	and	therefore	it	helps	to	rank	the	improvement	actions.	When	the	analysis	includes	criticality	ranking	it	is	called	failure	mode,	effects,	and	criticality	analysis	(FMECA).	The	criticality	and	probability	factor	can	be	a	general	category,
like	impossible,	improbable,	occasional,	probable,	frequent,	or	e.g.	exact	failure	probability	values	can	be	used.	In	many	cases	exact	values	are	not	available,	they	are	difficult	to	get,	or	they	are	difficult	to	estimate.	The	circumstances	affect	very	much	the	probability	of	a	failure.	FTA	Fault	tree	analysis	(FTA)	is	a	deductive	technique	that	focuses	on
one	particular	accident	or	top	event	at	a	time	and	provides	a	method	for	determining	causes	of	that	accident.	The	purpose	of	the	method	is	to	identify	combinations	of	component	failures	and	human	errors	that	can	result	in	the	top	event.	The	fault	tree	is	expressed	as	a	graphic	model	that	displays	combinations	of	component	failures	and	other	events
that	can	result	in	the	top	event.	FTA	can	begin	once	the	top	events	of	interest	have	been	determined.	This	may	mean	preceding	use	of	preliminary	hazards	analysis	(PHA)	or	some	other	analysis	method.	The	advantages	of	FTA	are	typically	:	It	can	reveal	single	point	failures,	common	cause	failures,	and	multiple	failure	sequences	leading	to	a	common
consequence.	It	can	reveal	when	safe	state	becomes	unsafe.	The	method	is	well-known	and	standardised.	The	method	is	suitable	for	analysing	the	entire	system	including	hardware,	software,	any	other	technologies,	events	and	human	actions.	The	method	provides	a	clear	linkage	between	qualitative	analysis	and	the	probabilistic	assessment.	It	shows
clearly	the	reasons	for	a	hazardous	event.	The	disadvantages	of	FTA	are	typically	:	It	may	be	difficult	to	identify	all	hazards,	failures	and	events	of	a	large	system.	The	method	is	not	practical	on	systems	with	large	number	of	safety	critical	failures.	It	is	difficult	to	introduce	timing	information	into	fault	trees.	The	method	can	become	large	and	complex.
The	method	gives	a	static	view	to	system	behaviour.	The	method	typically	assumes	independence	of	events,	although	dependencies	can	be	present;	this	affects	the	probability	calculations.	The	dependencies	also	increase	the	work.	It	is	difficult	to	invent	new	hazards	that	the	participants	of	the	analysis	do	not	already	know.	Different	analysts	typically
end	up	with	different	representations,	which	can	be	difficult	to	compare.	Quite	often	probability	calculations	are	included	in	the	FTA.	FTA	can	be	performed	with	special	computer	programs,	which	give	easily	proper	documentation.	There	are	also	programs,	which	can	switch	the	method.	You	only	feed	the	analysis	once,	and	the	program	shows
information	in	the	form	of	FTA	or	FMEA.	Analysing	strategy	The	traditional	way	to	analyse	an	electronic	control	system	is	to	apply	a	bottom-up	approach	by	using	failure	mode	and	effect	analysis.	The	method	is	effective	and	it	reveals	random	failures	well.	The	method	is	good	for	systems,	which	can	be	analysed	thoroughly.	Systems	are,	however,
getting	more	complex	and	so	the	top-down	approach	is	getting	more	and	more	applicable.	A	top-down	approach	like	fault	tree	analysis	helps	to	understand	the	system	better	and	systematic	failures	can	also	be	better	revealed.	The	top-down	approach	reveals	well	also	other	failures	than	random	failures,	which	are	better	revealed	by	the	bottom-up
approach.	Another	development	due	to	increasing	system	complexity	has	been	analysis	on	module	by	module	basis	rather	than	on	component	by	component	basis.	Non-programmable	electronic	systems	with	moderate	complexity	can	and	should	be	analysed	on	component	by	component	basis	and,	in	some	cases	(large	systems),	also	on	module	by
module	basis	to	cover	complicated	module/system	level	errors.	To	analyse	complex	programmable	systems	at	the	component	by	component	basis	by	using	bottom-up	analysis	(FMEA)	would	require	a	lot	of	resources	and	yet	the	method	is	not	the	best	way	to	find	certain	failures.	The	system	functions	can	be	better	understood	at	module	or	system	level
than	at	component	level	and	so	the	quality	of	the	analysis	can	be	improved	in	that	part.	The	system	analysis	can	be	started	from	the	bottom	so	that	first	each	small	subsystems	are	analysed	and	finally	the	system	as	a	whole.	In	the	so	called	V-model,	the	system	is	designed	from	the	top	to	the	bottom	(finest	details)	and	then	validated	from	the	bottom	to
the	top.	The	analysis	should,	however,	be	made	during	the	design	process	as	soon	as	possible	to	minimise	possible	corrections.	Thereby	the	system	should	be	analysed	by	starting	from	the	top	at	system/module	level.	Then	detailed	component	level	analysis	can	be	made	in	modules	which	were	found	critical	at	module	level	analysis.	This	method
reduces	the	resources	needed	in	the	analysis.	More	and	more	often	the	bottom-up	analysis	tends	to	become	too	massive	and	laborious.	Some	tactics	are	needed	to	minimise	the	work	and	amount	of	documentation.	One	strategy	can	be	to	document	only	critical	failures.	Another	tactics	can	be	to	start	the	analysis	on	the	most	questionable	(likely	to	be
critical)	structure	and	then	first	document	the	items	and	effects.	The	failure	modes	and	other	information	are	added	only	to	critical	failures.	The	FMEA	table	may	look	then	rather	empty,	but	it	saves	work.	Complex	modules	and	systems	Many	complex	components	are	at	the	present	time	too	complex	to	be	validated	thoroughly	(with	reasonable
resources)	and	programmable	components	are	getting	even	more	complex	and	specially	tailored	(e.g.	ASIC,	FPGA).	This	means	that,	for	safety	purposes,	the	systems	including	complex	components	have	to	cope	with	faults	by	being	fault	tolerant	or	by	activating	automatically	safety	functions.	This	can	be	achieved	by	concentrating	on	the	architecture.
Architecture	can	be	best	understood	on	system/module	level	and,	therefore,	also	the	analysis	carried	out	on	system	or	module	level	reveals	best	the	architectural	weaknesses.	On	complex	systems	there	are	nearly	always	also	some	design	errors	(hardware	or	software),	which	can	be	hard	to	find	at	component	level.	At	module	level	the	analysis	can	be
made	thoroughly.	One	factor	supporting	module	level	analysis	is	the	quality	of	the	analysis.	An	increasing	number	of	components	in	a	unit	to	be	validated	corresponds	to	a	reduction	in	the	efficiency	of	the	analysis.	Although	module	level	analysis	is	becoming	more	and	more	important	one	cannot	neglect	the	analysis	at	component	level	because	certain
failures	can	be	better	seen	at	the	component	level.	A	resource	saving	strategy	is	to	concentrate	on	critical	failures	at	all	analysing	levels.	The	category	(according	to	EN	954)	or	the	SIL	(according	to	IEC	61508)	affects	how	detailed	the	analysis	should	be	performed.	Usually	both	system/module	level	and	component	level	analyses	are	needed	in
validating	complex	systems.	Analyses	on	system/module	level	are	performed	in	order	to	determine	the	critical	parts	of	the	system,	and	component	level	analyses	are	carried	out	for	those	parts	of	the	system.	For	module	level	analysis	there	are	some	references,	which	give	hints	for	failure	modes	of	modules.	For	some	standardised	systems	some	advise
for	analysis	can	be	found.	For	system/module	level	analysis	failure	modes	resemble	failures	at	component	level,	but	the	analyser	has	to	consider	the	relevant	failure	modes.	Complex	components	Complex	components	hold	more	than	1000	gates	and/or	more	than	24	pins	[EN	954-2	1999].	The	definition	gives	just	a	rough	estimate	which	component
could	be	complex.	The	amount	of	possible	different	random	failures	in	such	a	component	is	large.	Only	the	combinations	two	out	of	24	are	276.	This	is	just	the	amount	of	simple	short	circuits	in	a	small	(according	to	the	definition)	complex	component.	Complex	components	have	got	several	failure	modes.	If	one	analyses	blindly	all	combinations	the
result	would	be	a	lot	of	irrelevant	failures.	Failure	exclusions	are	needed	in	order	to	focus	the	resources	on	the	critical	failures.	the	basic	failures	to	be	considered	in	the	analysis	can	be	simple	compared	to	the	actual	failures	that	can	happen	inside	the	component.	Such	component	specific	failures	can	be	e.g.	a	failure	in	the	microprocessor	register	or	a
failure	in	a	certain	memory	location.	In	the	draft	IEC	61508-2	failures	typical	to	certain	component	technology	(e.g.	CPU,	memory,	bus)	are	considered	instead	of	the	pins	(input,	output	etc.)	of	the	component.	A	single	component	can	include	several	technologies.	3.5.2.2.Testing	methods	Black	box	(BB)	and	white	box	(WB)	strategies	BB	and	WB	are
two	basic	approaches	used	for	modelling	systems,	which	can	be	applied	in	any	phase	of	the	design	process.	They	are	characterised	depending	on	the	aspect	the	analyst,	designer	or	tester	focus	his	attention,	that	is,	in	the	operation	of	the	external	functioning	of	the	system,	or	in	the	details	of	internal	operation.	In	general,	it	is	said	that	a	functional
approach	(or	BB)	is	used	referring	a	system,	when	the	system	is	considered	as	a	whole,	emphasizing	its	external	perceived	behaviour.	That	is,	when	the	system	is	viewed	as	a	black-box	that	interacts	with	other	entities	or	systems	through	its	inputs	and	outputs.	It	is	the	definition	of	a	system	from	the	user	point	of	view.	On	the	other	hand,
under	structural	approach	(or	WB)	a	system	is	defined	as	a	set	of	components	bound	together	in	order	to	interact;	every	component	is	in	turn	another	system.	The	recursion	stops	when	a	system	is	considered	as	being	atomic:	any	further	internal	structure	can	not	be	discerned,	or	is	not	of	interest	and	can	be	ignored.	In	this	case,	the	system	is
transparent	to	the	person	handling	and	this	is	why	structural	viewpoint	is	called	white	box,	though	it	would	be	more	appropriate	to	use	the	term	glass	box.	This	way,	for	example,	a	Galpat	test	applied	to	a	RAM	memory	may	be	seen	like	a	structural	test	among	others	within	an	analysis	of	system	architecture,	or	like	a	functional	test	from	the	RAM
memory	point	of	view.	Although	at	first	glance	they	seem	two	separate	approaches,	in	practice	the	boundary	between	function	and	structure	is	fuzzy.	BB	testing	versus	WB	testing	In	the	testing	field,	functional	and	structural	approaches	are	used	to	create	models	which	describe	specific	aspects	of	the	system.	The	aim	of	the	test	is	to	check	whether
those	aspects	fulfil	the	requirements	or	not,	this	means,	to	cover	as	much	as	possible	the	model.	To	do	that	the	tester	use	different	coverage	criteria	which	represent	actually	selection	criteria	for	test	input	data.	This	way	we	find,	for	SW	testing,	structural	models	like	the	control	flow	graph	(in	addition	with	the	source	code	listing)	and	coverage
criterions	as	statement	testing	or	decision	and	branch	testing,	for	unit/component	level	testing	mainly.	And	in	the	case	of	HW,	structural	models	like	a	topological	gate	diagram	and	coverage	criterions	like	single-paths	sensitization,	for	component	level	testing.	In	functional	testing	test	data	are	derived	solely	from	the	specifications	(i.e.	without	taking
advantage	of	knowledge	of	the	internal	structure	of	the	system).	If	one	wishes	using	this	approach	to	find	all	the	faults	in	a	system,	the	criterion	is	exhaustive	input	testing	(i.e.	the	use	of	every	possible	input	condition	as	a	test	case).	Hence,	to	test	a	system,	one	would	have	to	produce	a	huge	number	of	test	cases,	and	this	without	taking	into	account
the	additional	test	cases	due	to	the	special	requirements	of	safety	systems	on	the	behaviour	in	case	of	fault	(category).	This	reflection	shows	that	in	general,	exhaustive	input	testing	is	impossible	in	big	systems.	Two	implications	of	this	are	that	:	The	test	of	a	complex	system	can	not	guarantee	that	it	is	fault-free	;	and	A	fundamental	consideration	in
testing	is	one	of	economics.	In	Structural	testing	the	tester	derives	test	data	from	an	examination	of	the	system	internal	logic	(often	at	the	neglect	of	the	specification).	Structural	tests	are	inherently	finites.	Unlike	the	functional	testing,	it	is	assumed	that	structural	testing	can	not	make	a	complete	test	of	the	system.	Moreover,	a	structural	test	in	no
way	guarantees	that	a	system	matches	its	specification	(due	to	misconceptions,	missing	parts,	etc).	Then,	since	exhausted	testing	is	out	of	the	question,	the	objective	should	be	to	maximise	the	yield	on	the	testing	investment	(i.e.	maximise	the	number	of	faults	found	by	a	finite	number	of	test	cases).	Doing	so	will	involve,	among	other	things,	being	able
to	peer	inside	the	system	and	making	certain	reasonable	assumptions	about	the	system.	This	will	form	part	of	the	test	case	design	strategy.	For	a	specific	selection	criteria,	the	test	input	data	may	be	generated	according	with	two	different	procedures	:	deterministic	choice	or	probabilistic	choice.	In	the	first	case	which	defines	the	deterministic	test,
the	test	input	data	are	determined	by	a	selective	choice	whenever	they	satisfy	the	criteria	considered.	In	the	second	case	which	defines	the	statistical	test	(or	random	test),	the	test	input	data	are	generated	randomly	according	with	a	probabilistic	distribution	of	the	input	domain	in	relation	to	the	criteria	considered.	Both	data	generation	procedures
may	be	combined	with	the	two	type	of	system	models	producing	the	following	test	approaches:	functional	deterministic	or	functional	statistical	tests	and	structural	deterministic	or	structural	statistical	tests.	In	general,	statistical	tests	use	a	large	number	of	input	data	and	require	that	the	probabilistic	distribution	to	be	representative	of	the	input
domain	or	use	environment.	On	the	other	hand,	the	results	have	direct	applicability	and	statistical	confidence	intervals	can	be	developed	for	reliability	parameters.	Deterministic	tests	improve	the	efficiency	concentrating	in	faults,	and	the	main	disadvantages	are	the	effort	required	to	establish	the	most	probable	faults	and	the	conditions	to	expose
them.	For	safety	related	electronic	control	systems,	to	be	applied	in	the	machinery	field,	seems	that	a	deterministic	test	provide	enough	testing,	without	being	necessary	to	apply	statistical	testing.	A	test	strategy	has	to	consider	other	essential	aspects	like,	the	life	cycle	phase,	the	level	of	abstraction	and	the	test	objectives	(verification	and	evaluation),
in	addition	to	the	type	of	system	model	(functional	or	structural),	test	data	selection	criteria	and	the	procedure	for	generating	the	inputs.	The	abstraction	level	refers	to	the	different	domains	to	represent	a	system	(analytical,	simulation	and	physical)	and	also	to	the	depth	within	a	domain.	For	instance,	in	validation	phase	the	tests	are	usually	applied	at
different	levels	of	the	prototype	(system	level,	board	level	and	component).	In	this	phase,	components	usually	are	treated	as	black	boxes.	Functional	approach	will	be	predominant	during	validation	stage,	where	it	is	necessary	to	handle	large	objects	and	abstract	from	the	details	in	order	to	verify	high	level	functions	(system	requirements).
Nevertheless,	many	times	the	limited	number	of	functional	tests	carried	out	need	to	be	complemented	by	a	structural	strategy	concentrated	above	all	on	checking	critical	components	(for	instance,	a	comparison	and	synchronisation	routines	in	a	program	of	a	redundant	system,	error	detection	mechanisms,	…).	In	general,	the	highest	structural
coverage	values	are	assigned	to	the	early	design	phases	(e.g.,	unit	or	component	testing)	and	requirements	are	reduced	as	we	go	up	in	the	design	process	(e.g.,	in	SW	testing,	100%	statement	and	decision	coverage	is	mandatory	for	unit	testing	but	this	goal	result	unreachable	when	testing	larger	size	items).	Some	researches	in	the	field	of	SW	testing
have	given	theoretical	results	on	the	relative	structural	techniques	effectiveness	considering	only	inclusion	relations.	However,	in	practice,	the	relative	effectiveness	of	a	testing	technique	will	depend	on	the	number	of	test	cases	necessary	to	satisfy	its	corresponding	criterion	(testing	cost)	and	the	probability	that	there	exist	a	type	of	fault	detected	by
this	test	criteria	and	not	by	others.	The	inclusion	relation	is	not	valid	to	order	all	structural	coverage	criteria.	And	it	does	not	serve	to	establish	a	relationship	between	structural	and	functional	criteria.	Analysing	these	approaches	from	the	involved	persons	point	of	view,	in	particular	the	designer	and	tester,	it	is	find	that	designer	when	act	as	a	tester
are	by	nature	biased	toward	structural	considerations	while	independent	tester	due	to	his	ignorance	of	structure	(no	preconceptions)	are	bias-free	and	can	better	deal	with	functional	tests.	In	conclusion,	neither	functional	nor	structural	tests	prove	to	be	absolutely	useful	strategies:	both	have	limitations	and	both	target	different	faults.	What	is
proposed	is	to	combine	elements	of	both	BB	and	WB	testing	to	derive	a	reasonable,	but	not	air-tight,	testing	strategy.	Reasonable	in	the	sense	of	an	acceptable	relation	between	the	number	of	test	cases	and	sought	guaranties	(risk	reduction	requirements).	Fault	injection	testing	According	to	EN	954	standard,	one	of	the	test	methods	for	validating	the
safety	of	control	systems	is	fault	injection.	In	general,	fault	injection	is	a	privileged	technique	for	validating	a	relevant	feature	of	safety	systems:	the	behaviour	in	case	of	fault.	Moreover,	among	the	different	fault	injection	techniques,	there	are	a	group	of	techniques	that	allow	the	injection	of	faults	on	a	prototype	(see	fig.	5	in	the	Annex	9).	These
particular	methods	(grouped	into	two	branches:	physical	fault	injection	and	SW	implemented	fault	injection	methods)	provide	accurate	data	on	the	performances	achieved	by	a	real	system	close	to	the	final	(the	whole	system,	HW	+	SW),	still	within	the	development	process,	i.e.	before	launching	a	system.	Accurate,	in	the	sense	of	dynamical	behaviour
of	a	system	near	the	final,	and	without	the	precision	problems	of	simulation	methods.	On	the	other	hand,	the	value	of	the	test	results	will	depend	on	how	the	methods	are	apply,	that	is	what	are	the	selected	FARM	attributes	for	the	test.	Fault	injection	is	an	indispensable	complement	for	other	validation	methods	currently	available	(analytical
techniques,	functional	and	structure-based	testing,	symbolic	tests).	This	complementarity,	for	instance	can	come	to	the	point	of	establishing	a	close	relationship	with	analytical	models	(e.g.,	Markov	models),	providing:	assistance	in	the	characterisation	of	the	initial	analytical	model	(a	better	understanding	of	failure	processes,	usually	described	by
macroscopic	models,	assigning	values	to	coverage	parameters	of	failure	control	mechanisms,	…)	and	validating	or	even	refining	the	analytical	model.	Validation	can	be	understood	as	a	process	dealing	with	removing	residual	design	faults	and	evaluating	the	performances	achieved	even	beyond	the	specified	hypothesis.	When	fault	injection	is	applied	to
remove	the	residual	faults	(systematic	faults)	in	the	system,	tester	uses	principally	a	structural	approach.	Tester	is	concerned	with	checking	whether	every	particular	measure	fulfil	or	not	the	detailed	design	specifications.	To	do	that,	he	concentrates	on	designing	a	small	number	of	test	input	data	that	explore	the	main	features.	This	kind	of	testing	will
demand	a	rather	deep	knowledge	of	the	system.	It	is	convenient	to	use	also	stress	workloads.	In	contrast,	when	fault	injection	deals	with	estimating	the	influence	of	the	occurrence,	presence	and	consequences	of	faults	in	the	system	during	its	operational	phase,	the	strategy	turns	more	functional	or	black	box.	That	is,	tester	is	interested	in	applying	a
large	number	of	faults	so	that	they	represent	a	significant	part	of	all	potential	fault	of	the	system,	and	achieving	in	that	way	a	sufficient	guarantee	to	state	that	the	system	fulfils	its	behaviour	in	case	of	fault	requirements.	In	this	case	the	system	will	be	charged	with	real	workload	(a	profile	of	the	activity	of	the	system-environment	in	operational
phase).	For	either	systems	validation	or	the	validation	of	the	application	of	components,	the	study	carried	out	on	the	different	injection	techniques	shows	that	currently	the	most	popular	ones	for	applying	at	the	validation	stage	are	the	physical	fault	injection	at	pin	level	and	the	software	implemented	fault	injection.	A	fault	injection	test	may	be
characterised	by	FARM	attributes.	The	definition	of	these	attributes	for	an	injection	campaign	will	depend	mainly	on	the	system,	the	safety	requirements	and	the	injection	method	used.	Set	of	faults	(F).	It	characterises	the	faults	by	the	type,	location	and	duration.	Fault	type	:	EN	954-2	and	IEC	61508	standards	both	of	them	include	fault	lists	for
electronic	components	which	indicate	the	type	of	faults	to	be	taken	into	account	for	every	kind	of	component.	Additionally,	the	standard	IEC	61508	relates	the	type	of	faults	for	each	component	to	be	detected	by	measures	to	control	HW	failures	and	the	diagnostic	coverage	levels	required	from	these	measures.	The	above	mentioned	two	methods	allow
inject	physically	or	emulate	the	most	of	faults	corresponding	to	low	and	medium	diagnostic	coverage	(e.g.,	stuck-at	and	DC	model)	in	the	fault	list	of	IEC	61508.	Location	:	It	depends	on	the	injection	method.	Physical	fault	injection	at	pin	level	allows	inject	faults	in	the	pins	of	components,	board	connectors	or	even	at	external	input/output	level.	While
SW	implemented	fault	injection	corrupts	memory	cells	and	processor	registers	to	emulate	faults.	Duration	:	The	timing	feature	of	a	fault	may	be	classified	in:	permanent,	transient	(external	faults)	and	intermittent	(internal	faults).	Transient	faults	are	considered	as	the	more	aggressive	in	perturbing	the	system	operation,	and	also	the	more	difficult	to
inject	and	control;	specially	in	terms	of	reproducibility.	The	fault	duration	influence	in	the	safety	performances	and	so	transient	faults	should	be	taken	into	account	at	least	in	the	higher	requirement	levels	(categories	3	and	4).	Set	of	activation	input	data	(A).	It	characterises	the	input	domain	through	two	parameters:	activation	inputs	(or	activation
trigger)	and	workload.	Activation	trigger	:	There	exist	two	possibilities	depending	on	the	injection	time:	a)	pre-runtime,	fault	injection	before	the	system	start	up,	(i.e.,	the	system	will	not	be	interfered	any	more	when	it	is	running);	b)	runtime,	faults	are	injected	during	system	operation.	When	injecting	during	runtime,	the	trigger	signal	for	fault
activation	may	be	controlled	by	time	or	spatial	(state)	parameters.	Selection	of	these	parameters	will	depend	on	the	system	features.	Workload	:	It	refers	to	the	application	program	characteristics.	When	validating	a	general	purpose	system,	tester	uses	special	workloads	(application	programs)	and	input	data	to	exercise	as	much	as	possible	the
different	parts	or	functions	of	the	system	in	order	to	sensitise	the	injected	faults.	Obviously,	in	the	case	of	an	embedded	system	is	not	needed	a	workload,	and	tester	only	must	select	an	appropriate	set	of	input	data	from	the	input	domain	(use	environment	should	be	considered).	In	the	case	of	testing	auto-test	routines	(e.g.,	for	RAM	memories),	the	set
of	input	data	is	implicit	in	the	routine.	Set	of	read	output	data	(R)	:	It	is	derived	from	the	tests	and	will	include	specific	system	outputs	and	intermediate	states,	selected	to	show	the	success	or	fail	of	a	control	measure	in	detecting	the	injected	fault.	In	order	to	calibrate	the	system	diagnostic	parameters	like	coverage	and	latency	times	in	error	detection
and/or	recovering,	it	is	required	to	obtain	the	number	of	errors	detected,	errors	isolated	and	errors	recovered,	as	well	as	the	system	intrinsic	tolerance	and	the	effectiveness	of	the	injection	campaign.	Set	of	measures	(M)	:	It	is	obtained	from	the	readings	and	it	will	be	oriented	to	the	validation	objective,	that	is	to	fault	removal	or	to	fault	forecasting.
The	typical	parameters	measured	in	a	test	campaign	are	the	coverage	factor	and	the	latency	time.	Coverage	factor	is	referred	to	the	coverage	of	the	system	to	be	validated	in	presence	of	faults,	which	depends	strictly	on	the	orientation	given	to	the	injection	campaign.	The	effect	of	a	fault	in	a	system	depends	on	the	injected	fault	as	well	as	the	system
activity	at	the	time	the	injection	is	effective.	So	the	parameters	F	and	A	have	to	be	considered.	Coverage	factor	of	fault	detection	mechanisms	is	formally	defined	as	the	space	represented	by	the	product	of	both	sets	of	parameters.	Latency	times	:	These	times	can	refer	to	the	detection	as	well	as	to	the	identification	and	isolation	of	the	error	and	system



recovery.	The	negative	impact	of	a	high	latency	in	some	of	these	actions	makes	necessary	their	estimation	when	working	with	critical	times.	Another	factor	to	take	into	account	when	evaluating	the	safety	performances	is	the	length	of	testing.	In	general	it	is	not	possible	to	inject	all	potential	events	from	the	domain	formed	by	the	sets	F	and	A,	and	the
coverage	factor	will	be	estimated	using	a	subset	of	the	domain.	Thus,	we	will	use	the	Confidence	Interval	to	estimate	if	the	sample	is	representative.	For	complex	systems,	to	make	an	equilibrated	sample	for	the	system	can	be	unfeasible.	In	these	cases	it	is	used	the	Stratification,	an	statistical	option	that	reduces	the	complexity	of	the	sample	and	offers
the	possibility	of	being	oriented	to	concrete	goals	in	the	validation.	3.5.3.						Verification	and	validation	of	software	3.5.3.1.Presentation	3.5.3.1.1.Specific	characteristics	of	safety	software	Software	is	an	intellectual	creating	including	programs,	procedures,	rules	and	all	associated	documents,	related	to	implementation	of	the	programmed	system.
Software	is	materialised	by	specifications,	a	code	(program)	and	documentation.	Software	development	is	often	difficult	to	control.	Moreover,	software	is	rarely	a	finished	product;	it	evolves	from	one	version	to	another,	within	very	short	periods	of	time.	It	is	a	paradoxical	product,	which	may	become	obsolete,	but	is	not	subject	to	wear.	On	the
contrary,	it	is	best	when	used	frequently.	Finally,	software	development	is	essentially	devoted	to	product	design	and	testing	and	little	emphasis	is	placed	on	series	production.	One	of	the	most	important	characteristics	of	software	is	that	it	is	a	product	with	countless	inputs	and	which	processes	combinations	far	greater	than	the	brain	capacity.	As	a
consequence,	software	behaviour	cannot	be	fully	apprehended	by	man.	It	is	therefore	separated	into	different	modules.	Nevertheless,	it	remains	difficult	to	fully	control	the	complexity	of	the	product.	3.5.3.1.2.Evaluating	safety	software	The	problem	raised	by	software	evaluation	is	to	obtain	justified	confidence	in	the	software	behaviour.	The	software
is	often	analysed	according	to	the	method	used	for	its	development.	The	evaluation	is	then	based	on	a	wide	variety	of	criteria	such	as	its	structure,	its	development	process,	or	the	manner	in	which	it	was	written,	even	though,	in	fact,	only	its	behaviour	should	be	evaluated.	This	is	why	it	is	rather	difficult	to	distinguish	between	development	methods
and	evaluation	methods.	These	two	types	of	methods	increasingly	overlap	one	another.	Finally,	it	is	interesting	to	note	that	there	are	no	specific	methods	for	critical	software.	The	methods	used	for	critical	software	and	those	used	for	traditional	software	differ	by	the	requirements	of	the	standards.	The	major	difference,	in	fact,	resides	in	the	budget
and	the	time	devoted.	Evaluating	software	may	have	highly	varied	significations.	In	general,	two	levels	of	evaluation	are	frequently	distinguished	:	validation	and	verification.	3.5.3.1.3.Software	verification	and	validation	requirements	The	requirements	for	software	verification	and	validation	include	that	the	analyst	should	be	able	to	carry	out	the
evaluation	of	software	conformity	to	the	present	requirements	by	conducting	any	audits	or	expertises	deemed	useful	during	the	different	software	development	phases.	All	technical	aspects	of	software	lifecycle	processes	are	subject	to	evaluation	by	the	analyst.	The	analyst	must	be	allowed	to	consult	all	verification	reports	(tests,	analyses,	etc.)	and	all
technical	documents	used	during	software	development.	Evaluation	of	software	conformity	to	the	present	requirements	is	performed	for	a	specific,	referenced	software	version.	Any	modification	of	previously	evaluated	software	which	has	received	a	final	opinion	from	the	analyst	should	be	pointed	out	to	the	latter	in	order	that	any	additional	evaluation
activities	can	be	carried	out	to	update	this	opinion.	3.5.3.2.Verification	of	software	3.5.3.2.1.Presentation	The	purpose	of	verification	activities	is	to	demonstrate	that	software	products	stemming	from	a	given	phase	of	the	development	cycle	conform	to	the	specifications	established	during	the	previous	phases	and	to	any	applicable	standards	or	rules.
They	also	serve	as	a	means	of	detecting	and	accounting	for	any	errors	that	might	have	been	introduced	during	software	development.	Software	verification	activities	contain	series	of	tests	and	analyses.	In	addition	to	tests,	verification	activities	can	rely	on	techniques	such	as	reviews,	inspections,	checkings,	cross-readings	and	code	verification.	In
some	cases	reviews	and	analyses	can	replace	some	tests	(e.g.	in	the	event	that	a	test	cannot	be	carried	out	because	it	would	cause	the	deterioration	of	a	hardware	component).	Internal	reviews	permit	the	designer	to	ensure	at	key	points	in	the	development	progress,	that	the	product	will	reach	its	objectives.	It	is	important	to	note	the	rapidly
increasing	cost	of	correcting	an	error	in	relation	to	the	phase	at	which	it	is	discovered.	The	optimal	cost	of	correcting	an	error	corresponds	to	the	earliest	possible	moment	in	the	lifecycle.	For	example,	an	error	discovered	in	the	specification	stage	by	means	of		verification	of	the	coherence	between	the	software	specification	and	the	system
specification	costs	significantly	less	than	if	this	same	error	is	discovered	at	the	end	of	the	development	cycle	(through	software	or	system	validation).	A	discovery	made	late	in	the	process	requires	that	all	development	phases	influenced	by	this	error,	and	already	completed,	must	be	undertaken	anew.	Software	tests	can	be	carried	out	at	different
phases	of	the	lifecycle	:	module	tests	at	the	level	of	each	individual.	These	tests	focus	on	software	modules	and	their	conformity	with	the	detailed	design.	This	activity	is	indispensable	for	large	and	complex	software	products,	but	is	only	recommended	for	the	relatively	small	software	products	dealt	with	here.	This	conformity	can	also	be	demonstrated
using	static	techniques	(e.g.	re-reading	the	code).	This	phase	of	the	verification	procedure	allows	detection	of	the	following	type	of	errors	:	inability	of	an	algorithm	to	satisfy	software	specifications,	incorrect	loop	operations,	incorrect	logical	decisions,	inability	to	compute	valid	combinations	of	input	data	correctly,	incorrect	responses	to	missed	or
altered	input	data,	violation	of	array	boundaries,	incorrect	calculation	sequences,	inadequate	precision,	accuracy	or	performance	of	an	algorithm.	software	integration	tests.	These	tests	(equivalent	to	the	software	design	verification)	focuse	on	the	correct	assembly	of	software	modules	and	on	the	mutual	relationships	between	software	components.
Software	integration	tests	form	the	principal	component	of	this	verification.	It	can	be	used	to	reveal	errors	of	the	following	kind	:	incorrect	initialisation	of	variables	and	constants,	errors	in	the	transfer	of	parameters,	any	data	alteration,	especially	global	data,	inadequate	end	to	end	numerical	resolution,	incorrect	sequencing	of	events	and	operations.
validation	tests.	The	purpose	of	these	tests	(equivalent	to	the	software	specification	verification)	is	to	detect	errors	associated	with	the	software	in	the	target	system	environment.	Validation	tests	are	the	principal	component	of	software	specification	verification.	Errors	detected	by	this	type	of	verification	include	:	any	incorrect	mechanism	to	treat
interruptions,	insufficient	respect	of	running	time	requirements,	incorrect	response	from	the	software	operating	in	transient	mode	(start-up,	input	flow,	switching	in	a	degraded	mode,	etc.),	conflicts	of	access	to	different	resources	or	organisational	problems	in	the	memory,	inability	of	integrated	tests	to	detect	faults,	software/hardware	interface
errors,	stack	overflows.	3.5.3.2.2.Software	verification	requirements	The	general	verification	requirements	include	the	following	items	:	[1]										The	software	verification	strategy	used	at	the	different	software	development	steps	and	the	techniques	and	tools	used	for	this	verification	should	be	described	in	a	Test	Plan	before	being	used.	This
description	should,	as	a	minimum,	include	:	identification	of	the	software	and	its	safety-related	components	that	will	be	submitted	to	validation	procedure	before	use,	organisation	of	the	verification	activities	(integration,	validation,	etc.)	and	any	interfaces	with	other	development	activities,	independence	of	the	verification	(if	applicable):	the
verification	strategy	should	be	developed	and	implemented,	and	the	test	results	should	be	evaluated	independently	(by	an	individual,	department,	or	organisation)	in	relation	to	the	size	of	the	development	team,	verification	methods	and	tools	used	(types	of	tests,	etc.),	environment	of	the	verification	(test	equipment,	emulators,	etc.),	manner	in	which
test	results	were	verified,	a	traceability	matrix	demonstrating	the	correspondance	between	the	tests	to	be	undertaken	and	the	objectives	of	the	tests	defined.	[2]										Verification	of	a	new	software	version	should	include	non-regression	tests.	[3]										Directives	for	drawing	up	test	procedures	should	include	a	description	of	the	input	data	to	be	used
(value),	a	description	of	the	expected	output	(value)	and	criteria	on	which	test	results	will	be	judged	acceptable	(tolerance).	[4]										The	tests	formalised	in	reports	should	be	able	to	be	carried	out	again	(e.g.,	in	the	presence	of	the	analyst).	A	verification	report	should	be	produced	for	each	verification	activity,	and	should	identify	and	document	all
distortions	(non-conformities)	with	respect	to	the	corresponding	specifications,rules	or	standards	(design,	coding)	and	any	quality	assurance	procedures	that	may	exist.	Theverification	requirements	also	include	requirements	for	reviews	and	code	verification.	Internal	reviews	at	key	points	in	the	development	process	allow	the	designer	to	ensure	that
the	product	will	achieve	the	objectives	set.	An	external	specification	review	(with	the	analyst)	should	be	held	at	the	end	of	the	software	specification	phase,	and,	respectively,	an	external	validation	at	the	end	of	the	validation	phase.	The	result	of	each	review	should	be	documented	and	archived.	It	should	include	a	list	of	all	actions	decided	on	in	the
review	process,	and	the	review	conclusion	(decision	on	whether	or	not	to	move	on	to	the	next	activity).	The	activities	defined	in	the	review	should	be	monitored	and	treated.	Activities	involving	analysis	and	software	specification	verification	should	verify	the	exhaustiveness	and	adequacy	of	the	software	specifications	with	respect	to	the	system
specifications	as	well	as	the	traceability	with	respect	to	the	system	specifications.	Analysis	activities	and	software	design	verification	should	verify	the	conformity	to	specifications.	Code	verification	corresponds	to	the	first	step	in	the	verification	of	the	actual	code	once	it	has	been	written.	This	is	a	"static"	verification	in	so	far	as	it	is	based	on	cross-
readings,	inspections,	etc.	It	is	only	after	this	point	that	dynamic	verification	procedures	(module	tests,	integration,	validation)	will	make	up	the	principal	verification	methods.	The	code	verifications	include	source	code	and	data	verifications.	Code	verification	(static	analysis)	should	ensure	that	the	code	conforms	to	the	software	design	documents	and
coding	rules.	3.5.3.2.3.Software	test	requirements	The	software	test	requirements	include	general	verification	requirements	for	software	specification	(validation	tests),	software	design	(software	integration	tests)	and	detailed	design	(module	tests).	The	test	objectives	must	be	adapted	to	the	safety	integrity	level	of	the	software,	to	the	type	of
software,	and	to	the	specific	factors	at	work	in	adopting	a	given	software	product.	These	criteria	determine	the	types	of	test	to	be	undertaken	(functional	tests,	limit	tests,	out	of	limit	tests,	performance	tests,	load	tests,	external	equipment	failure	tests,	configuration	tests)	as	well	as	the	range	of	objects	to	be	covered	by	the	tests	(functional	mode	tests,
safety	function	tests,	tests	of	each	element	in	the	specification,	etc.).	The	validation	tests	should	be	carried	out	in	conditions	representative	of	the	operational	conditions	of	the	system	The	test	coverage	of	these	tests	should	be	made	explicit	in	a	traceability	matrix	and	should	demonstrate	that	each	element	of	the	specification,	including	safety
mechanisms,	is	covered	by	a	validation	test,	and	that	it	is	possible	to	verify	the	real-time	behaviour	of	the	software	in	any	operational	mode.	Validation	results	should	be	recorded	in	a	validation	report	-	available	for	each	delivered	software	version	-	that	should	cover	at	least:	the	versions	of	software	and	system	that	were	validated,	a	description	of	the
validation	tests	performed	(inputs,	outputs,	testing	procedures),	the	tools	and	equipments	used	to	validate	or	evaluate	the	results,	the	results	showing	whether	each	validation	test	was	a	success	or	failure,	and	a	validation	assessment	:	identified	non-conformities,	impact	on	safety,	decision		as	to	whether	or	not	to	accept	the	validation.	Integration
tests	should	be	able	to	verify	the	correct	sequencing	of	the	software	execution,	the	exchange	of	data	between	modules,	the	respect	of	the	performance	criteria,	and	the	non-alteration	of	global	data.	The	test	coverage		should	be	given	explicitly	in	a	traceability	matrix	demonstrating	the	correspondence	between	the	tests	to	be	undertaken	and	the
objectives	of	the	tests	defined.	The	integration	test	results	should	be	recorded	in	a	software	integration	test	report,	which	should,	as	a	minimum,	contain	the	version	of	the	integrated	software,	a	description	of	the	tests	performed	(inputs,	outputs,	procedures)	and	the	integration	tests	results	and	their	evaluation.	Module	tests	should	verify,	using	input
data,	that	the	modules	fulfil	the	functions	specified	at	the	detailed	design	stage.	The	test	coverage	should	be	given	explicitly	in	a	traceability	matrix	that	demonstrates	the	correspondence	between	the	tests	to	be	undertaken	and	the	objectives	of	the	tests	defined.	Module	test	results	should	be	recorded	in	a	report	that	contains	at	least	the	version	of
the	module	tested,	the	input	data	used,	the	expected	and	observed	results,	and	an	evaluation	of	the	results	(positive	or	otherwise).	3.5.3.3.Validation	of	critical	software	3.5.3.3.1.Methods	of	validation	Three	types	of	specification	language	may	be	distinguished:	specification	in	ordinary	language,	semi-formal	specification	and	formal	specification.
Informal	specifications	written	in	ordinary	language	are	generally	incomplete,	incoherent,	ambiguous,	contradictory	and	erroneous.	As	a	consequence,	it	seems	reasonable	that	they	should	not	be	used	for	safety	software.	Contrary	to	ordinary	language,	specifications	implemented	byformal	methods	are	precise	and	the	semantics	of	notations	is	clearly
defined.	If	one	is	familiar	with	the	representation	used,	formal	methods	are	a	good	means	of	communication	and	documentation.	In	fact,	formal	methods	are	more	than	a	tool	for	representation;	they	are	also	a	technique	for	drafting	specifications	which	restrains	the	designer	to	make	abstractions	and	finally	results	in	a	better	comprehension	and
modelisation	of	the	specifications.	It	is	sometimes	even	possible	to	make	simulations.	Use	of	a	formal	method	requires	considerable	investments	in	time	and	training.	However,	formal	methods	are	a	significant	step	forward	for	the	development	and	evaluation	of	critical	software.	There	are	six	level	method	for	the	evaluation	process	of	critical	software:
The	first	step	is	to	make	certain	that	software	specifications	are	in	compliance	with	user	needs.	This	verification	is	relatively	difficult	to	make	since	the	user	often	expresses	his	needs	in	an	informal,	incomplete,	imprecise	or	yet	incoherent	manner.	This	activity	therefore	mainly	rests	on	the	experience	and	the	know-how	of	experts	in	the	field.	The
second	level	of	evaluation	corresponds	to	moving	from	specifications	to	the	final	code	;	the	final	code	must	be	in	compliance	with	the	software	specifications.	This	evaluation	is	in	fact	devoted	to	the	software	development	process.	Its	success	depends	on	the	methods	and	tools	issued	from	the	software	engineering.	The	third	level	of	evaluation,
corresponding	to	moving	from	the	final	code	to	the	software	behaviour,	consists	in	executing	the	final	code	to	check	the	software	behaviour.	This	level	of	evaluation	is	based	on	dynamic	methods	and	is	automatically	controlled	for	the	most	part.	The	fourth	level	of	evaluation	consists	in	making	certain	that	the	final	code	is	in	compliance	with	the	user
needs.	For	the	same	reasons	as	those	expressed	for	the	first	level	of	evaluation,	which	are	inherent	to	the	nature	of	the	user	needs,	this	compliance	is	very	difficult	to	demonstrate.	The	fifth	level	of	evaluation,	corresponding	to	moving	from	specifications	to	software	behaviour,	consists	in	checking	that	the	software	behaviour	is	in	compliance	with
what	is	described	in	the	specifications.	This	activity	was	previously	referred	to	as	verification.	It	is	also	mentioned	in	documentation	as	the	answer	to	the	question,	“Have	we	built	the	software	correctly”.	To	date,	this	evaluation	may	be	done	by	tests	for	which	the	initial	sets	have	been	elaborated	based	on	specifications.	Over	a	longer	period	of	time
and	by	the	intermediary	of	more	elaborate	methods,	this	evaluation	may	be	done	by	program	synthesis	techniques	or	specification	simulation	techniques.	Finally,	the	sixth	level	represents	the	total	evaluation	activity	(see	V-cycle	in	chapter	3.1.3.1).	3.5.3.3.2.Specification	and	validation	procedure	The	role	played	by	specification	for	operating	safety	is
to	explicit	“what	to	do	?”,	resulting	from	refining	the	specifications	after	functional	analysis	and	preliminary	risk	analysis.	It	forms	the	interface	between	the	analyst	and	the	software	designer,	specifying	the	safety	restrictions,	such	as	execution	time,	inputs	and	outputs,	he	behaviour	desired	in	case	of	failure,	etc.	Seven	French	companies	were
contacted	in	order	to	report	on	the	methods	and	tools	used	in	the	software	development	process,	notably	for	critical	software.	Very	few	companies	use	specific	methods.	Among	the	companies	which	systematically	implement	software	engineering	methods	and	tools	are	companies	involved	in	the	automobile	and	nuclear	industries.	Therefore	it	was	very
difficult	to	establish	a	procedure	based	on	industrial	practices	concerning	critical	software	specification.	The	interviews	obtained	with	specialists	from	different	horizons,	enabled	us	to	synthesise	the	following	procedure	for	specification.	The	specification	phase	is	often	based	on	the	experience	of	the	person	in	charge	of	drafting	the	specification.	It	is
necessary	to	:	·							Provide	a	precise	definition	of	the	composition	and	role	of	the	analysis	and	specification	team.	have	final	users	intervene	early	?	plan	project	reviews	and	their	contents	?	have	the	client	express	his	needs	as	extensively	as	possible	?	·							Facilitate	“client”-developer”	communication.	·							For	specification,	in	so	far	as	possible,	use	an
adequate	method	and	possibly	an	adequate	tool.	(CASE	tools	ensure	the	unity	of	the	dictionary	and	make	it	easier	to	avoid	systematic	transcription	faults),	a	good	drawing	is	worth	1000	words.	·							Imagine	being	in	the	client’s	position	and	adopt	his	logic	and	his	manner	of	expressing	himself.	·							Use	neutral	vocabulary	for	both	parties,	client	/
specification	person	or	team.	·							Incite	the	client	to	enter	into	the	developer	logic,	in	order	that	he	may	formalise	his	need	better.	the	client	will	thus	express	the	needs	he	considers	“evident”	and	therefore	not	necessary	to	be	stated.	·							Begin	by	making	a	functional	analysis	and	a	specification	of	the	overall	system.	·							Make	as	complete	a
description	as	possible	of	the	environment-operator-application	interactions.	·							Define	the	role	of	the	operator.	·							Take	into	account	the	application	ergonomics	:	screens,	alarm	control,	diagnostic,	interventions	for	maintenance,	etc.	·							Divide	to	rule	better.	wait	for	the	right	moment	in	the	system	description	before	dividing	specification	tasks
among	the	members	of	a	team,	decrease	the	complexity	by	carefully	chosen	divisions,	minimise	the	information	exchange	flows,	do	not	decompose	the	system	into	more	than	three	level,	since	complexity	increases	quickly	and	overall	control	may	be	lost,	decompose	critical	functions	into	primitive	functions.	Impasses	may	thus	be	highlighted.	·							In
parallel,	during	specification,	specify	the	manner	in	which	to	check	objective	expectations	(acceptance	files)	and	the	means	necessary	to	complete	the	verification.	·							Take	the	referential	into	full	consideration	:	standards,	guides,	technical	documents,	etc.,	before	referring	to	them	in	the	specifications.	¨select	elements	which	may	be	realised	and
measured	in	relation	with	the	size	of	the	application,	the	structure	and	culture	of	the	company	which	develops	the	software.	·							Validate	the	specifications	by	an	internal	audit	type	action	done	by	a	person	/	team	other	than	that	concerned	by	specification	and	development.	·							Include	the	final	user	of	the	application.	3.5.4.						Validation	of	hardware
3.5.4.1.Validation	of	fault	detection	principles	Programmable	electronic	systems	(PES)	have	the	ability	to	detect	faults	within	themselves	before	a	fault	is	manifested	as	a	failure	of	the	system.	The	techniques	and	measures	used	focus	on	different	parts	of	the	electronic	hardware	and	may	require	different	amount	of	system	effort.	It	is	regarded	as	state-
of-the-art	to	implement	techniques	for	fault	detection	in	PES	used	in	safety-critical	applications.	All	safety	critical	systems	should	undertake	basic	measures	to	detect	the	faults,	and	possibly	control	the	failures	which	might	occur.	The	standard	EN	954-1	specifies	5	categories	for	system	behaviour	at	fault.	Basic	safety	principles	should	be	implemented
for	categories	B,	1,	2,	3	and	4.	For	categories	1,	2,	3	and	4	also	well-tried	safety	principles	have	to	be	implemented.	The	presence	and	performance	of	the	safety	principles	must	be	validated.	Methods	for	fault	detection	There	are	several	aspects	in	a	programmable	electronic	system	which	can	be	automatically	self-checked.	The	following	table	gives
examples	of	different	techniques.	Component	Technique	Prosessing	unit	self	test	of	the	execution	of	the	instruction	set.	self	test	of	registers	by	patterns	or	walking-bit	[IEC61508-7,	clause	A.3.1,	A.3.2]	reciprocal	comparison	by	software	between	two	processing	units	[IEC61508-7,	clause	A.3.5]	Invariable	memory	ranges	checksum	[IEC61508-7,	clause
A.4.2]	8-bit	signature	[IEC61508-7,	clause	A.4.3]	16-bit	signature	[IEC61508-7,	clause	A.4.4]	replication	[IEC61508-7,	clause	A.4.5]	Variable	memory	ranges	·							RAM	test	”checkerboard”	or	”march”	[IEC61508-7,	clause	A.5.1]	·							RAM	test	”walkpath”	[IEC61508-7,	clause	A.5.2]	·							RAM	test	”galpat”	[IEC61508-7,	clause	A.5.3]	I/O	Units	and
Interface	multi-channel	parallel	output	[IEC61508-7,	clause	A.6.3]	monitored	outputs	[IEC61508-7,	clause	A.6.4]	input	comparison/voting	[IEC61508-7,	clause	A.6.5]	Data	paths	·							inspection	using	test	patterns	[IEC61508-7,	clause	A.7.4]	·							transmission	redundancy	[IEC61508-7,	clause	A.7.5]	·							information	redundancy	[IEC61508-7,	clause
A.7.6]	Power	supply	over-voltage	protection	with	safety	shut-off	[IEC61508-7,	clause	A.8.1]	monitoring	of	secondary	voltages	[IEC61508-7,	clause	A.8.2].	power-down	with	safety	shut-off		[IEC61508-7,	clause	A.8.3].	Program	sequence	an	on-chip	watchdog	with	separate	time	base	without	time-window,	e.g.	Motorola	microcontroller	68HC11
[IEC61508-7,	clause	A.9.1]	a	watchdog	with	separate	time	base	without	time-window,	e.g.	a	Maxim	microprocessor	supervisor	IC	[IEC61508-7,	clause	A.9.1]	logical	monitoring	of	programme	sequence	implemented	in	software[IEC61508-7,	clause	A.9.3]	combination	of	temporal	and	logical	monitoring	of	programme	sequence	[IEC61508-7,	clause
A.9.4]	Table	19	:	Methods	for	fault	detection	3.5.4.2.HW	validation	tests	Nowadays,	complex	components,	like	microprocessors,	memories	(RAM,	EPROM,	Flash),	programmable	logic	(PLD,	FPGA),	ASICs	and	other	high	integrated	circuits	may	be	used	as	building	blocks	for	safety	related	electronics.	Due	to	large	scale	integration,	it	is	possible	today	to
integrate	a	whole	system	–	that	required	a	board	or	a	assembly	of	boards	some	years	ago	–	onto	a	single	chip.	Well	known	state	of	the	art	validation	test	may	be	applied	on	system	(component)	level.	These	„Safety	validation	tests	for	electronic	systems“	are	assigned	to	the	safety	categories	(CAT	1-4)	introduced	in	EN	954-1.	Technique/measure	Cat	2
Cat	3	Cat	4	Functional	testing	HR	high	HR	high	HR	high	Functional	testing	under	environmental	conditions	HR	high	HR	high	HR	high	Interference	immunity	testing	HR	high	HR	high	HR	high	Fault	injection	testing	HR	high	HR	high	HR	high	Expanded	functional	testing	–	low	HR	low	HR	high	Surge	immunity	testing	–	low	–	low	–	medium	Black	box
testing	R	low	R	low	R	medium	Statistical	testing	–	low	–	low	R	medium	“Worst	case”	testing	–	low	–	low	R	medium	Table	20	:	Safety	validation	tests	for	electronic	systems	Notation	:	qualitative	rating	for	this	method	(first	line)	HR	method	is	highly	recommended	for	this	safety	category	R	method	is	recommended	for	this	safety	category	–	method	is	not
required,	but	may	be	used	required	test	coverage	of	this	method	(second	line)	high[4]	a	high	degree	test	coverage	is	required	medium	a	medium	degree	of	test	coverage	is	required	low	a	acceptable	degree	of	test	coverage	is	required	The	detailed	analysis	of	these	existing	methods	reveals	a	number	of	potential	limitations	when	confronted	with	the
validation	of	a	complex	component	:	Complexity	:	the	component	might	be	far	to	complex	for	an	adequate	validation;	it	is	not	possible	to	reach	the	coverage	figures	for	the	given	category.	Controllability	:	interconnections	and	logic	inside	the	component	is	not	directly	controllable.	Observability	:	the	reaction	to	input	stimuli	might	not	be	observable;
attaching	probes	is	either	not	possible	(internal	signals)	or	affects	the	test	results.	Moreover,	an	additional	drawback	of	the	listed	validation	tests	is	the	fact	that	they	are	applicable	only	very	late	in	the	development	process,	because	a	“real”	hardware	is	required	to	run	most	of	the	tests.	The	system	that	is	used	during	the	validation	test	has	to	be	as
close	as	possible	to	the	one	that	will	be	used	in	the	field,	otherwise	the	result	of	the	validation	test	is	not	expressive	at	all.	For	complex	components,	validation	testing	has	to	go	“beyond	the	surface”	of	the	component	and	is	advised	much	earlier	in	the	development	process.	For	example,	functional	testing	has	to	start	at	module	level	–	using	modules
with	very	limited	complexity	–	and	has	to	accompany	the	hierarchical	(bottom	up)	integration	of	the	modules	to	more	complex	building	blocks,	step	by	step,	until	the	complete	functionality	of	a	“complex	component”	is	reached	and	all	application	and	safety	requirements	are	met.	Table	21	gives	an	example	of	the	phases	that	may	be	identified	as	major
steps	in	the	design	process	of	a	complex	component	(PLD,	FPGA,	Gate	Array	or	ASIC).	Phase	Output	(PLD/FPGA)	Output	(Gate	Array,	ASIC)	level	of	detail	usability	for	verification	(formal	or	simulation)	Specification	Specification	Documents	(pure	textual	or	semi-formal,	e.	g.	using	block	and	state	diagrams,	pseudo-code)	“high	level”	description	with
low	level	of	detail	partial	(only	for	those	parts	described	semi-formal)	Design	Description	Formal	description	of	the	functionality	of	the	device,	usable	for	automatic	translation.	(virtual)	components,	blocks,	processes	RTL	(“register	transfer	level”)	functional	aspects	(RTL	level)	no	explicit	information	about	timing	behaviour	Implementation	I	primitives
netlist,	(propriety)	database	gate	level	netlist	FPGA	primitives,	ASIC	gates;	interconnections	Gate	Level	all	functional	aspects	(Gate	Level)	estimated	timing	Implementation	II	Fusemap	/	bitstream	layout	database	(e.	g.	GDS-II)	physical	placement	and	interconnection	all	functional	aspects	(Gate	Level)	actual	timing	Production	programmed	device	(or
configuration	PROM	packaged	and	tested	device	Component	device	characteristics	(overall	functionality,	timing)	Post	Production	Board	/	System	“black	box”	black	box	testing	only	Table	21	:	Phase	Model	The	linkage	between	the	phase	model	(Table	21)	and	safety	validation	testing	(Table	20)	is	described	in	detail	in	the	technical	annex	for	WP	3.3.
This	includes	a	general	overview	and	details	about	individual	test	sets	for	different	technologies.	To	help	to	decide	what	level	of	validation	testing	is	required	during	the	design	and	implementation	process,	the	following	classification	that	is	based	on	“testability”	is	proposed	:	A	component	is	of	low	test	complexity	if	it	is	adequate	to	run	the	standard
validation	tests	on	the	final	component	and	to	reach	the	required	test	coverage.	For	those	“simple”	components,	no	modification	of	the	standard	validation	approach	is	required;	nevertheless	it	might	be	advised	to	run	some	validation	tests	during	the	design	process.	A	component	is	of	medium	test	complexity	if	running	the	standard	validation	tests	on
the	final	component	achieves	a	test	coverage	for	at	least	one	test	that	is	one	level	less	than	required	(e.	g.	“medium”	coverage	of	functional	testing	instead	of	the	required	“high”	coverage).	For	these	components,	running	part	of	the	validation	tests	during	the	design	and	implementation	process	is	required,	to	improve	test	coverage.	This	is	shown	in
Table	22.	A	component	is	of	high	test	complexity	if	running	the	standard	validation	tests	on	the	final	component	achieves	a	test	coverage	for	at	least	one	test	that	is	two	or	more	level	less	than	required	(e.	g.	“low”	coverage	of	functional	testing	instead	of	the	required	“high”	coverage).	For	this	level	of	complexity,	a	detailed	knowledge	about	the
component	and	its	intended	use	is	required	to	find	an	adequate	test	strategy.	Thus,	no	general	recommendations	are	given.	Technique	/	measure	Cat	1,2	Cat	3	Cat	4	During	Design	Flow	Post	Production	During	Design	Flow	Post	Production	During	Design	Flow	Post	Production	Functional	testing	HR	high	HR	high	HR	high	high	medium	high	medium
high	medium	Functional	testing	under	environmental	conditions	HR	high	HR	high	HR	high	high	medium	high	medium	high	medium	Interference	immunity	testing	HR	medium	HR	high	HR	high	–	medium	–	high	–	high	Fault	injection	testing	HR	high	HR	high	HR	high	high	medium	high	medium	high	medium	Expanded	functional	testing	–	low	HR	low
HR	high	low	low	low	low	high	medium	Surge	immunity	testing	–	low	–	low	–	medium	–	low	–	low	medium	low	Black	box	testing	R	low	R	low	R	medium	–	low	–	low	medium	low	Statistical	testing	–	low	–	low	R	medium	low	low	low	low	medium	low	“Worst	case”	testing	–	low	–	low	R	medium	low	low	low	low	medium	low	Table	22	:	Validation	Tests	for
Components	with	Medium	Test	Complexity	Note	:	For	the	interpretation	of	this	table	see	definitions	below.	When	the	validation	testing	is	moved	to	an	earlier	point	in	the	design	flow,	the	subsequent	steps	need	to	be	more	thorough	verified,	to	ensure	that	the	results	of	the	validation	are	still	valid	for	the	final	component.	The	technical	annex	(final
report	for	WP	3.3)	lists	the	verification	steps	that	need	to	be	carried	out,	starting	at	the	validation	test	in	the	design	process	and	ending	at	the	final	component.	The	coverage	for	each	step	needs	to	be	at	least	as	high	as	the	coverage	for	the	validation	test	itself	(Table	22).	Page	10From	SAFEC	European	project	to	EN	50495	standard	for	safety
devices	in	ATEX	-	links	with	IEC	61508	This	article	defines	some	explanations	on	the	use	of	EN	50495:2010	standard	and	its	link	with	an	other	well	known	functional	safety	standard	:	IEC	61508.	But	first	of	all,	EN	50495:	February	2010	:	Safety	devices	required	for	the	safe	functioning	of	equipment	with	respect	to	explosion	risks,	must	be	placed	in	its
regulatory	scope	:	the	ATEX	94/9/EC	directive.	The	ATEX	94/9/EC	directive	in	CHAPTER	I	Scope,	placing	on	the	market	and	freedom	of	movement	states	:	Article	1	1.	This	Directive	applies	to	equipment	and	protective	systems	intended	for	use	in	potentially	explosive	atmospheres.	2.	Safety	devices,	controlling	devices	and	regulating	devices	intended
for	use	outside	potentially	explosive	atmospheres	but	required	for	or	contributing	to	the	safe	functioning	of	equipment	and	protective	systems	with	respect	to	the	risks	of	explosion	are	also	covered	by	the	scope	of	this	Directive.	In	annex	II	of	ATEX	94/9/EC	directive	are	also	defined	requirements	for	safety	devices.	1.5.	Requirements	in	respect	of
safety-related	devices	1.5.1.	Safety	devices	must	function	independently	of	any	measurement	or	control	devices	required	for	operation.	As	far	as	possible,	failure	of	a	safety	device	must	be	detected	sufficiently	rapidly	by	appropriate	technical	means	to	ensure	that	there	is	only	very	little	likelihood	that	dangerous	situations	will	occur.	For	electrical
circuits	the	fail-safe	principle	is	to	be	applied	in	general.	Safety-related	switching	must	in	general	directly	actuate	the	relevant	control	devices	without	intermediate	software	command.	1.5.2.	In	the	event	of	a	safety	device	failure,	equipment	and/or	protective	systems	shall,	wherever	possible,	be	secured.	1.5.3.	Emergency	stop	controls	of	safety
devices	must,	as	far	as	possible,	be	fitted	with	restart	lockouts.	A	new	start	command	may	take	effect	on	normal	operation	only	after	the	restart	lockouts	have	been	intentionally	reset.	1.5.4.	Control	and	display	units	Where	control	and	display	units	are	used,	they	must	be	designed	in	accordance	with	ergonomic	principles	in	order	to	achieve	the
highest	possible	level	of	operating	safety	with	regard	to	the	risk	of	explosion.	1.5.5.	Requirements	in	respect	of	devices	with	a	measuring	function	for	explosion	protection.	In	so	far	as	they	relate	to	equipment	used	in	explosive	atmospheres,	devices	with	a	measuring	function	must	be	designed	and	constructed	so	that	they	can	cope	with	foreseeable
operating	requirements	and	special	conditions	of	use.	1.5.6.	Where	necessary,	it	must	be	possible	to	check	the	reading	accuracy	and	serviceability	of	devices	with	a	measuring	function.	1.5.7.	The	design	of	devices	with	a	measuring	function	must	incorporate	a	safety	factor	which	ensures	that	the	alarm	threshold	lies	far	enough	outside	the	explosion
and/or	ignition	limits	of	the	atmospheres	to	be	registered,	taking	into	account,	in	particular,	the	operating	conditions	of	the	installation	and	possible	aberrations	in	the	measuring	system.	In	its	first	edition	of	this	guide	in	May	2000,	in	chapter	3.10	Safety,	controlling	or	regulating	devices	as	defined	in	Article	1.2	where	defined.	In	the	fourth	edition	of
the	ATEX	94/9/EC	guide,	the	definition	of	these	safety	devices	is	:	Devices	in	the	scope	of	Article	1.2	Safety	devices,	controlling	devices	and	regulating	devices,	if	they	contribute	to	or	are	required	for	the	safe	functioning	of	equipment	or	protective	systems	with	respect	to	the	hazards	of	ignition	or	-	respectively	-	with	respect	to	the	hazard	of
uncontrolled	explosion	are	subject	to	the	Directive;		These	devices	are	covered	even	if	they	are	intended	for	use	outside	the	potentially	explosive	atmosphere.	Those	devices	are	not	classified	into	categories	according	to	Article	1.		Safety	instrumented	systems	(e.g.	a	sensor,	PLC	and	an	actor)	in	the	sense	of	items	1.	and	2..	The	whole	system	must	be
considered	as	a	safety	device	in	the	sense	of	Article	1.2.	Parts	of	this	safety	device	may	be	located	inside	(e.g.	a	sensor)	or	outside	(e.g.	PLC)	potentially	explosive	atmospheres.		For	such	devices,	the	essential	requirements	shall	only	apply	so	far	as	they	are	necessary	for	the	safe	and	reliable	function	and	operation	of	those	devices	with	respect	to	the
hazards	of	ignition	or	-	respectively	-	with	respect	to	the	hazard	of	uncontrolled	explosion	(Annex	II,	Preliminary	observation	B).		Examples:	a	pump,	pressure	regulating	device,	backup	storage	device,	etc.	ensuring	sufficient	pressure	and	flow	for	feeding	a	hydraulically	actuated	safety	system	(with	respect	to	the	ignition	hazard);		overload	protective
devices	for	electric	motors	of	type	of	protection	Ex	e	‘Increased	Safety’;		controller	units	in	a	safe	area,	for	an	environmental	monitoring	system	consisting	of	gas	detectors	distributed	in	a	potentially	explosive	area,	to	provide	executive	actions	on	one	or	a	small	number	of	equipment	or	protective	systems	in	terms	of	further	avoiding	an	ignition	hazard
if	dangerous	levels	of	gas	are	detected;		controller	units	connected	to	sensors	measuring	temperature,	pressure,	flow,	etc,	located	in	a	safe	area,	used	to	control	(in	terms	of	further	avoiding	an	ignition	hazard)	electrical	apparatus,	used	in	production	or	servicing	operations	in	a	potentially	explosive	area.		(...)	After	these	mandatory	requirements	that
are	applicable	to	safety	devices,	we	must	discuss	of	standards.	At	the	time	when	ATEX	directive	94/9/CE	was	published	the	state	of	art	for	safety	devices	was	the	premises	of	EN	954-1	and	some	years	after	the	EN	61508	standard.	At	this	time	the	technology	for	safety	devices	was	electromecanic	based,	as	it	was	defined	also	for	other	industrial	sectors
such	as	for	the	machinery	sector	(see	chapter	"history	for	functional	safety	in	machinery"	).	Today	safety	devices	for	use	in	potentially	are	defined	in	EN	50495	February	2010	:	Safety	devices	required	for	the	safe	functioning	of	equipment	with	respect	to	explosion	risks	(NF	EN	50495	:	juillet	2010	:	Dispositifs	de	sécurité	nécessaires	pour	le
fonctionnement	sûr	d'un	matériel	vis-à-vis	des	risques	d'explosion)	Sicherheitseinrichtungen	für	den	sicheren	Betrieb	von	Geräten	im	Hinblick	auf	Explosionsgefahren	Some	specific	standards	for	other	safety	devices	are	also	defined	such	as	the	safety	devices		whose	safety	function	is	define	and	in	the	scope	of	existing	standards	specific	for	ATEX
eg	EN	60079	and	EN	61241	that	do	not	need	any	complementary	assessment	and	other	safety	devices	that	prevent	the	occurrence	of	explosive	atmospheres,	e.g.	inerting	systems,	ventilation	in	workplaces	and	containers/vessels	or	Gas	detectors,	which	are	already	covered	other	standards	in	EN	61779	series,	EN	50271	or	EN	50402		EN	50495:2010	:
Summary	1							Scope	2							Normative	references	3							Terms	and	definitions	4							Ignition	prevention	by	safety	devices	4.1							General	concept	of	ignition	risk	reduction	4.2							Selection	of	a	safety	device	5							Functional	requirements	for	a	safety	device	5.1							General	requirements	5.2							Special	requirements	for	safety	components	5.3						
Requirements	for	achieving	the	Safety	Integrity	Level	(SIL)	6							Tests	6.1							Type	tests	6.2							Routine	tests	6.3							Regular	functional	proof	tests	7							Marking	8							Safety	instructions	Annex	A	(informative)		Example	of	an	assessment	procedure	for	a	simple	safety	device	Annex	B	(informative)		Example	of	an	assessment	procedure	for	the
hardware	safety	integrity	of	a	safety	device	Annex	C	(informative)		Example	of	determining	the	hardware	safety	integrity	level	Annex	D	(informative)		Examples	for	safety	devices	Annex	E	(informative)		Basic	concept	for	safety	devices	Annex	ZZ	(informative)		Coverage	of	Essential	Requirements	of	EC	Directives	Bibliography	Tables	Table	1	–
Requirements	for	Safety	Integrity	Level	and	Fault	Tolerance	of	a	safety	device	Table	B.1	–	Failure	rates	assuming	a	series	failure	model	Table	B.2	–	Safety	Integrity	Levels:	Target	failure	measures	for	a	safety	function	Table	B.3	–	Hardware	safety	integrity:	Architectural	constrains		on	Type	A	or	B	safety-related	subsystems	Table	C.1	–	Total	hardware
failure	rates	Table	E.1	–	Increase	of	the	failure	tolerance	of	equipment	by	the	control	of	a	safety	device	Table	E.2	–	Classified	area,	in	which	the	ignition	probability	of	controlled	equipment	would	lead	to	a	tolerable	risk	Table	E.3	–	Required	SIL	and	HFT	of	a	safety	device	for	the	control	of	equipment.	This	standard	is	mainly	based	on	IEC	61508.	If	we
compare	the	content	of	this	standard	we	can	see	that	most	chapters	are	issued	from	IEC	61508	(identified	in	red	color	hereafter)	1							Scope	2							Normative	references	3							Terms	and	definitions	4							Ignition	prevention	by	safety	devices	5							Functional	requirements	for	a	safety	device	6							Tests	7							Marking	8							Safety	instructions	Annex	A
(informative)		Example	of	an	assessment	procedure	for	a	simple	safety	device	Annex	B	(informative)		Example	of	an	assessment	procedure	for	the	hardware	safety	integrity	of	a	safety	device	Annex	C	(informative)		Example	of	determining	the	hardware	safety	integrity	level	Annex	D	(informative)		Examples	for	safety	devices	Annex	E	(informative)	
Basic	concept	for	safety	devices	Annex	ZZ	(informative)		Coverage	of	Essential	Requirements	of	EC	Directives	Bibliography	Before	the	SAFEC	project,	the	impact	of	safety	device	on	the	equipment	under	control	was	not	clearly	defined.	ATEX	zone	Kind	of	device	Functionning	of	the	EUC	without	safety	device	Impact	of	the	safety	device	0	Equipment
categorie	1	Safe	with	2	harware	failures	??	1	Equipment	category	2	Safe	with	1	harware	failures	??	2	Equipment	category	3	Safe	in	normal	operation	??	The	SAFEC	project	gives	a	table	in	which	the	contribution	of	the	safety	device	was	visible.	This	impact	is	defined	in	Table	10				Proposed	safety	requirements	for	safety	functions	Hazardous	Area	Zone
0	Zone	20	Zone	1	Zone	21	Zone	2	Zone	22	Fault	tolerance	requirement	of	ATEX	Directive	2	1	0	Equipment	(EUC)	fault	tolerance	2	1	0	1	0	-1	0	-1	SIL	of	the	safety	function	that	the	monitoring	or	control	unit	is	providing	-	SIL	2	SIL	3	-	SIL	1	SIL	2	-	SIL	1		Resulting	equipment	category	(under	ATEX)	of	the	combination	category	1	category	2	category	3
Note	that	a	fault	tolerance	of	“-1”	implies	that	the	equipment	would	be	incendive	in	normal	operation,	without	the	intervention	of	the	safety	device	Table	10	assumes	that	any	feature	of	the	certified	electrical	equipment	which	provides	a	level	of	fault	tolerance	will	achieve	a	risk	reduction	equivalent	to	a	SIL	of	1.	This	is	consistent	with	the	fact	that	SIL
1	represents	the	minimum	integrity	requirement	of	IEC	61508	for	a	system	defined	as	being	safety-related.	The	fault	tolerance	"-1"	was	not	taken	into	account	in	the	EN50495	standard,	and	the	SAFEC	table	10	wa	sreplaced	by	the	following	table	:	Table	1	–	Minimum	requirements	for	Safety	Integrity	Level	and	Fault	Tolerance	of	a	safety	device	EUC		
		Hardware	Fault	Tolerance	2	1	0	1	0	0	Safety	device							Hardware	Fault	Tolerance	-	0	1	-	0	-													Safety	Integrity	Level	-	SIL	1	SIL	2	-	SIL	1	-	Combined	equipment											Group	I									Category	M1	M2	-											Group	II,	III				Category	1	2	3	NOTE	1 Fault	tolerance:	“0”	indicates	that	the	EUC	is	safe	in	normal	operation.	One	single	fault	may	cause
the	apparatus	to	fail.	“1”	indicates	that	the	apparatus	is	safe	with	one	single	fault.	Two	independent	faults	may	cause	the	apparatus	to	fail.	“2“	indicates	that	the	apparatus	is	safe	with	two	independent	faults.	Three	faults	may	cause	the	apparatus	to	fail.	NOTE	2 SIL1	or	SIL2	indicates	the	Safety	Integrity	Level	of	the	Safety	device	according	to
EN	61508	series.	NOTE	3 Category	1	or	2	or	3:	the	appropriate	categories	are	defined	in	EN	13237,	NOTE	4 “-“	means,	that	no	safety	device	is	required	NOTE	5 Equipment	which	contains	a	potential	ignition	source	under	normal	operation	is	not	included	in	Table	1,	because	this	equipment	is	already	covered	under	the	types	of	protection.	Some
explanations	about	this	table	:	The	text	in	red	color	has	been	added	by	Industry-finder,	and	is	not	normative.	It	is	an	explanation	only	for	illustration	only.	For	columns	number	1,	4	and	6	no	safety	device	is	required	for	the	following	reasons	:	column	1	the	EUC	is	safe	with	2	faults	in	zone	0	which	is	what	is	required	in	the	ATEX	directive	(see	above).
This	case	correspond	to	the	intinsic	safety	protection	mode	for	"ia"	level	column	4		the	EUC	is	safe	with	1	faults	in	zone	1	which	is	what	is	required	in	the	ATEX	directive	(see	above).	This	case	correspond	to	the	intinsic	safety	protection	mode	for	"ib"	level	column	6		the	EUC	is	safe	with	0	fault	in	zone	2	which	is	what	is	required	in	the	ATEX	directive
(see	above)	Case	2	and	3	are	not	defined	yet	because	there	is	few	applications	for	this	case	and	practicaly,	end	users	put	for	zone	"0"	devices	that	comply	with	"ia"	protection	mode	or	doble	protection	The	interessant	casse	are	defined	in	case	number	5	which	correspond	mostly	to	motor	in	zone	"1"	that	are	complying	with	"enclosure"	protection	mode
(IEC	60079-1)	or	enhanced	protection	mode	(IEC	60079-7).	In	those	2	cases,	the	protection	mode	mode	is	not	fault	tolerant	(O	in	blue	color).	This	means	that	the	safety	device	must	have	a	SIL	1	level	with	an	Harware	fault	tolerance	of	0	(in	green	color)	Colum	number	1	2	3	4	5	6	Corresponding	classic	protection	mode	ia	(intrinsic	safety)					ib	(intrinsic
safety)	d,	e				EUC					Hardware	Fault	Tolerance	2	1	0	1	0	0	Safety	device							Hardware	Fault	Tolerance	-	0	1	-	0	-													Safety	Integrity	Level	-	SIL	1	SIL	2	-	SIL	1	-	Combined	equipment											Group	I									Category	M1	M2	-											Group	II,	III				Category	1	2	3	Zone	0	1	2	However,	compliance	with	IEC	61508	requires	also	an	Harware	fault	tolerance
and	if	we	combine	the	tables	related	to	the	architecture	requirements	of	IEC	61508	and	the	requirments	of	the	standard	we	can	see	that	not	all	architectures	of	IEC	61508	are	possible.	Table	B.3	–	Hardware	safety	integrity:	Architectural	constrains	on	Type	A	or	B	safety-related	subsystems	Safe	Failure	Fraction	(SFF)	Type	A	Subsystem	Type	B
Subsystem	Hardware	fault	tolerance	Hardware	fault	tolerance	0	1	2	0	1	2
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